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Preface

About This Manual

Thank you for purchasing the CWR-935M Mini 3.5G Plus Wireless-N Server Router.
This User’s Manual is intended for audience with basic networking knowledge and is the primary reference for
configuring and maintaining the device. This manual includes description of the management interface and

detailed instruction in its use.

Conventions Used

- Notes, warnings or cautions are in bold with shaded background.
+ In this manual, the CWR-935M Mini 3.5G Plus Wireless-N Server Router is referred to as “the wireless
router”.



Chapter 1.  Introduction

1.1 About CWR-935M

CWR-935M is a compact 3.5G wireless router providing fast, reliable and easy Internet access for
every occasion. For Internet access, the router supports both 3.5G mobile standards as well as
Cable/DSL Internet connections. Mobile users can access and share their 3.5G connection anywhere

their 3.5G service is available.

A new exciting feature is the addition of a mini-USB port that can be used for external battery packs
powering the router up. Users will no longer be bound to locations with AC power, that means Internet

access on-the-go.

The built-in 802.11-N access point provides faster speeds and enhanced reach to wireless
clients. Easy wireless setup is possible through WPS and wireless security is achieved through WEP.

WPA and WPA2 standards.

CWR-935M is a multi-function device that offers many services like print, webcam, FTP and Samba

servers making it an ideal home/office/mobile Internet gateway.

1.2 Main Features

The following lists the main features of the wireless router.

» 3.5G Internet connection

< Provide a mini-USB port for alternative battery pack portable
e Support WPS for easy wireless connection setup

+ Slide switch for 3 modes selection,Router, AP, Wi-Fi AP mode
« Advanced wireless security, WEP/WPA/WPA2/WPA2 Mixed

e Complies with IEEE 802.11b/g and IEEE 802.11n Draft 2.0

« Multi languages support

e Support Webcam Server, Printer Server, FTP Server

1.3 System Requirements

- Internet connection, provided by xDSL or cable modem with a RJ-45 Ethernet port.
« Computer or network devices with wired or wireless network interface card.

« Web browser (Microsoft Internet Explorer 4.0 or above, Netscape Navigator 4.7 or above, Opera
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web browser, or Safari web browser).

« An available AC power socket.

1.4 Getting to Know CWR-935M

e
WIRELESS NETWORK — |
A
N
P j’j' Status/WPS
Lan < S/
s
$of
I g .l'l
&
wan 7/ /
i
i
HH /
Sratus / WPS ff’
/
/
/
POWER. !
“ o
1.4.1 LED indication
LED Name Light Status Color Description
ON Wireless LAN active
WIRELESS Green
Blinking Wireless LAN activity (Transferring or receiving data)
ON LAN port is connected
LAN OFF Green | LAN port is not connected
Blinking LAN port activity (transferring or receiving data).
ON WAN port is connected.
WAN OFF Green | WAN port is not connected.
Blinking WAN activity (transferring or receiving data).
Blinking Green | Reset/ Firmware updates in progress
STATUS/WPS
Blinking Orange | WPS function start
POWER ON Green | Power is being applied to this product




1.4.2 The Right Side

Operation Mode Switch

Item

Description

Operation Mode

Operation mode switch, user can select Router, AP, Wi-Fi AP mode

1.4.3 The Bottom Side

WAN Port LAN Port

R — SRR

v [ ¥

1 0 Eeboot /Resat Button
% o

WPS Button

UsSB port
Item Description
USB Port User can connect 3.5G USB dongle, USB hard driver, USB printer or Web
WAN Port Wide Area Network (WAN / Internet) Port
LAN Port Local Area Network (LAN) Port
WPS button Start WPS function

Reset button

Reset the router to factory default settings (clear all settings) or reboot device.
Press this button and hold over 5 seconds to restore all settings to factory

defaults, and press this button for 1 seconds to reboot device

10




Chapter 2. System and Network Setup

The CWR-935M is an easy to carry and wireless device for business men. It can be used in conference
room, hotel, even at hotspots. CWR-935M is small and light, with various functions; use switch to
change mode between Router, AP, and Wi-Fi AP mode. CWR-935M also supports USB devices like
webcam, USB thumb drive, printer, and 3.5G adapter.

Note : Please turn off and wait 5 seconds to switch to other operation mode, then power on.

2.1 Build network connection for Router Mode

In router mode, administrator can manage the settings for WAN, LAN, Wireless network, NTP,

password, USB drives, user accounts, firewall, QoS, FTP server, webcam, printer server, and SAMBA,

etc.
=
P "!. . "‘i ,
i | ,,"':;' Router Mode -
. = | _—
1 f
L ™ # f
X ] 4
. v "

2.2 Build network connection for AP Mode

In AP mode, CWR-935M becomes a bridge; users can use wired way to connect to CWR-935M.
Administrator can config LAN, Wireless network, NTP, password, USB drives, user accounts, FTP

server, webcam, printer server, and SAMBA, etc.

11



AP Mode

2.3 Build network connection for Wi-Fi AP Mode

In Wi-Fi AP mode, CWR-935M becomes a bridge; users can use wireless way to connect to
CWR-935M. Administrator can config LAN, Wireless network, NTP, password, USB drives, user

accounts, FTP server, webcam, printer server, and SAMBA, etc.

WiFi AP Mode
—

ﬁ WiFi AP Mode

!

2.4 Connecting to CWR-935 by web browser

After the network connection is built, the next step you should do is setup the router with proper network

parameters, so it can work properly in your network environment.

12




Before you can connect to the router and start configuration procedures, your computer must be able to
get an IP address automatically (use dynamic IP address). If it's set to use static IP address, or you're

unsure, please follow the following instructions to configure your computer to use dynamic IP address:

If the operating system of your computer is....

Windows 95/98/ME - please go to section 2-4-1
Windows 2000 - please go to section 2-4-2
Windows XP - please go to section 2-4-3
Windows Vista - please go to section 2-4-4

2.4.1 Windows 95/98/ME IP address setup:

1. Click ‘Start’ button (it should be located at lower-left corner of your computer), then click control
panel. Double-click Network icon, and Network window will appear. Select ‘TCP/IP’, then click

‘Properties’.

Network

Configuratian | Identificationl Access Controll

The fallowwing network. components are installed:

Client for Microsoft Mebworks
Client for Metware Mebworks
SMC EtherPower Adapter [SMCE432)
o [3 IPR PePsegompatible Protocal

anpnnnt®®
LLLLLTT
te

“
Add.. Bemove { Properties. .. I:

& *
"sapgunnt®

Frimary Metwark Lagaon:
ICIient far Microsoft Metwarks j

FEile and Print Sharing... |

Dezcription
TCPAR iz the protocol you use to connect ta the Internet and
wide-area networks.

Ok Cancel
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2. Select ‘Obtain an IP address from a DHCP server’, then click ‘OK’.

TCP/IP Properties |
Bindingz I Advanced I DS Configuration |
Gateway I w5 Configuration IF Address

An IP addregz can be automatically azsigned to this comprker
by a DHCP zerver. If your netwaork, does naot have a DHCP
gerver, aszk wour nebwark, adminiztrator for an addresz, and then
tupe it i the space below,

& " Obtain an IP address from a DHCP server E
’—F Specify an P address:
P Address: | ) |
Subnet Maszk: | . . . |

ouUUO5
o* ",
- *

RLEFN
=
=

.

Paas®
i1
il
=
0
o

L4
LT TTT LA

2.4.2 Windows 2000 IP address setup:

1.  Click ‘Start’ button (it should be located at lower-left corner of your computer), then click control
panel. Double-click Network and Dial-up Connections icon, double click Local Area
Connection, and Local Area Connection Properties  window will appear. Select ‘Internet
Protocol (TCP/IP)’, then click ‘Properties’
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Local Area Connection Properties 2=l

General |

Cannect uzsing:

I BE Realtek RTLE029)A5) PCI Ethermet Adapter

Components checked are uged by this connection:

Chent for Microgoft Metvorks
Eile.and kel Shaning for hjis:r.nsoft Metwark.s

In P)
.......L.... --_J s’
\__........__..‘
Inztall... | Uninstall :J Properties | :-

55 .
LT T T L

— Dezcription

Tranzmizzion Cantrol Protocal/Internet Protacal. The default
wide area network, protocol that provides communication
across diverse interconnected netwaorks.

¥ Show icon in taskbar when connected

QK. | Cancel |

2.  Select ‘Obtain an IP address automatically’ and ‘Obtain DNS server address automatically’, then
click ‘OK’.

Internet Protocol {TCP/IP) Properties ilﬂ

General |

rou can get P settings aszigned automatically if your network, supports
thiz capability. Othenwize, vou need to ask pour network. adminiztrator for
the appropnate [P sethings.

. %" Obtain an IP address automatically A
n gt A Bk

P address;

Subnet mask:

Default gateway:

= % Obtain DMS server addiess automatically
-

.rﬂlugh&hwmwmlaﬁﬂﬂ:m‘—
Breferred DS server: I

Alternate DHS server: I

L
" e,

Ll *

L] -

. Ok = LCancel
Q. &

o, PR
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2.4.3 Windows XP IP address setup:

1. Click ‘Start’ button (it should be located at lower-left corner of your computer), then click control
panel. Double-click Network and Internet Connections icon, click Network Connections, then
double-click Local Area Connection, Local Area Connection Status window will appear, and

then click ‘Properties’

- Local Area Connection Properties

G ereral |.-'1‘-.uthenti|:ati|:|n .ﬁ.dvanceﬂ:

Connect using:

B8 AMD PCHET Family PCI Ethemet &d |

Thiz connection uzes the following items:

v 5 Clietit for Microzoft Metworks
[ .@ File et Flinfer S W bgr Microsoft Networks
| g HoS Packet Scheduler  *s,

amay
sut® "
. ",

*
LT

[ [nstall... ] Llrinztall ::[ Froperties
* *

. s
L] .
M TTTTT L L s

D ezcnption

Tranzsmizzion Control Protocal/Internet Protocal. The default
wide area network, protocol that providez communication
acrogs diverse interconnected netwarks,

[] 5how icon in notification area when connected
I atify me whet thiz connection haz linited ar ho connectivity

0k J [ Cancel
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2. Select ‘Obtain an IP address automatically’ and ‘Obtain DNS server address automatically’, then
click ‘OK’.

Internet Protocol (TCPZIP) Properties

General | Alternate Configuration

Y'ou can get IP zettings azsigned automatically if pour nebwork;, supparts
thiz capability, Othemwize, you need to azk your network, administrator for
the approprate P settings.

E (& ibtain an IF address automatically '

"'@-uge-m-e-famingrPauana&s:--------------------:

= (=) Obtain DMS zerver address automatically =

‘ EEEEEEEEER
) Use the follawing DMS server addresses:

te TIMS =arver | |

jewnE RN,

:[ Ok ]‘[: Cancel ]

., L

2.4.4 Windows Vista IP address setup:

1. Click ‘Start’ button (it should be located at lower-left corner of your computer), then click control
panel. Click View Network Status and Tasks , then click Manage Network
Connections.. Right-click Local Area Netwrok, then select ‘Properties’. Local Area Connection

Properties window will appear, select ‘Internet Protocol Version 4 (TCP / IPv4), and then click

‘Properties’
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Metworking |

Connect using:
| 1.7?' Intel{R) PRO/1000 MT Network Connection

This connection uses the following tems:

& Cliert for Microsoft Networks

W =305 Packet Scheduler

Q File and Prigter Sharing for Microscft Networks
puEEREEE N ENENE N

.s® # "L \temet Protocol Version B?'I'C"P:’ITJ\'rB}' vey,

& Link-Layer Topaology Discovery Responde
jesmEREEEEEL,

"r Properties

- Description AT

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Install...

av

oK | Cancel I

2. Select ‘Obtain an IP address automatically’ and ‘Obtain DNS server address automatically’, then
click ‘OK’.

General iAltemate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
| for the appropriate IP settings,

H LA AR R RERRERERENRRRERERENNNNRNNENNNNNNNRNRNRNRNNNSNSNHNR.F]
1 u
% (¥ Dbtain an IP address automatically: E
."'nUQE'HEﬂJMﬂ’HM: !

1P address: I

Subnet mask I

=

= % Cbtain DNS server address automatically C

..!r.ﬂs.g. lh"oun.gmsge.r\.relr-aaarss.sgsll.................
Freferred DR server! I

Advanced... |

quttt L,
o* hTS

oK I ‘s Cancel |
L]

L4
*

LN

‘e .
Sappppun?®
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2.4.5 Router IP address lookup
After the IP address setup is complete, please click ‘start’ -> ‘run’ at the bottom-lower corner of your

desktop:

home user

é Internet -__} My Documents

Internet Explorer

. b My Recent Documents
3]- E-mail

Dutlook Express j_‘/ My Pictures

B :
E Comrmand Prompk <) My Music
- -
5! My Computer
\g MSH

@ Cantral Panel
@ Windows Media Player

Zet Program Access and
Defaults

"ﬁ Windows Messenger j‘:‘:;d Printers and Faxes
1@ Tour Windows XP @) Help and Support
b | Files and Settings Transfer )_) Search
Wizard

All Program:

= Twpe the name of a program, Folder, document, or
E Internet resource, and Windows will open it For wou.

Cpen: | cmd| w |

[ Ok ][ Cancel H Browse.., ]
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Input ‘IP config’, then press ‘Enter’ key. Please check the IP address followed by ‘Default Gateway’ (In
this example, the IP address of router is 192.168.1.1)

C=“\Documents and Settings“demo>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix . :

IP Address. . - - « & = & = =« = - = 192.168.1.198
Subnet Maszk - 255 _255.255.8@
Default Gateway : 192.168.1.1

C:“Documents and Settingssdemo>

NOTE: If the IP address of Gateway is not displayed , or the address followed by ‘IP Address’
begins with ‘169’, please recheck network connectio n between your computer and router, and

/ or go to the beginning of this chapter, to rechec  k every step of network setup procedure.

3. Connect the router’s management interface by web browser

After your computer obtained an IP address from router, please start your web browser, and input the IP

address of router in address bar. The following message should be shown:

ol
- _ICNe" Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/

20




Please click “Administrator” to login the CWR-935M

ijNer 3.5G+*Wireless-N

Router [ AP | Wi-Fi AP

Username :

Password

Please input user name and password in the field respectively, default user name is ‘admin’, and

default password is ‘admin ’, then press ‘Login ’ button, and you can see the web management

interface of this router:

== Router Access Point Status
- One Button Setup
| ] Step Setup

This page shows the current status and some basic settings of the device.

M [P Config

B wirsless

st

| Firewall 2

W Server System ___________________________________|
Upftime Oday:0h:28m:53s

M System Management -

M iog and Status Firmware Version Verl.0.11

(] Lm-:l-:rut Build Time Fri Sep 4 10:55:42 CST 2009

-

Mode AP
Band 2.4 GHz (B+G+N)
SSID CWR-935M_Testlab
Channel Number 11
Encryption WPRAZ

NOTE: If you can't see the web management interface , and you're being prompted to input
user name and password again, it means you didn’ti ~ nput username and password correctly.
Please retype user name and password again. If you’ re certain about the user name and
password you type are correct, please go to ‘Troubl eshooting’ to perform a factory reset, to

set the password back to default value.
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Chapter 3. One Button Setup Configuration

CWR-935M provides ‘One Button Setup’ function, users can finish settings in a single page. After

users switch modes and reboot the machine, they will enter this page to finish configurations.

Operation Mode Switch

3.1 One Button Setup for Router Mode

Please click “One Button Setup” function, users can finish settings in a single page. After users switch

modes and reboot the machine, they will enter this page to finish configurations.

== Router
. One Button Setup
M Step Setup
B e Config
M Wircless
B naT
B Firevall

B Server

B System Management
M iog and Status
. Logout
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One Button Setup

Thiz page is used to configure all of the server router function far first time.

Time Zone Select

Time Zone Select -

Change Password

Hew Password:

Device Hame

Device Hame:

WAN Interface Setup

WAHN Interface:

WAN Type Setup

WAHN Access Type:

Wireless Setup

SSID:

Encryption:

Partition | Format SysDisk
Insk format selected:

Type selected:

User Account Management

| (GMT-08:0C)Facific Tirne (LIS & Canada); Tipana v

[CWR-935M

| Ethemet port +

|Dynamic P

|CYWR-G35M

|N0ne e

D Yes @ Ho
COPATI&N2 ©NTPS (O EZT

[Iwebecam Server [CIFTP Server
DWehcam Server |:| FTP Server

DWeht:am Server D FTP Server

e

|
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Item

Description

Time Zone Select

Please press ¥ button, a drop-down list will be shown, and you can
choose a time zone of the location you live.

Change Password

Please input new password here

Device Name

Please input new device name here

WAN Interface Setup

Please choose the broadband interface you are using

WAN Type Setup

Please choose the broadband type you are using

Wireless Setup

You can configure Wireless SSID and Security

Partition / Format SysDisk

You can format or partition your USB Disk

User Account Management

You can create user account and their privilege

Finished

Please click finish button to complete the setting
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3.2 One Button Setup for AP Mode

One Button Setup

This page is used to configure all of the server router function for first time.

Time Zone Select
Time Zone Select : | (GMT-+08:00] Taipei v

Change Password

New Passworid:

Device Name
Device Name: CWE-935M

Partition / Format SysDisk
Disk format selected: i¥es (O No

Type selected: O FATIoM2 GO NTFS O EXT3

Device Name
Device Name: CWER-235M

Partition / Format SysDisk
Disk format selected: {I¥es ' Ho

Type selected (OFATI6N2 ONIFS (OEXT13

User Account Management

| | | | [CIwebcam Server [ IFTP Server

| | | | [Iwebcam Server  [|FTP Server

| | | | Clwebcam Server [ FTP Server

|

<€
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Iltem Description

Please press ¥ button, a drop-down list will be shown, and you can
choose a time zone of the location you live.

Time Zone Select

Change Password Please input new password here

Device Name Please input new device name here

Wireless Setup You can configure Wireless SSID and Security
Partition / Format SysDisk You can format or partition your USB Disk

User Account Management You can create user account and their privilege

Finished Please click finish button to complete the setting

3.3 One Button Setup for Wi-Fi AP Mode

One Button Setup

This page is used to configure all of the server router function for first time.

Time Zone Select
Time Zone Select : _-(GMT+08:03)T81'1:61 v

Change Password
MNew Password:

Device Name
Device Name: [CWR-93M
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Wireless Site Survey Setting

Encryption:
Extended Wireless Setup
Extended SSID: [ESSID_CWR-335M

Encryption:

Partition / Format SysDisk
Disk format selected: O Yes @ No

TYPE: OFATI6/32 ©NTFS OEXT3

| [Webcam Server

| [JWebcam Server

' [OWebcam Server

CIFTP Server
[JFTP Server
CIFTP Server

G
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Item Description

Please press ¥ button, a drop-down list will be shown, and you can
choose a time zone of the location you live.

Time Zone Select

Change Password Please input new password here

Device Name Please input new device name here

. ) ) Please select wireless network you want to connect and the
Wireless Site Survey Setting )
encryption type.

Extended Wireless Setup You can assign the SSID and Encryption type

User Account Management You can create user account and their privilege

Finished Please click finish button to complete the setting

Chapter 4. Quick Setup One Button Setup Configurati  on

There are two way to connect to CWR-935M setup page.
A. Use Internet browser to connect to CWR-935M
1. Please open your Internet browser, like IE, and input the CWR-935M IP address, http://192.168.1.1

%_'}hﬁp:."."lgllﬁﬂ.l.l."lngjn.asp

2. Click “Administrator "
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. JCNef Mobile Mini N Router with More Power Freedom

Router / AP / WiFi AP

Administrator Personal Pane/

3. Login page will shown as below, and enter username and password. The username is “admin ”,

the password is “admin ", then click “Login " to enter CWR-935N main page.

ijNEf 3.5G+Wirelesa-N

Router | AP | Wi-Fi AP

Username !

Password

B. Use UPnP to connect to CWR-935M
1. CWR-935M default enable UPnP function, you can find the icon in the right down corner, when
you connect to CWR-935M.

@ (o1 L R 12a P
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You also can find the CWR-935M icon in the “My Network Places ”

g - My Network Places

File Edit Miew Favorites Tools  Help

1_’:' Back _!,l ,ﬁh j_" Search n Falders v

a = =
 fiddress i‘ﬂ My Mebwork Places

| Local Network
Metwork Tasks |

of Add & netwiork place
& view nebwork

conneckions

2. Click “Internet Gateway Device " to open login page

ijNer I 5G+Wirelesa-N

Router | AP | Wi-Fi AP

Username !

Password

[Logn |

4.1 Router Mode configuration

NOTE: Please click the “Finish” button to save all configuration data.

CWR-935M supports wire or wireless connecting type with ISP. It also has NAT and DHCP functions to

let multiple computers using network at the same time. Wireless WAN supports Site Survey.

4.1.1 Switch to Router Mode

CWR-935M has an operation switch; it can let users switch between router, AP, and Wi-Fi AP mode.
Users must unplug the CWR-935M from the power outlet and make sure that the power is off.

Switch to Router mode, and plug it back in power outlet.
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4.2 Quick Setup for Router Mode

Click on Step Setup in the left screen of the main menu. Then you'll see the “Basic Setup” and

“Application Setup”.
CWR-935M.

Please click “Basic Setup” then click “Next>>" to start configure your

== Router
I One Button Setup
. Sten Satin
B s
B Application Setup
B i Caonfig
B wireless
B AT
B Eirovwall
— Server

Router Basic Setup

The setup wizard will guide you to configure access point for first time. Please follow the setup wizard
step by step.

Welcome to Setup Wizard .

The Wizard will guide you the through following steps. Begin by clicking on Next.

B cvotor Management 1. Time Zone Setup
8 Log and Status 2, LAM Interface Setup
B togout 3. WAN Setup
4, Wireless Setup
4.2.1 Time Zone Setup
e . 3
s g Time Zone Setting
‘_ One Button Setup
& step Setup You cah maintain the svstem time by iri i it ti g g
i ¥ v svichromizing with a public time server over the
._ Internet.
B Application Setup
B 1P Config
M wirsless Enable NTP client update
= At
W Firewall Time Zone Select : | [GIMT+03:00|Taipei V'|
B server NTP server: | 192 5.41.41 - North America | %
= System Management
B (o5 and status [ Cancel ][Elack”Ne;ct]
. Logout
Item Description
Enable NTP Client update Device will auto synchronize with NTP server

Time Zone Select

Please press ¥ button, a drop-down list will be shown, and you can
choose a time zone of the location you live.

NTP Server

Please press ¥ button, a drop-down list will be shown, and you can

choose a NTP server which you want to use
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After you finish all setting, please click “Next>>" button.

4.2.2 LAN Interface Setup

== Rauter
‘ One Button Setup
& Step Setup
B Basicsatug
. Application Setup
B 1P Config
B Wircless

B naT

M Firewall

B cerver

] System Management
=] Log and Status

i Logout

LAN Interface Setup

This pase is used to configure the parameters for local area network which connects to the
LAN porm of your Access Point. Here youmay change the setting for IP address, subnet
maszk, DECP, etc..

Device Name:

CWR-9350M
192.165.1.200

IP Address:

[ Cancel ] L Elac:k] [Next]

Item

Description

Device Name

Device name, you can change CWR-935M’s name

IP Address

Device IP address, you can change CWR-935M IP Address

After you finish all setting, please click “Next>>" button.

4.2.3 WAN Setup

CWR-935M supports three WAN interface and four WAN access type, After you finish all setting,

please click “Next>>" button.

= Router
B ©ne Button Setup
& Grep Setup
b s
B 2pplication Setup
M IP Config
m wirsless
B nNaT
B Firewall
W Server
B System Management
B Log and Status
B Logout

WAN Interface Setup

Thizs pege is uz=d to configurs the perematars fer Intemet network which connedts o the WAN port of Your Acoss
Point. Here you 'may change the acosds method to static IP, DRCP, PPPoE or PRTP by didi'the item value of WAN
Az type

VAN Interface: Ethernet Port sl

DHCF Cliant %

[¥ Baduwp of connaction, chedt connection in everny
minutes.

SIt PIN: [ | Enone

Retype SIM PIN: — 1

APH: intzrnst

User name:

Password:

PHONE Number: “BEs

VAN Access Type:

3.5G Backup:
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423.1 WAN Interface — Ethernet Port

If CWR-935M connects to the Internet through Ethernet cable, please select Ethernet port .

WAN Interface Setup

Thizs page is used to configure the parameters for Internet network which connects to the WAN port of your Acoess
Feint. Here you maay change the acoess method to static IR, BHER, PPPeE oo PRTR by didk the iteri valus of WAN
Acoess byoe.

VEAN Interface: |Ethemst Fort e

VAN Access Type: | CHOF Clignt W

4232 WAN Interface — Wireless

If CWR-935M connects to the Internet through wireless, please select Wireless .

= Router WAN Interface Setup

i Cree Button Setup
= Step Setup

B maasio This page is used to configure the parameters for Internet network which connects to the VAN pert of your Access
Point. Here you may change the access method to static IP, DHCP. PPPoE or PPTP by click the item value of

. Application Setup WAN Access type

B e Config
B Wireles= —
B AT WAH Interface: |_Wire|ess b
B Firewall
- Server

- wetem: Management
B Log and Status
. Logout

The Wireless network which searched by CWR-935M will display on this page. Please select the

wireless network and Encryption type to connect.

4.2.3.3 WAN Access Type — Static IP

If your ISP provides static IP, and you do not need to enter username and password, please select
“Static IP” . Enter the information which ISP provides then click “Next” . You can also use the “3.5G

Backup " for redundancy.
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WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN port of your
4ccess Point Here vou may change the access method to static [P, DHCR, PPPaE or PRTF by click the item
value of WAN Access type.

VAN Interface: EtemetPort V]
VAN Access Type: I@|
IP Address: [172.1.11 | Please input the related
Subnet Mask: |255.255. 2550 | information by your service
Default Gateway: 172.1.1.25: | provider

DNS: [ ]
3.56 Backup: :’P::?nzft:z.nnedinn, check connection in every
SIN PIN; [ | [ none
Retype SIM PIN: I = 1
APH: linternet |
User name: i |
Password: | ]

! |

PHOMNE Humber:

[ Cancel ][Elan:k][Hext]

4.2.3.4  WAN Access Type — DHCP Client

Please select “Dynamic I"P  to obtain IP address automatically from your ISP. You can use the “3.5G

Backup” for redundancy.

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to-static IP. DHCP. PPPoE or PPTP by click the item
value of WAN Access type

WAN Interface: | Ethernet Port V|

WAN Access Type:  |BIERIEI v
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Backup of connection. check connection in every
|3 |minutes

SIM PIN: [ | @ nore

3.5G Backup:

Retype SIM PIN: [

APN: :jnzernet' ]
User name: ' [
Password:

PHOMNE Number: '.”99_?.!

| Cancel || Back | [ Next|

4.2.3.5 WAN Access Type — PPPoE

Please select “PPPoE " and input the username and password by your Internet Service Provider.

You can use the “3.5G Backup” for redundancy.

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP. DHCP, PPRPoE or PPTPR by click the item
value of WAN Access ype

WAN Interface:  [EthemetPot ¥

WAN Access Type: |13_F'_F'_0E :

User Name: [ 1 Please input the related information

Password: [ by your service provider
Backup of connection. check connection in ever

3.5G Backup: o Y
|_3 | minutes

SIM PIN: [ | & mione

Retype SIM PIN: [ ]

APN: internet

User name: | I

Password: ' '

PHONE Number: g0

[ Cancel || Back | [ Next]
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4.2.3.6  WAN Access Type — PPTP

Please select “PPPTP " and input the related information by your Internet Service Provider. You can

use the “3.5G Backup” for redundancy.

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP. DHCP, PPPoE or PPTP by click the item
value of WARN Access type

WAN Interface: [EthernetPort v
WAN Access Type: }@I—P i'
\
IP Address: \veE1ae | .
. Please input the related
Subnet Mask: |255.255.255.0 [ . ] i
— information by your service
Server IP Address: | 172111 | >
. | rovider
User Name: | | provide
Password: | |
/

Backup of connection, check connection in every
E | minutes.

SIM PIN: | None
Retype SIM PIN: !

3.5G Backup:

APN: |internet |
User name: | |
Password: | |
PHONE Number: "90# |

[ cancel || Back | [ Next]
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4.2.4 3.5G Setup

If you use 3.5G connect to Internet, please choose “3.5G usb dongle” . 3.5G connection (Connection
Mode) means that users use 3.5G connect to network. The Backup of Connection is not available at

this time. If the device can not detect 3.5G signal, it will search 3/ 2.75 / 2.5G signal, until there is no
signal.

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN port of your Access
Point. Here you may change the access method to static IP. DHCF, PPPoE or FRPTF by click the item value of

YWAN Access type.

WAHN Interface: 3.5G ush d{te
SIN PIN: | & none
Retype SIM PIN: [ i

APN: intermet |
User name: ' |
Password: |
PHONE Number: [r00% |

[ Cancel l I Back l INext |

4.2.5 Wireless Setup

The first step to setup wireless interface is to assign SSID, the default name is CWR-935M. Please
follow the instructions to setup.

Wireless Basic Settings

This page 1z used to configure the parameters for wireless LAN clients which mav cotthect to vour Access Point. Here vou
may change wireless encryption setiings as well as wireless network parameters.

ssID: (CWR-933H
Channel Number: .. 1 V-?
Encryption: i:Hnne _ v

[ Cancel H_Elack H Finished J
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4.2.6 Wireless Security Setup

It's very important to set wireless security settin gs properly! If you don't, hackers and malicious
users can reach your network and valuable data without your consent and this will cause serious
security problem.

a. Encryption -- WEP

Wireless Basic Settings

This page is used to confizure the parameters for wireless LAN clients which may connect to vour Access Point. Here vou
may change witeless encription settings as well as wireless network parameters.

SSID: |CWR-835M
Channel Number: il V
Encryption: I_.‘-;"I.-"EF' \_*_j
Key Length: | B4-bit |w)
Key Format: '-Hex v
Key Setting: - |
[ Cancel | [Elau:k ] I Finished ]
Item Description

There are two types of WEP key length: 64-bit and 128-bit. Using
Key Length 128-bit’ is safer than '64-bit’, but will reduce some data transfer

performance.

There are two types of key format: ASCIl and Hex. When you select
a key format, the number of characters of key will be displayed. For
example, if you select '64-bit’ as key length, and ‘Hex’ as key
Key Format ] )
format, you'll see the message at the right of ‘Key Format’ is ‘Hex
(10 characters), which means the length of WEP key is 10

characters.

b. Encryption — WPA (WPA, WPA2, WPA2 Mixed)

WPA (Wi-Fi Protected Access) is a system to protect wireless network security. To prevent hackers,

WPA uses TKIP or AES to change key frequently.
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Wireless Basic Settings

Thiz page iz used to configurs the parameters for wireless LAN clients which mav connect to your Access Point. Here vou
may change wireless encription settings as well as wireless netwotk parameters.

G CWR g3
Channel Numbher: 11 B
Encryption: IWF'A VI

Pre-Shared Key Format: Passphrase «

Pre-Shared Key: | |
[ Cancel ][Back][ Finished J

ltem Description

Passphrase: The Pre-Shared Key format is ASCII Code, and the

Pre-Shared Key Format length is 8-63 bytes(at least 8 bytes) -
Hex: Users can input 64 Hex bytes(0~9, a~f, or A~F) -

Please click “Finished>>" to finish setup.

4.2.7 Quick Setup Complete

When you see this screen, the quick setup is completed.

= pouter Change getting successfully!
B one Button Setup
= Step Setup Syatem iz configuring, after 87 seconds....

b E=issR
. Application Setup
M 1P Config
B Wireless
| naT
W Firewall
B Server

@8 System Management
M Log snd Status
. Logout

4.2.8 Application Setup

Click “Application Setup” bottom to begin setup including Folder Management Setup, User Account
Management Setup, FTP Server Setup, Printer Server Setup, Web Camera Setup and Samba Server

Setup.
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4.2.9 Folder Management

Easy to check all the USB storage devices connected to your CWR-935M, view the entire data folder

inside each storage devices, and you can do the disk formatting via click on the button in this page.

Folder Management

“ou can specify which USB storage to be System Disk.

USE Device Name

~ SysDisk  Disk  TYPE  Capacity =~ Free Space Function
® USBA Unknown  63MB 39MB Unplug

[ Disk Explorer ]

Partition / Format SysDisk

All existing data and partitions on the HOD will be DESTORYED | Make sure you really need to do this |

Disk format selected: 1 Yes (INo
TYPE: (O FAT16/32 @ NTFS O EXT3

[ Cancel ” <=Back H Mext>>= ]

4.2.10  Partition / Format SysDisk

Select the USB Disk and click on “OK” button for refresh all disks before you do disk partition, and the
“Unplug " button will appear. To partition/format the disk, please select the disk and click on “Format”
button. Moreover, if you want to view the data inside the disk, please go to “4.2.11 FTP Sever Setup” to

enable FTP server and then click on “Disk Explorer " to view all disks folder inside the device.

4.2.11 User Account Management

Personal users can use each individual application such as My Status, My Webcam and My Document.

This section is to set the user’s right. Also, all the users right will be showed in User Account List.
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User Account Management

You can add user account in this page.

| | | | [JwWebcam Server  [JFTP Server

| | | | [Jwebcam Server [ JFTP Server
| | | | [Jwebcam Server [ JFTP Server

[ Cancel H <<Back H MNext>= ]

Please click “Next>>" to continue setup

4.2.12 FTP Server

CWR-935M can be the FTP Server provides users to transmit files, also for the guest can download the
files from assign website. Moreover, by connecting USB HDD, USB Flash to the router, user can easily

set up a FTP Server to share or download files for local or remote users.

FTP Server

You can enabled or disabled FTP server function in this page.

Enable FTP Server: {(*)Enabled () Disabled
Enahle Anonymous to Login: (*)Enabled ) Disabled
Enable FTP Access from WAN: (*)Fnabled ) Disabled

[ Cancel ” <«Back ” MNext>= ]

Please click “Next>>" to continue setup
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4.2.13 Printer Setup

CWR-935M supports printers. Printer Server will be shown as Enable, therefore you can use Printer

features from LAN. This function is disabled if there is no printer connecting to CWR-935M.

Print Server

You can enabled or disabled print server function in this page

Enable Printer Server: {*)Enabled () Disabled

{®)Enabled ) Disabled
Printer Model: U'SB Printer

Printer Name:

Enable Printer Access from WAN:

g |

[ Cancel ] [ Eiau:kJ [ Nextl

Please click “Next>>" to continue setup

4214 Webcam Server

If you plan to use the CWR-935M as a Web Camera site, connect a supported USB Web Camera to the

USB port. Enable the webcam server and access from WAN as demand, and the Image format is set to

320X240.

WebCam Server

You can enabled or disabled YWebCANM server function in this page

Enable Wehcam: (%) Enabled ) Disabled
Access from WAN: (*)Enabled ) Disabled
Image formart: 320x240

[ Cancel H =<Back H MNext== ]

Please click “Next>>" to continue setup
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4.2.15 Samba Server

CWR-935M support file sharing, you can share your file via network neighbor.

Samba Server

“ou can enabled or disabled samba server function in this page

Enable Samba Server: (%) Enabled ) Disabled

Workgroup Name:

[ Cancel ][ <<Back ][ Finished==

Please click “Finished>>" to finish setup procedure.

4.3 AP Mode Configuration

Connect to AP or wired Internet, and then provides wired and wireless internet bridge service for
bottom level users. The AP mode doesn'’t support NAT. The CWR-935M is simply using Ethernet port
to connect to the upper level device and receive the IP address from it. The CWR-935M will use the

default IP address or is defined by users if the upper level device does not give one.

4.3.1 Switch to AP Mode

CWR-935M has an operation switch; it can let users switch between router, AP, and Wi-Fi AP mode.
Users must unplug the CWR-935M from the power outlet and make sure that the power is off.

Switch to AP mode, and plug it back in power outlet.

Note:
The DHCP is disabled in AP mode. Please setup the static IP address in you PC as below.

1. Click ‘Start’ button (it should be located at lower-left corner of your computer), then click control
panel. Double-click Network and Internet Connections icon, click Network Connections, then
double-click Local Area Connection, Local Area Connection Status window will appear, and

then click ‘Properties’
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- Local Area Connection Properties

General I.-’-‘-.uthentiu:atiu:un Advanced |

Connect using:

88 AMD PCMET Family PCl Ethemet 4d |

Thiz connection uzes the following items:

v 5 Cliegnt for Microsoft Metworks

[ .E'. File ad, Fuster Sharing for Microsoft Networks
=) /05 Packet Scheduler Boey
flnternet Protocaol [TCRYIR] A

y as® o* 3
v .
""ssuyunmunn®®

*
ant

*
L2
[ [rstall... Lrinstall o [ Froperties
i ) “0 Q‘
Description T
Tranzmizzion Control Pratocol/Internet Protocol. The default
wide area network, protocol that provides communication

acrozs diverse interconnected netwarks,

[] Show icon in notification area when connected
I atify me whet thiz connection bas limited or no connectivity

] 4 J [ Cancel

2. Select ‘Use the following IP address’ and fill the IP address and Subnet mask, then click ‘OK’.
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Internet Protocol (TCPIIP) Properties

General

Y'ou can get |P settings assigned automatically if wour nietwork, supports
thiz capability. Otherwize, vou heed to azk yaur netwaork adrminiztratar for
the appropriate [P settings.

{73 Obtain an IP address autamatically

(%) Uze the following IP address;
l IF address: 192 183 1 200 |

|
Subnet mask: | Zhh . 2RR 2R 0 |
Default gateway: i

pEEEEEEEEEEEEENE
MEEEEEEEEEEEEEER

[btain DS servér address automatical
(&) Use the follawing DMNS server addresses:
Preferred DMS zerver ' . ) . |

Alternate DMS zerver; . . |

::[ Ok, ].I: Cancel ]

4.4 Quick Setup for AP Mode

1. Open your Internet Browser and enter http://192.168.1.254.

|@] http/#192.168 1.254/0gin asp

2. Please click “Administrator”  to login the CWR-935M
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T1CNet
kel Mobile Mini N Router with More Power Freedom

Router / AP / WiFi AP

Administrator

Personal Pane/

3. Enter the username and password, the username is admin, password is admin

ijNer 3.5G+*Wirelesa-N

Router [ AP | Wi-Fi AP

Username :

Password
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4. Click on Step Setup in the left screen of the main menu. Then you'll see the “Basic Setup” and
“Application Setup”.  Please click “Basic Setup” then click “Next>>" to start configure your
CWR-935M.

== ap
‘ One Button Setup

AP Basic Setup

Step Setup

B Application Setup

The setup wizard will guide you to configure access point for first time. Please follow the setup wizard
step by step.

Welcome to Setup Wizard .

- The Wizard will guide you the through following steps. Begin by clicking on Next.
. .| System Management

M [og and Status 1. Time Zone and Device Setup
B Logout 2. Wireless Setup

Next

4.4.1 Time Zone Setup

o Time Zone and Device Setup
I One Button Setup
Step Setup Tou can maintain the svstem time by synchronizing with a public time server over the
B _ Interet.
. Application Setup
B 1P Config
B Wircless Enahle NTP client update
M server Time Zone Select : | (GMT+03:00)Taipei N
B syctem Management 5 T
~ NTPserver:  |192.5.41.41-North America %
Leg and Status
B Logout Device Name: lC\-"\l"R—QSSM |
[ Cancel ” Back ] ’ Next]
ltem Description
Enable NTP Client update Device will auto synchronize with NTP server

. Please press ¥ button, a drop-down list will be shown, and you can
Time Zone Select P P y

choose a time zone of the location you live.

Z i L
NTP Server Please press button, a drop-down list will be shown, and you can

choose a NTP server which you want to use

After you finish all setting, please click “Next>>" button.
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4.4.2 Wireless Setup

The first step to setup wireless interface is to assign SSID, the default name is 3.5G_Server_Router .
Please follow the instructions to setup.

S Wireless Basic Settings
I One Button Setup

Step Setup This page is used to confizure the parameters for wireless LAN clients which mav connect to vour Access Point. Hers
B _ voumay change wireless encrvption settings as well as wireless network parameters.

. Application Setup
8 17 Config SSID: |cwR-935M
B wirsless ———
B server Channel Number: 11 = |

B systemn Management
M | og and Status Encryption: | Mone V|
. Logout

[ Cancel ] [BEEK ] [ Finished

4.4.3 Wireless Security Setup

It's very important to set wireless security settin gs properly! If you don't, hackers and malicious
users can reach your network and valuable data without your consent and this will cause serious
security problem.

a. Encryption -- WEP

AP Wireless Basic Settings
. One Button Setup:
Step Setup This page is used to confizure the parameters for wireless LAN clients which may connect to wour Access Point. Here
: i - change wireless encryption settings as well as wireless network parameters.
& hasie Sefup AR : =
= Application Setup
: IP Config SSID: |C\'"-fR—935M
Wireless
B corver Channel Number: 11 s
| System Management b
B (og and Status Encryption: WEP v
‘ Logout
Key Length: | 64-bit ‘i*'|
Key Format: Hex V|
Key Setting: |
| cancel | [Back | [ Finished |
Item Description

There are two types of WEP key length: 64-bit and 128-bit. Using
Key Length 128-bit’ is safer than '64-bit’, but will reduce some data transfer

performance.

There are two types of key format: ASCIl and Hex. When you select

Key Format a key format, the number of characters of key will be displayed. For

example, if you select '64-bit’ as key length, and ‘Hex’ as key
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format, you'll see the message at the right of ‘Key Format’ is ‘Hex

(10 characters), which means the length of WEP key is 10

characters.

b. Encryption — WPA (WPA, WPA2, WPA2 Mixed)

WPA (Wi-Fi Protected Access) is a system to protect wireless network security. To prevent hackers,

WPA uses TKIP or AES to change key frequently.

T Wireless Basic Settings
. One Button Setup

Step Setup This page is used to configure the parameters for wireless LAN clients which mav connect to vour Access Point. Here
B EET s voumay change witeless encription settings as well as wireless network parameters.

I Application Setup

B 1P Config SSID: |CWR-935M
B wireless
B cerier Channel Number: | EEI

= Systerm Management
B (og and Status Encryption: WPA ha

. Logout
Pre-Shared Key Format: Passphrase ¥

Pre-Shared Key: | |

[ Cancel ] EBackJ [ Finishad ]

Item Description

Passphrase: The Pre-Shared Key format is ASCIlI Code, and the
Pre-Shared Key Format length is 8-63 bytes(at least 8 bytes) -
Hex: Users can input 64 Hex bytes(0~9, a~f, or A~F) -

Please click “Finished>>" to finish setup.
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4.4.4 Quick Setup Complete

When you see this screen, the quick setup is completed.

AP Change setting successfully!
I One Buitton Setup
Syatem s configuring, after 87 seconds....

Step Setup

‘ Application Setup

i Config

B \vireless

B cerver

. System Management
W Log and Status

i Logout

4.4.5 Application Setup

Click “Application Setup” bottom to begin setup including Folder Management Setup, User Account
Management Setup, FTP Server Setup, Printer Server Setup, Web Camera Setup and Samba Server

Setup.

4.4.6 Folder Management

Easy to check all the USB storage devices connected to your CWR-935M, view the entire data folder

inside each storage devices, and you can do the disk formatting via click on the button in this page.

Folder Management

You can specify which USE storage to be System Disk.

USE Device Name

~ SysDisk  Disk  TYPE  Capacity =~ Free Space Function
® USBA Unknown  63MB 39MB Unplug

[ Disk Explorer ]

Partition / Format SysDisk

All existing data and partitions on the HOD will be DESTORYED | Make sure you really need to do this |

Disk format selected: ) Yes (INo
TYPE: (O FAT16/32 @ NTFS O EXT3

[ Cancel H <=Back H Mext== ]
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4.4.7 Partition / Format SysDisk

Select the USB Disk and click on “OK” button for refresh all disks before you do disk partition, and the
“Unplug " button will appear. To partition/format the disk, please select the disk and click on “Format”
button. Moreover, if you want to view the data inside the disk, please go to “4.2.11 FTP Sever Setup” to

enable FTP server and then click on “Disk Explorer " to view all disks folder inside the device.

4.4.8 User Account Management

Personal users can use each individual application such as My Status, My Webcam and My Document.

This section is to set the user’s right. Also, all the users right will be showed in User Account List.

User Account Management

You can add user account in this page.

| | | | [JwWebcam Server  [JFTP Server

| | | | [Jwebcam Server [ JFTP Server
| | | | [Jwebcam Server [ JFTP Server

[ Cancel H z<Back H Mext== ]

Please click “Next>>" to continue setup

4.49 FTP Server

CWR-935M can be the FTP Server provides users to transmit files, also for the guest can download the
files from assign website. Moreover, by connecting USB HDD, USB Flash to the router, user can easily

set up a FTP Server to share or download files for local or remote users.

FTP Server

You can enabled or disabled FTP server function in this page.

Enable FTP Server: {(*)Enabled () Disabled
Enahle Anonymous to Login: (*)Enabled ) Disabled
Enable FTP Access from WAN: (*)Fnabled ) Disabled

[ Cancel ” <<=Back ” Mext== ]

Please click “Next>>" to continue setup
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4.4.10 Printer Setup

CWR-935M supports printers. Printer Server will be shown as Enable, therefore you can use Printer

features from LAN. This function is disabled if there is no printer connecting to CWR-935M.

Print Server

You can enabled or disabled print server function in this page

Enable Printer Server: {*)Enabled () Disabled

{®)Enabled ) Disabled
Printer Model: U'SB Printer

Printer Name:

Enable Printer Access from WAN:

g |

[ Cancel ] [ Eiau:kJ [ Nextl

Please click “Next>>" to continue setup

4411 Webcam Server

If you plan to use the CWR-935M as a Web Camera site, connect a supported USB Web Camera to the

USB port. Enable the webcam server and access from WAN as demand, and the Image format is set to

320X240.

WebCam Server

You can enabled or disabled YWebCANM server function in this page

Enable Wehcam: (%) Enabled ) Disabled
Access from WAN: (*)Enabled ) Disabled
Image formart: 320x240

[ Cancel H =<Back H MNext== ]

Please click “Next>>" to continue setup
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4412 Samba Server

CWR-935M support file sharing, you can share your file via network neighbor.

Samba Server

“ou can enabled or disabled samba server function in this page

Enable Samba Server: (%) Enabled ) Disabled

Workgroup Name:

[ Cancel ][ <<Back ][ Finished==

Please click “Finished>>" to finish setup procedure.

4.5 Quick Setup for Wi-Fi AP Mode

Connect to AP or wired Internet, and then provides wired and wireless internet bridge service for you.
The AP mode doesn’t support NAT. The CWR-935M is simply using Ethernet port to connect to the
upper level device and receive the IP address from it. The CWR-935M will use the default IP address or

is defined by users if there is no DHCP server in your network.

4.5.1 Switch to Wi-Fi AP Mode

CWR-935M has an operation switch; it can let users switch between router, AP, and Wi-Fi AP mode.
Users must unplug the CWR-935M from the power outlet and make sure that the power is off.

Switch to Wi-Fi AP mode, and plug it back in power outlet.

Note:
The DHCP is disabled in AP mode. Please setup the static IP address in you PC as below.

1. Click ‘Start’ button (it should be located at lower-left corner of your computer), then click control
panel. Double-click Network and Internet Connections icon, click Network Connections, then
double-click Local Area Connection, Local Area Connection Status window will appear, and

then click ‘Properties’
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- Local Area Connection Properties

General I.-’-‘-.uthentiu:atiu:un Advanced |

Connect using:

88 AMD PCMET Family PCl Ethemet 4d |

Thiz connection uzes the following items:

v 5 Cliegnt for Microsoft Metworks
[ .E'. File ad, Fuster Sharing for Microsoft Networks
=) /05 Packet Scheduler Boey

SPTTLLCT T
Yo

Udlr = | nternet Protocal [TCRAR) ‘h
5 ibermet Pratocol | ] R
5 .*
*

L2
[ [rstall... Lrinstall :‘[ Froperties
*

Diezcription MLTTTTT LI

Tranzmizsion Contral Pratocal/nternet Pratocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks,

[] Show icon in notification area when connected
I atify me whet thiz connection bas limited or no connectivity

L] “

*
ant

*

] 4 ] [ Cancel
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2. Select ‘Use the following IP address’ and fill the IP address and Subnet mask, then click ‘OK’.

Internet Protocol (TCPIIP) Properties

General

Y'ou can get |P settings assigned automatically if wour nietwork, supports
thiz capability. Otherwize, vou heed to azk yaur netwaork adrminiztratar for
the appropriate [P settings.

{73 Obtain an IP address autamatically

E (%) Uze the following IP address;

l : |F address:

192 168 . 1 200 |

I
Subnet mask: | Zhh . 2RR 2R 0 |
| |

Default gateway:

pPEEEEEEEEEESR

[btain DS =ervér addréss ufomaticalhy

(&) Use the follawing DMNS server addresses:
Preferred DMS zerver | . ) . |

Alternate DMS zerver; | . . |

ama
o "ua,
o* .

sl ok ]‘:

i Cancel ]
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4.6 Quick Setup for Wi-Fi AP Mode

5. Open your Internet Browser and enter http://192.168.1.254.

'@ hitp:#192.168.1 25410 gin asp

6. Please click “Administrator” to login the CWR-935M

+1CNet
&l Mobile Mini N Router with More Power Freedom

Router / AP / WiFi AP

Administrator Personal Pane/

7. Enter the username and password, the username is admin , password is admin
8. Click on Step Setup in the left screen of the main menu. Then you'll see the “Basic Setup” and

“Application Setup”.  Please click “Basic Setup” then click “Next>>" to start configure your

CWR-935M.
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=0 . WiF| AP Basic Setup

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step.

Welcome to Setup Wizard .

The Wizard will guide you the through following steps. Begin by clicking on
Next.

1. Time Zone and Device Setup
2. Wireless Site Survey And Security Setup
3. BExtended Wireless Setup

4.7 Quick Setup for Wi-Fi AP Mode

Click on Step Setup in the left screen of the main menu. Then you'll see the “Basic Setup” and
“Application Setup”.  Please click “Basic Setup” then click “Next>>" to start configure your
CWR-935M.

WiFI AP Basic Setup

The setup wizard will guide you to configure access point for first ime. Please follow
the setup wizard step by step.

Welcome to Setup Wizard .

agernent

The Wizard will guide you the through following steps. Begin by clicking on
Next.

1. Time Zone and Device Setup
2. Wireless Site Survey And Security Setup
3. BExtended Wireless Setup

57



4.7.1 Time Zone Setup

==\ IFT AR

& Time Zone and Device Setup

Tou can maintain the system time by synchronizing with a public tume server over
the Internet.

. applicat

nfig

Enable NTP client update

Tirs Zone | (GMT+08:001Taipei v
Select :

NTP server : | 192 541 41 - Morth America &

Device Name: |CWR-935M |

[ Cancel ] [Elack ] [Next]

Item Description

Enable NTP Client update Device will auto synchronize with NTP server

. Please press ™ button, a drop-down list will be shown, and you can
Time Zone Select P P y

choose a time zone of the location you live.

Z i L
NTP Server Please press button, a drop-down list will be shown, and you can

choose a NTP server which you want to use

After you finish all setting, please click “Next>>" button.

4.7.2 Wireless Site Survey and Security Setup

This function provides users to search the existing wireless network, AP, or Wireless AP from ISP. You
can select the service manually. After selecting the designed AP, the device name will appear on

Wireless Basic Setup page. Please follow the instructions.
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Wireless Site Survey

This page provides tr:_:goi-"to scan the '.‘ia?if_é‘lass ne'tjnror:l-_.:..-'If anja'Aczess»..Po'mﬁ:Qr.IBS‘S
13 found, you could cheose to connect it manually when client mode is_"enj@ble‘d.

Encryption:

| Refresh | | Cancel | | Back | [Mext |

You can select the desired AP to connect and data encryption type. Click the Refresh button will

refresh the list.
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4.7.3 Wireless Security Setup

It's very important to set wireless security settin gs properly! If you don't, hackers and malicious
users can reach your network and valuable data without your consent and this will cause serious

security problem.

Wireless Basic Settings

Thiz page 15 used to configure the parameters for wireless LA chents which may connect to your Access
Point. Here you may change wireless encryption settings as well as wireless network parameters.

SSID: |ESSID_CWR-335M |

Encryption: Mane ¥ |

[ Cancel ] [Elack] [ Finighed ]

Wireless Basic Settings

This page is used to configure the parameters for wireless LA clients which may connect to yvour Access
Point. Here you may change wireless encryption sethiings as well as wireless network parameters.

SSID: |ESSID_CWR-935M
Encryption: [WEP v

Key Length: Bbit v

Key Format: Hex |

Key Setting: | |

[ Cancel J ’Elack] [ Finished J

Item Description

There are two types of WEP key length: 64-bit and 128-bit. Using
Key Length 128-bit’ is safer than '64-bit’, but will reduce some data transfer

performance.

There are two types of key format: ASCIl and Hex. When you select
a key format, the number of characters of key will be displayed. For
example, if you select '64-bit’ as key length, and ‘Hex’ as key
Key Format . .
format, you'll see the message at the right of ‘Key Format’ is ‘Hex
(10 characters), which means the length of WEP key is 10

characters.

b. Encryption — WPA (WPA, WPA2, WPA2 Mixed)
WPA (Wi-Fi Protected Access) is a system to protect wireless network security. To prevent hackers,

WPA uses TKIP or AES to change key frequently.
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Wireless Basic Settings

This page 15 used to configure the parameters for wireless LA clients which may connect to your Access
Point. Here vou may change wireless encryption settings as well as wireless network parameters.

SSID: |ESSID_CWR-935M

Encryption: | wiRa2 |

Pre-Shared Key: | |

[ Cancel ] LEIackj [ Finished ]

Iltem

Description

Pre-Shared Key Format

Passphrase: The Pre-Shared Key format is ASCIlI Code, and the
length is 8-63 bytes(at least 8 bytes) -
Hex: Users can input 64 Hex bytes(0~9, a~f, or A~F) -

Please click “Finished>>"

to finish setup.

4.7.4 Quick Setup Complete

When you see this screen, the quick setup is completed.

=W IEL AP

Change setting successfully!

System is configuring, after 87 seconds....

4.7.5 Application Setup

Click “Application Setup”

bottom to begin setup including Folder Management Setup, User Account

Management Setup, FTP Server Setup, Printer Server Setup, Web Camera Setup and Samba Server

Setup.

61




4.7.6 Folder Management

Easy to check all the USB storage devices connected to your CWR-935M, view the entire data folder

inside each storage devices, and you can do the disk formatting via click on the button in this page.

Folder Management

“ou can specify which USB storage to be System Disk.

USE Device Name

~ SysDisk  Disk  TYPE  Capacity =~ Free Space Function
® USBA Unknown  63MB 39MB Unplug

[ Disk Explorer ]

Partition / Format SysDisk

All existing data and partitions on the HOD will be DESTORYED | Make sure you really need to do this |

Disk format selected: 1 Yes (INo
TYPE: (O FAT16/32 @ NTFS O EXT3

[ Cancel ” <=Back H Mext>>= ]

4.7.7 Partition / Format SysDisk

Select the USB Disk and click on “OK” button for refresh all disks before you do disk partition, and the
“Unplug " button will appear. To partition/format the disk, please select the disk and click on “Format”
button. Moreover, if you want to view the data inside the disk, please go to “4.2.11 FTP Sever Setup” to

enable FTP server and then click on “Disk Explorer " to view all disks folder inside the device.

4.7.8 User Account Management

Personal users can use each individual application such as My Status, My Webcam and My Document.

This section is to set the user’s right. Also, all the users right will be showed in User Account List.
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User Account Management

You can add user account in this page.

| | | | [JwWebcam Server  [JFTP Server

| | | | [Jwebcam Server [ JFTP Server
| | | | [Jwebcam Server [ JFTP Server

[ Cancel H <<Back H MNext>= ]

Please click “Next>>" to continue setup

4.7.9 FTP Server

CWR-935M can be the FTP Server provides users to transmit files, also for the guest can download the
files from assign website. Moreover, by connecting USB HDD, USB Flash to the router, user can easily

set up a FTP Server to share or download files for local or remote users.

FTP Server

You can enabled or disabled FTP server function in this page.

Enable FTP Server: {(*)Enabled () Disabled
Enahle Anonymous to Login: (*)Enabled ) Disabled
Enable FTP Access from WAN: (*)Fnabled ) Disabled

[ Cancel ” <«Back ” MNext>= ]

Please click “Next>>" to continue setup
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4.7.10 Printer Setup

CWR-935M supports printers. Printer Server will be shown as Enable, therefore you can use Printer

features from LAN. This function is disabled if there is no printer connecting to CWR-935M.

Print Server

You can enabled or disabled print server function in this page

Enable Printer Server: {*)Enabled () Disabled

{®)Enabled ) Disabled
Printer Model: U'SB Printer

Printer Name:

Enable Printer Access from WAN:

g |

[ Cancel ] [ Eiau:kJ [ Nextl

Please click “Next>>" to continue setup

4711 Webcam Server

If you plan to use the CWR-935M as a Web Camera site, connect a supported USB Web Camera to the

USB port. Enable the webcam server and access from WAN as demand, and the Image format is set to

320X240.

WebCam Server

You can enabled or disabled YWebCANM server function in this page

Enable Wehcam: (%) Enabled ) Disabled
Access from WAN: (*)Enabled ) Disabled
Image formart: 320x240

[ Cancel H =<Back H MNext== ]

Please click “Next>>" to continue setup
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4.7.12 Samba Server

CWR-935M support file sharing, you can share your file via network neighbor.

Samba Server

*ou can enabled or disabled samba server function in this page.

Enable Samhba Server: (%) Enabled ) Disabled

Workgroup Name: | |

[ Cancel ][ <zBack ][ Finished==

Please click “Finished>>" to finish setup procedure.

Chapter 5. Advanced Configuration for Router Mode
5.1 IP Config

This section can let users add route rules of CWR-935M, it includes configuration of WAN, LAN, and
DDNS.

5.1.1 WAN Interface Setup

== Router
i One Button Setup
i Step Setup
= I8 Confid
B wan
B an
8 pons

B wireless

B ot

B Firewall

B cerver

=3 System Management
] Log and Status

i Logout
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Please select WAN Interface to configure, it includes 3 interface selections (Ethernet and

Wireless, 3.5G USB Dongle) and 4 access types (Static IP, Dynamic IP, PPPoE, and PPTP);
please follow the instructions to configure.

51.1.1 WAN Interface — Ethernet Port

If CWR-935M is connecting to the Internet through the Ethernet cable, please select Ethernet port
interface.

WAN Setup

This page is used to configure the interface for Intermet netwark. Here you may change the interface to Ethemet
port, 3.5G ush dongle or Wireless by click the item value of YWAN interface.

WAH Interface: | Ethernet port V|
WAHN Access Type: Oynamic [P+
Host Name: |defau|t |

MTU Size: | |{1400-1492 bytes)

O Attain DNS Automatically
) Set DNS Manually
DNS 1: | |

DNS 2: | |

DNS 3: | |

3.5G Backup: [¥] Barkup of connertion, cha:kmmmmmmuﬁ.
SIM PIN: | P tome
Retype SIM PIN: ]

APH:

Password:

| |
Username: | |
| |
PHONE Number: |

Clone MAC Address: | |

Enable IGMP Proxy
[l Enable Ping Access on WAN
(] Enable Web Server Access on WAN

[ Apply Changes ] [Reset]
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5.1.1.2  WAN Interface — 3.5G USB Dongle

If you use 3.5G connect to Internet, please choose “3.5G usb dongle ”. 3.5G connection (Connection
Mode) means that users use 3.5G connect to network. The Backup of Connection is not available at

this time. If the device can not detect 3.5G signal, it will search 3/ 2.75 / 2.5G signal, until there is no
signal.

WAN Setup

This page is used to configure the interface for Internet network. Here yvou may change the interface to Ethernet
port, 3.5G ush dongle or Wireless by click the item value of WARN interface.

WAHN Interface: |3.SG ush daongle V|

Retype SIM PIN: [ ]

APN:

Username: |

Password:

PHONE Number:

(® Attain DNS Automatically
) Set DNS Manually
DHS 1:

DNS 3:

|

DNS 2: | |
|
|

Clone MAC Address:

O Always
(0 Dial on demand
Idle {0~&0 Minutes, if input 0 or 0o input,it will set to "Always mode™)
O Manual
Enable IGMP Prozy
[l Enable Ping Access on WAMN
[l Enable Web Server Access on WAN

[ Apply Changes ] [F{esetl
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51.1.3 WAN Interface — Wireless

If CWR-935M is connecting to the Internet through wireless, please select Wireless interface.

WAN Setup

This page is used to configure the interface for Internet network. Here yvou may change the interface to Ethemet
port, 3.5G ush dongle or Wireless by click the item value of YWAN interface.

WAN Interface: Wireless V|

__-----

Hinl_Router LAN 004021 :33:05 1 (B+3)

Mavi R626g 5 (0:14:85:d0:03:25 & (B+3) AP o &0 {j
Encryption: | Mone A Fefresh

WAHN Access Type:

Host Hame: ‘default |

MTU Size: 14001492 bytes)

(O Attain DS Automatically
) Set DNS Manually
DNS 1: \ |

DNS 2: \ |

DNS 3: \ |

3.5G Backup: [¥] Backup of connection, dﬂkmacﬁmmmmm.

Retype SIM PIN: ]

APHN:

Username: ‘

Password:

PHOME Humber:

Clone MAC Address: \ |

Enable IGMP Proxy
[l Enable Ping Access on WAN
[ Enable Web Server Access on WAN

[ Apply Changes ] lReset]

68




The Wireless network which searched by CWR-935M will display on this page. Users can select the

desired wireless network and Encryption type to connect.

5.1.1.4  WAN Access Type — Static IP

If your WAN access type is Static IP, please complete the settings as following instructions.

WAN Setup

This page is used to configure the interface for Interet network. Here you may change the interface ta Ethemnet
port, 3.5G ush dongle or Wireless by click the item value of WAN interface.

WAHN Interface: |Ethernet port V‘
VWAN Access Type:
IP Address: |

|
Subnet Mask: | |
Default Gateway: | |

MTU Size: (14001500 bytes)

(O Attain DNS Automatically
O Set DNS Manually
DN 1: | |

DNS 2: | |

DN 3: | |

3.3G Backup: [¥] Backup of conmection, cha:koonnﬁ:ﬂonmeverymjnuhes.
SIM PIN: | e
Retype SIM PIN: [ ]

AP:

Password:

| |
Username: | ‘
| |
PHONE Number: \

Clone MAC Address: | |

Enable IGMP Proxy
[0 Enable Ping Access on VAN
[ Enable Weh Server Access on WAN

[ Apply Changes ][Reset]
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Item

Description

IP Address

Please enter your IP address. If you don't know the address, please

contact your ISP.

Subnet Mask

Please enter the Subnet Mask address; it should be 255.255.255.0 for

the most time.

Default Gateway

Please enter the Default Gateway address. If you don't know the

address, please contact your ISP.

MTU Size

The term Maximum transmission unit  refers to the size (in bytes) of
the largest PDU that a given layer of a communications protocol can
pass onwards. Users can improve network efficiency by adjusting the
value of MTU. Most of OS will give users a default value which is fit for
most of users. Users can modify this value also. Please enter value,

max number is 1500 bytes.

DNS

If ISP provides DNS information, please select Attain DNS
automatically . Or you should select Set DNS Manually , and then
input the DNS address.

3.5G Backup

Connection backup. If your WAN disconnects, it will connect to
Internet by 3.5G. The system will check the connection once for every
30 seconds. Users can setup the time for detecting. The range is 1-60
mins, and the default is 3 mins. When system detects disconnection,
CWR-935M will automatically connect by using 3.5G. If the signal of
3.5G is not detected, it will search for 3/2.75/2.5G signals. Users will
turn off 3.5G connection manually after the original connection is

restored.

Clone MAC Address

If your ISP asks you to enter a specific MAC Address, please input the

correct info at the column.

Enable IGMP Proxy

The Internet Group Management Protocol (IGMP) is a
communication protocol used to manage the membership of Internet
Protocol multicast groups. IGMP is used by IP hosts and adjacent
multicast routers to establish multicast group memberships. You can

choose to enable IGMP Proxy to provide service.

Enable Ping on WAN

When users enable Enable Ping Access on WAN , it will make WAN
IP address response to any ping request from Internet users. Itis a
common way for hacker to ping public WAN IP address, to see is

there any WAN IP address available.

Enable Web Server Access
on WAN

This option is to enable Web Server Access function on WAN.

Apply Change & Reset

Click on Apply Changes to save the setting data. Or you may click on
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Reset to clear all the input data.

5.1.1.5 WAN Access Type — Dynamic IP

If your WAN access type is Static IP, please complete the settings as following instructions.

WAN Setup

This page is used to configure the interface for Internet network. Here you may change the interface to Ethernet
port, 3.55 usb dongle or Wireless by click the item value of VAN interface.

WAN Interface: | Ethernet port v|
WAMN Access Type: Dynamic P »
Host Hame: |defau|t |

MTU Size: (14001492 bytes)

O Attain DNS Automatically
) Set DNS Manually
DNS 1: | |

DNS 2: | |

DNS 3: | |

3.5G Backup: BMpofmmm:tim,c]m:koomla:ﬁOnmmmmjnuﬁ.
SIM PIN: | ™ Nowe
Retype SIM PIN: ]

APN:

Username: |

Password:

PHOME Humber:

Clone MAC Address: | |

Enable IGMP Proxy
[l Enable Ping Access on WAN
[ Enable Web Server Access on VWWAN

[ Apply Changes ] [Reset]
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Item

Description

Host name

MTU Size

The term Maximum transmission unit  refers to the size (in bytes) of
the largest PDU that a given layer of a communications protocol can
pass onwards. Users can improve network efficiency by adjusting the
value of MTU. Most of OS will give users a default value which is fit for
most of users. Users can modify this value also. Please enter value,

max number is 1500 bytes.

DNS

If ISP provides DNS information, please select Attain DNS
automatically . Or you should select Set DNS Manually , and then

input the DNS address.

3.5G Backup

Connection backup. If your WAN disconnects, it will connect to
Internet by 3.5G. The system will check the connection once for every
30 seconds. Users can setup the time for detecting. The range is 1-60
mins, and the default is 3 mins. When system detects disconnection,
CWR-935M will automatically connect by using 3.5G. If the signal of
3.5G is not detected, it will search for 3/2.75/2.5G signals. Users will
turn off 3.5G connection manually after the original connection is

restored.

Clone MAC Address

If your ISP asks you to enter a specific MAC Address, please input the

correct info at the column.

Enable IGMP Proxy

The Internet Group Management Protocol (IGMP) is a
communication protocol used to manage the membership of Internet
Protocol multicast groups. IGMP is used by IP hosts and adjacent
multicast routers to establish multicast group memberships. You can

choose to enable IGMP Proxy to provide service.

Enable Ping on WAN

When users enable Enable Ping Access on WAN , it will make WAN
IP address response to any ping request from Internet users. Itis a
common way for hacker to ping public WAN IP address, to see is

there any WAN IP address available.

Enable Web Server Access

on WAN

This option is to enable Web Server Access function on WAN.

Apply Change & Reset

Click on Apply Changes to save the setting data. Or you may click on

Reset to clear all the input data.
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5.1.1.6 WAN Access Type — PPTP

If your WAN access type is PPTP, please complete the settings as following instructions.

WAN Setup

This page is used to configure the interface for Intermet network. Here you may change the interface to Ethernet
port, 3.5G ush dongle or Wireless by click the item value of WAN interface.

WAHN Interface: |Ethernet port V|
WAN Access Type: PRTP b
IP Address:

Subnet Mask:

User Hame:

| |
| |
Server IP Address: | |
| |
Password: | |

MTU Size: | ]{1400-1450 bytes)

[l Request MPPE Encryption
(O Attain DNS Automatically
(O Set DNS Manually
DNS 1: | |

DNS 2: | |

DN 3: | |

3.3G Backup: [¥] Barkup of conmection, chackomnmﬁmmammum
SIM PIN: | O tome
Retype SIM PIN: [ ]

APN:

Password:

| |
Username: | |
| |
PHONE Number: |

Clone MAC Address: | |

Enable IGMP Proxy
[0 Enable Ping Access on WAN
[] Enable Web Server Access on WAN

[ Apply Changes ] [Reset]
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Item

Description

IP Address

Please enter the username provided by your ISP. If you don’t have it,

please contact your ISP.

Subnet Mask

Please enter the Subnet Mask address; it should be 255.255.255.0 for

the most time.

Server IP Address

Please enter the server IP address. If you don’t know the address,

please contact your ISP.

Please enter the username provided by your ISP. If you don’t have i,

User Name

please contact your ISP.

Please enter the password provided by your ISP. If you don't have it,
Password

please contact your ISP.

The term Maximum transmission unit  refers to the size (in bytes) of

the largest PDU that a given layer of a communications protocol can

. pass onwards. Users can improve network efficiency by adjusting the

MTU Size

value of MTU. Most of OS will give users a default value which is fit for
most of users. Users can modify this value also. Please enter value,

max number is 1500 bytes.

Request MPPE Encryption

MPPE uses the RSA RC4 algorithm to provide data confidentiality.
The length of the session key to be used for initializing encryption
tables can be negotiated. MPPE currently supports 40-bit, 56-bit, and
128-bit session keys. It can be changed frequently to protect network

security. This function is optional.

DNS

If ISP provides DNS information, please select Attain DNS
automatically . Or you should select Set DNS Manually , and then
input the DNS address.

3.5G Backup

Connection backup. If your WAN disconnects, it will connect to
Internet by 3.5G. The system will check the connection once for every
30 seconds. Users can setup the time for detecting. The range is 1-60
mins, and the default is 3 mins. When system detects disconnection,
CWR-935M will automatically connect by using 3.5G. If the signal of
3.5G is not detected, it will search for 3/2.75/2.5G signals. Users will
turn off 3.5G connection manually after the original connection is

restored.

Clone MAC

If your ISP asks you to enter a specific MAC Address, please input the

correct info at the column.

Enable IGMP Proxy

The Internet Group Management Protocol (IGMP) is a

communication protocol used to manage the membership of Internet
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Protocol multicast groups. IGMP is used by IP hosts and adjacent
multicast routers to establish multicast group memberships. You can

choose to enable IGMP Proxy to provide service.

When users enable Enable Ping Access on WAN , it will make WAN
) IP address response to any ping request from Internet users. Itis a

Enable Ping Access on WAN . ) )
common way for hacker to ping public WAN IP address, to see is

there any WAN IP address available.

Enable Web Server Access

This option is to enable Web Server Access function on WAN.
on WAN

Click on Apply Changes to save the setting data. Or you may click on
Apply Change & Reset
Reset to clear all the input data.

5.1.2 LAN Interface Setup

This page is used to configure for local area network which connects to the LAN port of your Access

Point. Here users may change the setting for IP address, Subnet Mask, DHCP, etc.

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port of your
Access Paint. Here you may change the setting for IP addresss. subnet mask, DHCP, etc

Device Name: 3R161n

IP Address: 192.168.1.1
Subnet Mask: 255 255 2550
Default Gateway: 0000
DHCP: Server | ¥

DHCP Client Range: -

802.1d Spanning Tree: Disabled
Clone MAC Address: 0aoooooaooao
Apply Changes ] [ Reset ]
Item Description
IP Address The default IP address is 192.168.1.1 (recommend).

Please enter the Subnet Mask address; it should be 255.255.255.0 for
Subnet Mask .
the most time.
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Default Gateway

Please enter the Default Gateway address. If you don't know the

address, please contact your ISP.

DHCP

Users can choose to enable DHCP service or not. The DHCP server
will give an unused IP address to a computer which is requesting for
one. That computer must be a DHCP client, and then it can obtain an

IP address automatically.

DHCP Client Range

The default value is 192.168.1.100 - 192.168.1.200. The DHCP server
will assign an IP to a computer from this range. The Show Client will

display every assigned IP address, MAC address, and expired time.

802.1d Spanning Tree

IEEE 802.1d Spanning Tree Protocol (STP) is a link layer network
protocol that ensures a loop-free topology for any bridged LAN, This

function is optional.

Clone MAC Address

If your ISP asks you to enter a specific MAC Address, please input the

correct info at the column.

Apply Change & Reset

Click on Apply Changes to save the setting data. Or you may click on

Reset to clear all the input data.

76




5.1.3 Dynamic DNS Setting

Dynamic DNS provides users with DNS service that automates the discovery and registration of client's

public IP addresses. The DDNS Providers in 3.5G server router are DynDNS (http://www.dyndns.com),
TZO (http://www.dyndns.org), ChangelP, Eurodns, OVH, NO-IP, ODS, Redfish.

Dynamic DNS Setting

Dynamic DNS is a senvice, that provides you with a valid, unchanging, intermet domain name (an LIEL)
to go with that {possibly everchanging) IP-address.

[] Enable DDNS ——» Please choose to enable it or not.

|

Service Provider :

|
| | \ Please select Service Provider
| | for DDNS

A -

ofe:

For TZ0, you can have a 30 days free tral here or manage your TZ0 account in control panel
For DynDNS, you can create your DynDNS account here

Domain Mame :

User Name/Email:

Password/Key:

Apply Changes ] [F{eaet]

Please enter Domain Name , User Name/Email , and Password/Key . After entering, click on Apply

Changes to save the setting data. Or you may click on Reset to clear all the input data.
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5.2 Wireless Setup

The category includes Basic Settings , Advanced Settings , Security , Access Control , WDS

settings , and WPS. Please read below for the setting instruction.

== Router

i One Button Setup

i Step Setup

= e Config

W Wireless
E Baszic Settings
I Advanced Seftings
i Secunty
B Access Control

B wos settings
B wes

| st

B Firewall

B serer

i System Mandagement
= Log and Status
n Logout
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5.2.1 Wireless Basic Settings

The basic settings related to the wireless are specified as following.

Wireless Basic Settings

This page is used to confizure the parameters for wirelezs LAN clients which may connect to
vour Access Point, Here vou may change wireless encryption settings as well as wireless
network parameters.

[[] Disable Wireless LAN Interface

Band: |24 GHz (B+G+N) v

Mode: | EF' _v .
Network Type:

SSID: ViR 3350
Channel Width: | 40MMHz _*:E

Conrrol Sideband: iUpper \?I

Channel Numher: |11 . 1:

Broadcast 551D: é:Enahled \:_

WAL

Data Rate: EB\LIID I V_

Associated Clients: Show Active Clients

Enable Mac Clone (Single Ethernet Client)

[l Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

S5ID of Extended Interface: | : ¢ I

[ Apply Change I IReset]

Item Description

Disable Wireless LAN . )
Turn off the wireless function.

Interface
Band Please select the frequency. It has 6 options: 2.4 GHz
(B/G/IN/B+G/G+N/B+G+N).
Please select the mode. It has 3 modes to select:(AP, Client, WDS,
Vode AP+WDS).

Multiple APs can provide users another 4 different SSID for

connection. Users can add or limit the properties for each connection.
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Please check Section 5.2.1.1

Service Set identifier, the default SSID is CWR-935M, users can

define to any.

SSID

Channel Width Please select the channel width, it has 2 options: 20MHZ, and 40MHZ.

) Enable this function will control your router use lower or upper
Control Sideband

channel.
Channel Number Please select the channel; it has Auto, 1, 2~11 or 13 options.
Broadband SSID User may choose to enable Broadcast SSID or not.
Data Rate Please select the data transmission rate.
Associate Clients Check the AP connectors and the Wireless connecting status.

Enable MAC Clone (Single

Clone the MAC address for ISP to identify.
Ethernet Client)

) Allow to equip with the wireless way conjunction upper level, provide
Enable Universal Repeater

) the bottom layer user link in wireless and wired way in the meantime.
Mode (Acting as AP and

(The IP that bottom layer obtains is from upper level.) Please check

Client simultaneously)
Section 5.2.1.2

While linking the upper level device in wireless way, you can set SSID
SSID of Extended Interface ]
to give the bottom layer user search.

Click on Apply Changes to save the setting data. Or you may click on
Apply Change & Reset )
Reset to clear all the input data.

5.2.1.1  Multiple APs

Multiple APs can provide users another 4 different SSID for connection. Users can add or limit the

properties for each connection.

Multiple APs

This page shows and updates the wireless zetting for multiple APz

»p1| = |24qulB+u+N]—||MultlpIeAP ‘|||Auto v|[Enabled % Zrabiea | [LAN-WAN ¥ [ Shaw]
|ap2| _ |2Jr GHz (B+G+N) ¥ |Mu|t|pIeAF-‘ 2|[Auc | [Enabled vl: —nabied [ LANSWAN v| [Show] |
wi |24GHZ[B+'_:+N v/ [Mutiplear_3|[Auto v |[Enabled w|[=nanied - [Lanewan | |[Show] |
gapz |_g_g__g_|j5 ___________ J|Mult|pIeAF' 4_]!_@_0 v||Enab|ed vI - “:| LAN-WAN v [Show] |

[ Apply Change ] [Reset] [Close]
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ltem Description
Enable Please choose to enable it ot not
Band Please select the frequency.
SSID Please enter the SSID.
Data Rate Please select the data transmission rate.
Enable this function can let clients use two access types: a. LAN+WAN: the client
Access can access to the Internet and connect to 3.5G server router’'s GUI to setup. b.

WAN: the client can only access to the Internet.

Active Client List

Display the properties of the client which is connecting successfully.

Apply Changes

Click on Apply Changes to save the setting data. Or you may click on Reset to

clear all the input data.

5.2.1.2 Enable Universal Repeater Mode (Acting as A P Client simultaneously)

Allow to equip with the wireless way conjunction upper level, provide the bottom layer user link in

wireless and wired way in the meantime. (The IP that bottom layer obtains is from upper level.)

Example: When users enable the Universal Repeater to connect to the upper level device, please

input the channel and SSID of the upper level device on router’s GUI. Click on Apply

Changes to save the settings. (The DHCP in IP config needs to be disabled.)

i|_-| v:

Channel Number; 19

Broadcast 55ID: ,Ensﬂjled _- v

WAAL

Data Rate: Autn v

Associated Clients: ’ Show Active Clients J

Enahle Mac Clone (Single Etherner Client)

Enahle Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface: :_ESSH:_:'__'_: YWR-8351 |

Apply Change Reset
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Users can go to the network Config section and check the information of upper level in Wireless

Repeater Interface Configuration.

CIrLE Y L Wisaurst

MAC 00:d0:41:b9:6e:f3

= Router
. One Button Setup
] Step Setup
| 1B Config

WirelessRepeater Interface Configuration

T — Mode Infrastructure Client
B pjar ESSID ESSID_CWR-935M
B Firawall Encryption Disabled
W server MAC 00:00:00:00:00:00
B8 system Management State Scanning
&' Log and Status 1CE/1P Configuration
B Natwack Config Attain IP Protocol Fixed IP
e IP Address 192.168,1.200
. Logout
Subnet Mask 253.255.255.0
Default Gateway 192.168.1.200
DHCP Server Enabled
MAC Address 00:d0:41:b9:6f:0b

WAN Configuration

If the bottom layer device is trying to make a connection, users must input the SSID of this router as a

relay station. The IP that the bottom layer device gets is from the upper level device.
5.2.2 Wireless Advanced Settings

Please complete the wireless advanced settings as following instructions.

Wireless Advanced Settings

These settings are ondy for moore echnically advanced wsers whe have a sufficient knowledze about
wircless LA, These setings should not be changed unless won noes what effect the changes will have
om your Access Point,

Fragment Threshold: 2346 (256-2346)

RTS Threshold: 2347 (23T

Beacon Interval: (201004 )

Preamble Type: ® Long Preamble O Shert Preamble

IAPP: & Enahled O Disabled

Protection: O Enakled @ Disabled

Aggregation: ® Enabled O Disabled

Short GI: ® Enabled O Disabled

RF Output Power: @1ms One Osos Os O15%

(Ao G ) (P |

82




Item

Description

Fragment Threshold

To identify the maxima length of packet, the over length packet will be

fragmentized. The allowed range is 256-2346, and default length is 2346

RTS Threshold

This value should remain at its default setting of 2347. The range is 0~2347.
Should you encounter inconsistent data flow, only minor modifications are
recommended. If a network packet is smaller than the present RTS threshold
size, the RTS/CTS mechanism will not be enabled. The router sends
Request to Send (RTS) frames to a particular receiving station and
negotiates the sending of a data frame. After receiving an RTS, the wireless
station responds with a Clear to Send (CTS) frame to acknowledge the right

to begin transmission. Fill the range from 0 to 2347 into this blank.

Beacon Interval

Beacons are packets sent by an access point to synchronize a wireless
network. Specify a beacon interval value. The allowed setting range is
20-1024 ms.

PLCP is Physical layer convergence protocol and PPDU is PLCP protocol
data unit during transmission, the PSDU shall be appended to a PLCP

Preamble Type )
preamble and header to create the PPDU. It has 2 options: Long Preamble
and Short Preamble.
Inter-Access Point Protocol is a recommendation that describes an optional
IAPP extension to IEEE 802.11 that provides wireless access-point
communications among multivendor systems.
Protection Please select to enable wireless protection or not.
) Enable this function will combine several packets to one and transmit it. It
Aggregation o
can reduce the problem when mass packets are transmitting.
Short G Users can get better wireless transmission efficiency when they enable this
ort Gl

function.

RF Output Power

Users can adjust RF output power to get the best wireless network

environment. Users can choose from 100%, 70%, 50%, 35%, and 15%.

Apply Changes

Reset

&

Click on Apply Changes to save the setting data. Or you may click on Reset

to clear all the input data.
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5.2.3 Wireless Security Setup

CWR-935M provides four encryption types; you can select here, please follow below instructions for

the setting.

Wireless Security Setup

This page allows vou setup the wireless secunity, Tumn on WEP or WEPA by using Encryvption Kevs
could pravent any unauthorized access to vour wireless network.

Select SSID: | Root AP - CWR-935MM _vf Apply Change | | Reset |
Encryption: I Mane v |
802.1x Authenticarion: El

1. Encryption -- WEP Key
1.1 Set WEP Key: This section provides 64bit and 128bit WEP encryptions for wireless network.

Users can also choose ASCII and Hex shared Key format to protect data.

Wireless Security Setup

Thiz page allows vou setup the wireless secunty. Tum on WEP or WEPA by using Encrvption Kevs
could prevent any unauthorized access to vour wireless network.

Apply Change ] [Reset]

Select SSID: | Root AP - CWR-935M ~|
Encryvption: WEI-:' = ;
802.1x Authentication: Ll
Authentication: ) Open Svstem () Shared Kev (&) Auro
Key Length: | B4-hit ‘_'
Kev Format: Hex (10 characters) #
Encryprion Key: e

802.1x Authentication: It is a safety system by using authentication to protect your wireless
network. Please choose between WEP 64bits and WEP 128bits

2. Encryption — WPA (WPA, WPA2, and WPA2 Mixed), WPA Authentication Mode
Enterprise (RADIUS): Please input the RADIUS server Port, IP Address, and Password
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Wireless Security Setup

This page allows vou setup the witeless securityv. Turn on WEP or WPA by using Encrvption Kevs
could prevent any unauthorized access to yvour witeless network.

Select SSID: | Root AP - CWR-335M ~| [ Apply Change | [Reset |
Encryption: W F'A _v.é
Authentication Mode: (&) Enterprise (RADIUS) () Personal (Pre-Shared Kev)
WPA Cipher Suite: T

RADIUS Server [P Address: [
BADIUS Server Port: (1812

RADIUS Server Password:

Personal (Pre-Shared Key)

Pre-Shared Key type is ASCII Code; the length is between 8 to 63 characters. If the key type is Hex,
the key length is 64 characters

Wireless Security Setup

This page allows vou setup the wireless security. Turn on WEP or WPA by using Encription Kevs
could prevent any unauthonzed access to vour wireless netwotk.

Select SSID: | Root AP - CWR-935M v| | Apply Change | |Resst |
Encrvprion; [VWPA Vl
Authentication Mode: ) Enterprize (RADIUS! (3 Personal {Pre-Shared Kev)
WPA Cipher Suite: TKIP [] AES
Pre-Shared key Formar: ;”F'assphrase M

Pre-Shared Kev: I

3. Apply Change & Reset : Click on ‘Apply Changes’ to save setting data. Or click ‘Reset’ to clear all
the input data.
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5.2.4 Wireless Access Control

The function of access control is to allow or deny users to access 3.5G server router by according MAC
address, it is optional. If you select Allowed Listed , then only those clients whose MAC address is
listed on access control can connect to your base station. If you select Deny Listed , those clients

whose MAC address is listed on access control can’t connect to your base station.

Wireless Access Control

If vou choose "‘Allowed Listed’, only those clients whose wireless MAC addresses are in the access
cantrol list will be able to connect to your Access Point. When ‘Deny Listed' is selected, these wireless
clients on the list will not be able to connect the Access Paoint.

Wireless Access Control Mode: > Users can enable or

disable this function.

MAC ﬁnddress:| | Cumment:|

Apply Changes ] [ Reset ]

Current Access Control List:

~ MACAddress ~ Comment  Select

Take the wireless card as the example.

(1) We will use Deny Listed as an example. Please select Deny Listed in Wireless Access Control
Mode first, and then input the MAC address of wireless card in MAC Address field. Click Apply
Changes to save the setting data.
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Wireless Access Control

If you choose "Allowed Listed’, only those clients whose wireless MAC addresses are in the access
control list will be able to connect to your Access Point. YWhen Deny Listed is selected, these wireless
clients on the list will not be able to connect the Access Point.

Wireless Access Control Mode: Deny Listed s

MAC Address: |03DCH11B0D11? | Eumment:|

[ Apply Changes J[Reset]

Current Access Control List:

lelete Selected Deleta All Reset

(2) You will find out that the MAC address appears on Current Access Control List , it means the

initiation is completed.

Wireless Access Control

If vou choose “‘Allowed Listed . only those clients whose wireless MAC addresses are in the access control list will be
able to connect te your Access Point. YWhen Deny Listed is selected, these wireless clients on the list will not be able
ta connect the Access Point.

Wireless Access Control Mode: iDﬁnY Listed

MAC Address: i | Comment: |

l Apply Changes ,] [Rgfaet]

Current Access Control List:

Deleta Baizcied Dralete All Reset
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(3) Please open wireless card Ul and try to connect to this router. You will find out that the connection

request will be denied.

Wireless Metwork Connection

4 Wireless Metwork Connection

Choo

Metwork Tasks
Please wait while Windows connects to the 'TWR-935M" network,
r‘-',. Refresh netwrk lisk Click. arii
nformaty  wsiting For the network. ..,
2 Setup A wireless metwiork gl
S 2R {0
for & home or small office ( i [ [TTTT) Zancel

Related Tasks CWR-935M

Ursecured

i) Learn about wireless
netwarking

ﬁi’ ‘Change the order of
preferred netivorks

i Change advanced
¥ S‘Ettinggz (oY) TL-INTERNET Automatic g
i i Security-enabled wireless netwu:urk-(-WF.‘n) IIII!
(@) Wireless_g-tl
i ' Security-enabled wireless network I![I[I[I
({?}) KISOMLAB ) VI

5.2.5 WDS Settings

Wireless basic settings must enable WDS first. This function can communicate with other APs by

adding MAC address into the same channel.
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WDS Settings

Wireless Distibotion Systern vses wireless media 0 comnrounicate with other APs, like the Ethemet
does, To do this, wou st set these AFs in the same channel and set MAC addess of other APs which
o, Wamt 0 cotnromnicate with in the table and then enakle the WDE,

[l Enable WDS

MAC Address: | |

Data Rate:

Comment: | |

’ Apply Changes ] ’Reset] [ Set Security ] ’ Show Statistics ]

Current WDE AP List:

[ Delete Selected ] [Delﬂtf:ff-.]l] [Reset]

*The following figure is the explanation.

Wireless Connection

AP Router
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*Please follow the instructions to setup the connection.

(1) Please check the MAC address and Channel number of the upper level device.

WirelessConfiguration

Mode AP

Band 2.4 GHz (B+G+M)
551D CWRE=535M
[Channel Number [ |
Encryption Disabled

MAC O0:d0:41:b%:6e:f3
Associated Clients ]

TCP /1P Configuration

Attain IP Protocol Fixed IP

IP Address 192.168.1.200
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.200
DHCP Server Enabled |
MAC Address 00:d0:41:09:6f:0b

(2) Enter the Wireless Basic Settings page, select AP+WDS mode, and then select the Channel

Number . Click Apply Changes to save the setting data.

== Rouber

. One Button Setup

M Step Setup

R 1P Config

= Wiraless
Bi Beaic Settings
B Advanced Settings
. Security
. Arcess Control
. WDS settings
B wrs

B MAT

B Firevall

M server

I System Management
W Log and Status
. Logout

Band: ’mi

[ Sode: [sp-wpDs w| | ((Muliple AP |
Nerwork Type: ast
SSID: [cwR-a35M !
Channel Width: [400Hz v
Control Sideband: @

I Channel Number:

Bl |

Broadcast 551D Enabled |
WAL Enabled
Data Rare: Auto vi

Azsociated Clients: [_ Show Active Clients ]

Enable Mac Clone (Single Ethernet Client)

[ Enable Universal Repeater Mode (Acting as AP and client simultanesuly)

S5ID of Extended Interface: |"::. |

I[ Apply Change ']l[ResetJ
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(3) Enter the WDS Settings page, select Enable WDS, and then input the MAC address of the upper

level device. Click Apply Changes to save the setting data.

WDS Settings

Wireless Distribotion Swstemn nses wirsless media o comrmmunicate with other AFs, like the Ethemet
does, Todo this, won mnst set these AFs in the same channe] and set MAC address of other £AF% which
o want o cornronnicate With in the table and then enakle the WDE,

Enable WDS
MAC Address: | 000530503
Data Rate: Lt W
Comment: | |

(o G| [

Set Secudty whowr Statistics
[ | ]

Current WDE AP List:

’ Delete Selected ] ’Delﬂhaf-‘-.]l] ’R’.ESEt]
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(4) When the time counts down to 0, you will see the MAC address of the upper level device

displaying on Current WDS AP List .

WDS Settings

Wireless Distiibotion System nses wirless media 1o comnmunicate with other AFs, like the Ehermet
does, To do this, you must set these AFs in the same channe] and set MAC addess of other AFs which
yom, Want 0 cornroumicat With in the fable and then enable the WS,

Enable WDS

MAC Address: | |

Data Rate: St vi

Comment: | |

[ Apply Changes ] [RESE.'t] [ St Security ] [ Show Statistics ]

Current WDS AP List:

—___
00:0e:68:£1:05:08 Auto

[ Delete Selected J [ DE]EhE:f—‘s]l] [RESE‘.'t]
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(5) Head back to LAN Interface , disable DHCP option, and then click Apply Changes to save the

setting data.

Band: (2.4 GHz (B+G+N) V|

Mode: AP+WDS v | [ Mutiple AP |

Network Tvpe:

SSID: ICWR-935M |

Channel Width: |_4EI|'.-1H1 bt i

Control Sideband: Upper vl
s

Channel Numhber:

| Broadeasessm: | Disabled | |

VWAL

Data Rate: Auto W

Associated Clients: | Show Active Clients

Enahle Mac Clone (Single Ethernet Client)

[l Ewmable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface: |==

| Apply Change | | Reset |
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(6) The MAC address of the upper level device is going to setup like the MAC address of the router.
Enter the upper level device’'s WDS settings page, and input router’'s MAC address. Click Apply

Changes to save the setting data.

WDS Settings

Wircless Distribotion System nses wireless media to commmonicate with other 2Fs, like the Ehemet
does, To do this, you munst set these AFs in the same channe] and set MAC addess of other AFs which
yon, Want o cormrounicats With in the table and then enable the WS,

Enable WDS
MAC Address:  |[000e58 ff[ilido—\l\
i :
Data Rate: |*ﬁ*“t° B Please input the MAC address
Comment: | | of this router.
[ Apply Changes ] [Rﬂset] [ Set Secuuity ] | Show Statistirs

Current WDS AP List:

Dielete Selected ] [Delﬁheﬁ.]l ] [RESEt]
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(7) After initiating the upper level device, please check Local Area Connections. Click Supports to

check out the IP address which is assigned by upper level device.

" Wireless Network Connection Status E]@

| General 1 Support |

Connechion statuz

%q Addrezs Tupe: Azzigned by DHCF
[ L IP Address: 132168.1.153
| Subriet Mazk: 255.265.255.0

Drefault Gateway: 19216811

‘ [ Details...

windows did not detect problerms with thiz
| connection. [F you cannot connect, click

Repair.

Cloze

(8) You can input http://192.168.1.1 in IE browser to enter the GUI page of upper level device and

make sure the connection.

/2 Login - Windows Intemet Bxplorer
e

2| hitp //192.168.1.1/adrmin asp

iy ZUBE | i3 ¥ Free Worldwide Travel G.. () MCYZone i8S (RNMEER. @@=

=k g REEEMNRSE - 2| RealPlayer

35‘- /& Login x | @ MoYZone 1S (SHEER . |

o'al
J—JCNer 3.5G+Wireless-N

Router | AP | Wi-Fi AP

Username :

Password :
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5.2.6 WPS

Wi-Fi Protected Setup, it can simplify the procedures of wireless encryption between CWR-935M and
wireless network card. If the wireless network card also supports WPS function, users can activate

WPS auto-encryption to speed up the procedures.

WPS supports 2 models: PIN (Personal Information Number) and PBC (Push Button Configuration).

These models are approved by the Wi-Fi Alliance.

PIN model, in which a PIN has to be taken either from a sticker label or from the web interface of the
WPS device. This PIN will then be entered in the AP or client WPS device to connect.

PBC model, in which the user simply has to push a button, either an actual or a virtual one, on both

WPS devices to connect.

*The following figure is the display of the front of CWR-935M.

LAMN Port  WARN Port
WPS Button

¥ | ¥ |4

E oH Reboot /Reset Button

When users select a specific model on wireless base station, the clients can connect to the base by

selecting the same model.

The connection procedures of PIN and PBC are almost the same. The small difference between

those two is:

Users input the PIN of wireless card in the base station first; it will limit the range of the clients. It is

faster to establish a connection on PIN model.

On PBC model, users push the WPS button to activate the function, and then the wireless client must
push the WPS button in 2 mins to enter the network. The client will search to see if there is any
wireless base station which supports WPS is activating. If the client finds a matching base, the
connection will be established. The speed of establishing a connection is slower than the PIN model

because of this extra step.
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On the other hand, users need to input the information of the wireless card into the register interface.
It might lead to the failure of connection, if users make mistakes on inputting. On PBC model, users

only need to click the WPS button on both sides to make a connection. It is easier to operate.

This page supports Start PBC and Start PIN ; please follow the instructions to operate.

* Start PBC:

(1) Please click Start PBC to connect to the wireless network card.

Wi-Fi Protected Setup

This page allows vou to change the setting for WES (Wi-Fi Protected Setup). Using this
feature could let vour wireless client automatically synchronize its setting and connect to the
Access Point in a minute without any hassle.

[] Disable WPS

VWEPS Starus:
Self-PIN Number:

Push Button Configuration:

‘Configured

23032193

G

Un-Configured

[ Apply Change ] [Reset]

Cuarrent Key Info:

.Dp |\nne -\ A

(2) Please click OK to start WPS process..

“= Router
B oOne Button Setup
B8 Step Setup
BE 1P Config
= Wireless

Start PBC Successfully You have to run Wi-Fi Protected Setup in Client within 2 minutes.

B Basic Settings

B Advanced Settings
B Security

B Access Control

B wDs settings
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(3) Open the configuration page of the wireless card which supports WPS. Click the Wi-Fi Protect
Setup, and then click PBC to make a WPS connection with AP from the WPS AP list
(PBC-Scanning AP).

REALTEK RTL.B1B7 Wireless LAN Utility
RefreshiR  Set 'Wizard(S) Mode(M)  Wiew(W)  Sbouk(a)

= ‘j’ My Computer General-?? _F'rofile-é, fwailable Metwark | -Advanced-ii Status_ Statistics | W/i-Fi Protect Setup |
i3 Realtek RTLE1ET Wi L —
Wi-Fi Protected Setup
An easy and secure setup solution for Wi-Fi network
PIM

After pushing the PIN button.Please enter the PIM code into your
AP,
PIN Code : TO0T0538

PIM

Push Button

After pushing the PBC button.Please push the physical button on
your AP or wisual button on the WPS config page.

I| PEC
. IS 2 B !
Showe Tray Icon [Jpisable Adapter
[ TRradio Off [Iwwindows Zero Config
.Rea.d_y
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(3) Dongle starts WPS process.

Wi-Fi Protected Setup - PBC method

Wi-Fi Protected Setup - PBC method

If there is more then one AP on the PEC mode, there will be
"Session Owverlap” Flease using PIN method or wait for 2
while push the button again.

Status ; Initial WPS ...

Complete : |y ]

PBC [ Zanicel ]

(3) After finish WPS configure successful, Wireless USB Dongle will get network information from
CWR-935M. It means the WPS connection between wireless card and CWR-935M is established.

REALTEK RTLB187 Wireless LAN Utility
RefreshiRy  Set Wizard(S) Mode(M) View(y) Abouk(a)

= fi My Computer General i.Prnfile Ayailable Netwolk._:..ﬁ.dvancedi Status || Statistics Wil Protect Setup-;
o2 Realtek RTLE1EZ Wit =

Status: Associated Thraughput:
Speed: 54 Mbps
Type: Infrastructure

Encryption. Norie Tx:0,05%, Total:0, 14%

=510 CWR-935M

sigral strenatic | WRRNNRRNNANNRRNRRNNANNRRNNNNN | oo

Link quaiey: (NNNMEANBNNNERNDRNNNRNRNNINNY | o,
Metwork Address,

Mac Address: 00:1A:EF03:09:54
IP Address: 192,168.1,131

Subnet Mask: 255.255.255.0
Gateway: 192.168.1.1

ReMNew IP
el i | 1l
[#lshow Tray Icon [Disable Adapter
[ IRadia Off [Iwindows Zero Config
ﬁeaay
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* Start PIN:

(1.) Please open the configuration page of the wireless card to get a PIN number, and write it down.

REALTEK RTLB1 87 Wireless LAN Utility
RefreshiR)  SebWwizard(S) Mode(M)  ViewiV] Aboubid)

= '& My Computer | General | Profile il Aveailable Metwark || Advanced | Status || Statistics | /i-Fi Protect Setup
2 Realek RTLE1ET Wit

Wi-Fi Protected Setup

An easy and secure setup solution for Wi-Fi network

FIN
after pushing the PIN button.Please enter the PIM code into your
&R,

PIN Code = 48130745

PIM

Prsh Button

After pushing the PEC button.Flease push the physical button on
your AP or wisual button on the WPS config page. '

| PEC
& )
Show Tray Icon [IDisable Adapter
[ Radio off [Clwindows Zera Config
Ready T

(2) Open the Wi-Fi Protected Setup configuration page of CWR-935M, input the PIN number from the
Wireless card then click Start PIN.

== Router This page allows vou to change the setting for WPS (Wi-Fi Protected Setup). Using this
B one Button Setup feature could let vour wireless client automatically synchronize its setting and connect to the
B Step Setup Access Point in a minute without any hassle.

B IP Config

= Wirsless [] Disable WPS
B Basic settings
B Advanced Settings WES Status: Configured Un-Confizured
i Security Self-PIN Number: 23932195

B Access Control Push Button Configuration: | Start PBEC

B wos seffings

g WS [ Apply Change J [Reset l
! I Firawsall Current Key Info:
o Authentieation  Ewerypdon et
;B Svystem Mandgement . o~ |
B Log and Status _.:\_orie_ _I}\ 'A_L. 8|
B Logout
Client PIN Number: 48120745 | [ Start PIM
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(3) Click OK to starts process.

Applied client's PIN successfully! You have to run Wi-Fi Protected Setup in Client within 2 minutes.

(4) Open the configuration page of the wireless card which supports WPS. Click the PIN to make a
WPS connection with AP from the WPS AP list (PIN-Begin associating to WPS AP).

REALTEK RTLB1 87 Wireless LAN Utility
RefreshiR)  SebWizard(S) Mode(M)  viewds) About{a)

= 'fj My Campuker

i Rielbek RTLE1ET Wi

| General-: Profile Awalable Netwark | Advanced Status | Statistics | Wi-Fi Protect Setup lL

Wi-Fi Protected Setup

An easy and secure setup solution for Wi-Fi network
PIN
After pushing the PIN button.Please enter the PIM code into your
AP,
PIN Code = 48130745

PIM

Prsh Button

After pushing the PBC button.Please push the physical button on
your AP or wisual button on the WPS config page. '

PBC

¢ | ¥ 1
[¥]5howe Tray Icon [IDisable Adapter
[C1Rradio off [Clwindows Zera Config

.Reac-i.y
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(5) Click No, then USB Dongle starts WPS Process.

Wi-Fi Protected Setup

? ,.F' Do you wank ko select a specific 4P 7

|_. ;es J [ Mo ]

(5) WPS process. .

X

Wi-Fi Protected Setup - PIN method

Wi-Fi Protected Setup - PIN method

Flease enter the folowing PIM code into your AP

FIN Code : 48130745
Status ¢ Initial WPS ..,

[.......HH ]

Canicel

(6) When you see the following page, USB Dongle already connect to CWR-935M via WPS

function.
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REALTEK RTLE187 Wireless LAN Utility
Refreshif) et Wizard(S) Mode(M)  View)  About(s)

= Y MyComputer General | Profile | Awvailable Metwark | Advanced | Status | Statistics | WiFi Protect Setup|
<& Realtek RTLE1ET Wit

Status; Associated Throughput:

Speed: 54 Mbops
Type; Infrastructure

Encryption; Mone Tei0.00%,, Total:0.00%
SSID: CWR-D3SM

signal strength: [JYRNEANNRNNNNRNDRNNRNRRNANIND ) oo
e (T T

Metwork Address:

Mac Address: DED:4C:81:87:01
IP Address: 192.168.1.102
Subriet Mask: 255.255.255.0
Gateway: 192.168.1.1

| Renewr |

o [ | *
[¥] shioww Tray Icon [(Disable adanter
[[IRradio off [ windows Zero Canfig
Ry I
5.3 NAT

5.3.1 Visual Server

Port forwarding service is to transfer packets from specific ports to corresponding IP address on local

area network.

B ouber Pol't FO]"Wal'ding

. One Button Sehup

M Step Setup

B 1P Config Entries in this table allow you to autematically redirect common network services to 2 specific machine

B Wirsless hehind the NAT firswall. These settings ars only necassary if you wish to host some sort of server like a
wzb server or mail server on the private local network behind your Gateway's WAT firewall.

7 [ Enable Port Forwarding
i Firevall Address :I Protocol: SO0 Port Range: |— Comment:

B Server |7|

[ ApplyChange | [ Reset |

B System Management
M Log and Status
. Logout

Current Port Forwarding Table:

LealPddies Pl | TonRange  Commen | Sele
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Iltem Description

Enable Port Forwarding Please select to enable Port Forwarding service or not.

IP Address Please specify the IP address which receives the incoming packets.
Protocol Please select the protocol type.

Port Range Please enter the port number, for example 80-80 or 20-22
Comment You can add comments for this port forwarding rule.

Click on Apply Changes to save the setting data. Or you may click on
Apply Change & Reset .
Reset to clear all the input data.

Current Port Forwarding

It will display all port forwarding regulation you made.
Table

Click Delete Selected will delete the selected item. Click Delete All
Delete Selected & Delete All
will delete all items in this table.

Reset You can click Reset to cancel.

*The following figure shows the IP forwarding configuration of your web on a local area network. The

web server is located on 192.168.1.100, forwarding port is 80, and type is TCP+UDP.

Configuration:

Private IP: 192.168.1.100
Port: 80 - 80

Type: TCP+UDP
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L S

ADSL '
Gable::odem@ IP : 192.168.1.100

Internet
Regquest

1

nternet ]

‘j Eemote User

5.3.2 Visual DMz

It will expose the computer which users enable the DMZ settings. All packets from the Internet will be

forwarding to this computer. It is useful for specific applications, but please be careful to establish it.

DMZ (Demilitarized Zone) Host is a zone that is not limited by the firewall service. DMZ allows you to
redirect the packets from specific IP address to WAN IP address. An external attacker only has
access to equipment in the DMZ, rather than the whole of the network, and internal users can access

to this equipment.

= Router D)’IZ

. One Button Setup

B Step Setup
A Demilitarizzd Zonz is uzed to provide Intarnat sarvizes without sacrificing unautherized

M 1P Config : ;

N Wisloes aceess to its lecal private network. Typically, the DMEZ host contains devices accessible te

& MAT_ Internst traffic, such'as Web (HI TP ) servers, FTP servers, SMTP (e-mail) servers and DINS
servers.

. Wirtual Sareer

[ Enahle DMZ

DMZ Host IP Address: |
BE System Management
B [og and Status

. Logout

[ “pplyChange | [Resst]
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Item

Description

Enable DMZ

It will enable the DMZ service if you select it.

DMZ Host IP Address

Please enter the specific IP address for DMZ host.

Apply Change & Reset

Click on Apply Changes to save the setting data. Or you may click on

Reset to clear all the input data.

5.4 Firewall

= pouter

. One Button Setup

B =tep Setup

B 1p config

BB Wirsless

i NAT

= Firewall
i Fort Fiitering
B 1P Filtering

B MAC Filtering
B URL Filtering
B server
B syvstem Management
B log and Status
i Logout
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5.4.1 Port Filtering

This function allows users to filter and manage specific ports; to limit the use of certain applications to

transmit through a specific port. Port filtering helps users to improve the security of your network.

== Router

el e Port Filtering
[ ] Step Setup
B8 1P Config Entries in this table are used to restrict certain tvpes of data packets from vour local network to
= Internet through the Gateway. Use of such filters can be helpful in secunng or restricting your
B Wireless local network.
| naT
= Firewall
B Earcaitennd O Enable Port Filtering
. IP Filtering Port Range:! |—| Protocol: Z0th Comment:
B MaAC Filtering | |
B unL Fitering
B server —
B sSystem Management [ Apply Change ] [ Reset ]
B Log and Status
B Logout Current Filter Tahle:
| PortRange | Prowcol | Comment  Seleet
;
Item Description
Enable Port Filtering Please select Enable Port Filtering to filter ports.
Port Range Please enter the port number that needs to be filtered.
Protocol Please select the protocol type of the port.
Comment You can add comments for this regulation.

Click on Apply Changes to save the setting data. Or you may click on
Apply Change & Reset )
Reset to clear all the input data.

Current Filter Table It will display all ports that are filtering now.

Click Delete Selected will delete the selected item. Click Delete All
Delete Selected & Delete All _ _ o
will delete all items in this table.

Rest You can click Reset to cancel.

* The following figure shows a user limits some applications to use the 80 port.
IP: 192.168.1.X
Port: 80-80
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ADSL or
Cable Modem

I e |

Website
Server

IP: 192.168.1.3%
Port: 80-280

*All clients inside the local area network can’t open the 80 port through this router.

5.4.2 |P Filtering

This function can limit a specific IP address to access the Internet. The computer, whose IP address is
listed on filter table, will be denied the access request by router. This protocol is made base on Internet

Protocol and Transmission Control Protocol.

== Router
B One Button Setup
B Step Setup

IP Filtering

I 1P Config

B Wireless

B NaT

= Firewall
. Port Filtering
B ERilkeing
B mac Fittering
B URL Filtering

B server

] System Management

B Log and Status

I Logout

Entries in this table are used to restrict certain tvpes of data packets from vour local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting vour
local network.

[J Enable IP Filtering

Lnal[PAddress:\:\ Pratocol: C010 Comment:
L Apply Change J [Reset]
Current Filter Tahle:

Delete Selected Delete All
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Iltem Description

Enable IP Filtering Please select Enable IP Filtering to filter IP addresses.
Local IP Address Please enter the IP address that needs to be filtered.
Protocol Please select the protocol type of the IP address.
Comment You can add comments for this regulation.

Apply Change & Reset )
Reset to clear all the input data.

Current Filter Table It will display all ports that are filtering now.

Click Delete Selected will delete the selected item. Click Delete All
Delete Selected & Delete All
will delete all items in this table.

Rest You can click Reset to cancel.

5.4.3 MAC Filtering

Click on Apply Changes to save the setting data. Or you may click on

This function can limit a specific MAC address to access the Internet. The network card, whose MAC

address is listed on filter table, will be denied the access request by router.

MAUC Filtering

Entries in this table are used to restrict certain tvpes of data packets from vour local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting vour
local nersork.

[] Enable MAC Filtering

MAC Address: _ | Comment: |

[ Apply Change ] [Reset]

Current Filter Table:

. MACAddress Commemt  Seler

Item Description
Enable MAC Filtering Please select Enable MAC Filtering to filter MAC addresses
MAC Address Please enter the MAC address that needs to be filtered.
Comment You can add comments for this regulation.
Apply Change & Reset Click on Apply Changes to save the setting data. Or you may click on
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Reset to clear all the input data.

Current Filter Table It will display all ports that are filtering now.

Click Delete Selected will delete the selected item. Click Delete All
Delete Selected & Delete All _ _ o
will delete all items in this table.

Rest You can click Reset to cancel.

5.4.4 URL Filtering

This function is used to block users trying to access some webs with specific key words. Please enter
the URL of the web in URL Address field.

il URL Filtering

B oOne Button Setup

M Step Setup
B 1 Config UEL filter is used to denv LAN users from accessing the internet. Block those UBL=s which
= contain keywords lsted below.

| Wireless
B NAT
& Firewall [ Enable URL Filtering
. Eojtittenng TRL Address:|
B 1F Filtering
i Sac v [ Apply Change ] [ Reset ]
B System Management Current Filter Tahle:
. Logout
Iltem Description
Enable URL Filtering Please select Enable MAC Filtering to filter MAC addresses
URL Address Please enter the MAC address that needs to be filtered.

Click on Apply Changes to save the setting data. Or you may click on
Apply Change & Reset )
Reset to clear all the input data.

Current Filter Table It will display all ports that are filtering now.

Click Delete Selected will delete the selected item. Click Delete All
Delete Selected & Delete All
will delete all items in this table.

Rest You can click Reset to cancel.

Caution: This function is not in effect when the Visual Server is enabled. Please disable Visual Server

before activate filter.
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5.5 Server

CWR-935M provides Samba Server, FTP Server, Web Camera Server, and Printer Server Application.

5.5.1 Samba Server

Support NetBIOS Protocol, the consumer sharing file or printer which provides as the “My Network

Places”. Please make sure storage devices and printers are connecting to USB ports on the router and

already mounting.

= Router
B One Button Setup
B® step Setup
B 1F Confin
i wireless
e AT
B Firewall

B webcam Server
. Print Server
B System Management
B Log and Status
I Logout

Samba Server Setting

You can enabled or disabled samba server function in this page.

Enable Samba Server: @ Enabled O Disabled

Workgroup Name: | Waorkgroup |
Server Name: | CWR-935M |
Server Description: CWR-935M Mobile Router

[ Apply Change ] [Reset]

Item

Description

Enable Samba Server

Enable or disable this function.

Workgroup Name

Input the workgroup name, default is “Workgroup .

Server Name

Input the server name, default is “CWR-935M".

Server Description

You can input description of the server.

Apply Changes & Reset

Click on Apply button to finish setting. Click on Reset button to clean

the setting on this page.
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5.5.1.1  How to enter the sharing folder

Please follow below steps.

Step 1:

Please click the “start”, and select “Run”.

L A A LR Y T T

Set Program Access and Defaults

'@f,‘.‘. Windows Catalog

‘% Windows Update

L Programs »
; :ﬂ- Documents L
|, Sy

E;J,f Settings v
jJ Search r

@ Help and Support

Log Off Administrator. ..

| Windows XP Professional

@ Turn OFf Computer, .,

74 start v LE

Step 2:
In the Address blank input the IP address: \\192.168.1.1.

- Type the name of a program, folder, dacument, or
= Internet resource; and Windows will open it For wou.

v|

[ I ][ Zancel ][ Browse. ., J
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Step 3:

Appear following menu, can open following to share internal data.

T 192.168.1.1

File  Edit “iew Faworibes  Tools  Help

@Eack - '\q_;; -EI pﬁearch h’.a_i' Folders

Address (W8 192,168.1.1

Metwork Tasks LR

i Add a network place
% Wiew nebwork conneckions

et up-a home or smal
office netwaork

Note :

1. If connected USB flash or HDD, and then enable samba server function, it will appear a samba

folder.

2. If connected USB printer, and then enable printer server function, it will appear a printer icon.

5.5.2 FTP Server

FTP Server utility allows both local and remote users to upload or download files, pictures or MP3
music form the same storage device. Before configure FTP Server, please make sure the storage

device is properly plug into any USB port on the router and make sure this USB storage device is

detected by the router.

== Router
B One Button Setup
MR Step Setup
B 1r Config

FTP Server

You can enabled or disabled FTP server function in this page.

B Wirsless
B nNAT Enable FTP Server:
B Firewall

Enable Anonymous to Login:
= Server

Enable FTP Access from WAN:

. Samba Server
ty ETRSsves
B webcam Server
. Brint Server
B system Management
B Log and Status
. Logout

FIP Server Port:

Idle Connection Time-Out:

[ Apply Change ] [Reset]

@ Enabled O Disabled
& Enabled O Disabled
() Enabled O Disabled

300 |S econds(MIN: 60 default; 300)
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ltem Description

Enable FTP Server Select to “Enable” or “Disable ” FTP server.

Enable Anonymous to Login | Allow anonymous to login after check on Enable.

Enable FTP Access from ] ] o
Allow FTP access from WAN side by checking on Enable for this item.

WAN

The default is 21. Define the FTP command transfer service port. If
FTP Server Port you want to change this port number, remember to change the service

port setting of your FTP client, also.

When a specific time value is added, FTP Server will be de-activated if
Idle Connection Time-Out it has no activity within the time limit. The default is 300 seconds; the

minimum is 60 seconds.

Click on Apply button to finish setting. Click on Reset button to clean
Apply & Cancel

the setting on this page.

) User Name, Status, and Opened Directory/File can be shown on the
User Account List i
ist.

Note :

1. FTP server is compatible with FAT32 or EXT3 format USB storage device. In case you
need to format your USB storage device. Please always make sure the device is
formatted with FAT32 or EXT3 standard.

2. CWR-935M support USB storage up to 1TB with NTFS format and 250GB with EXT3

5.5.3 Webcam Server

By connecting web camera to the router, it allows user to monitor their home or office from remote

locations.

5.5.3.1  Webcam Server Basic Setting

=
T e WebCam Server
M Step Setup
B 1F Config You can enakled or disabled WebCAM server function in this page
M Wireless
i NAT Enable Webcam: @ Enabled O Disabled
: Zgr:il Access from WAN; &) Enabled ) Disabled
I e s Image format: A20x240
. FTP Server
B WebCain Ssver [ Preview ][ Record Setting ” Apply Change ] [ Reset ]

B erint server
B system Management
B Log and Status
I Logout
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Iltem

Description

Enable Webcam Server

Select to “Enable” or “Disable " webcam server.

Access from WAN

Allow webcam can access from WAN side by checking on Enable for this

item

Image format

The format is 320 x 240 pixels

Preview

Click on this button, you can preview the image from webcam.

Record Setting

Please see the detail advance setting in “5.5.3.2 Webcam Advanced

Configuration

Apply & Cancel

Click on Apply button to finish setting. Click on Reset button to clean the

setting on this page.

5.5.3.2

Webcam Server Advanced Setting

Click on “Record Setting " button, and the screen will appear as below.

Webcam Advanced Configuration

Snapshot Record Settings

Save image interval:
Save Location:

Eemote FTP UEL:
Remote FTP port:
Remote FTP user:
Eemote FTP password:

Eemote FTP Directory:

] sec (default: 5)

®1UsB O Remote FTP

[Eiau:k” Apply Changes ][ Reset

Item

Description

Save image interval

For saving image, you can set the save interval time, the default value is 5

seconds.

Save Location

Set the save location for webcam image, you may save into USB HDD or
Remote FTP; if select save to Remote FTP, please continue following

remote FTP setting.
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Remote FTP URL Input the FTP URL for saving webcam image.

Remote FTP port Input the FTP port number under URL to save image.

Input the users name you like and it will be used to save the webcam
Remote FTP user ] ]
image into the FTP server.

Remote FTP password | Input the remote password.

) To provide option of which folder should be used for saving webcam
Remote FTP Directory )
image.

Back Click on Back button for returning to Webcam Basic Setting screen.

Click on Apply button to finish setting. Click on Reset button to clean the
Apply & Cancel ] ]
setting on this page.

5.5.3.3  Application of Web Camera

5.5.3.3.1 Application of Web Camera

Monitor your home with a Webcam via CWR-935M. Take pictures via CWR-935M, also can do the
monitoring or recording all images into the USB HDD for reviewing. Often marketed as surveillance
tools for home or office security, network Webcams are now being employed by early adopters for
more personal matters, such as watching kids and monitoring pets. The Webcam can be remotely
accessed and controlled via a browser. Besides, to record and monitor live action with USB webcam,

also can view the image through Internet browsers.

5.5.3.3.1.1 Web Camera Monitoring via WAN connectio n

For viewing the image via webcam from WAN connecting, below is the diagram.

. How to check your WAN IP address

To monitor the image via webcam from outside door, you need to know the WAN IP address. Select
“Network Configuration " under Log & Status in main Menu after connection, and you will see the

WAN IP Address which used to connect to webcam screen. Here use 192.72.53.88 as example.

UL LT P P P )

= Houter
B One Button Setup Default Gateway 192.168.1.1
B Step Setup DHCP Server Enabled
M 1P Corifig MAC Address 00:d0:41:b9:6f:0b
- @ Wireless WAN Configuration
- BB NAT Attain IP Protocol Fixed IP
B Firswall 1P Address 192.72.53.88
o B Server Subnet Mask 255.255.255.0
et sl Default Gateway 192.72.53.0
= Log S i MAC Address 00:d0:41:ba:6e:f4
=m 3.5G Configuration
B Logout Signal Strength
Hetwork Name
3.5G BACKUP YES
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®  Monitor the image via webcam from WAN

Input the WAN IP Address (as you see in above screen) into browser blanks, and you will see the
personal account login screen appear then input your own user account and password. After login by

personal , your will see the personal control panel screen as below, please click on “My Webcam ”.

T1CNet
kel Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/

Click on Personal Panel to enter.
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There will be a pop-up screen showing the image from web camera as below example.

i' Start VWebcam Record ] [ :':7-:-;:-.

5.5.3.3.2 Web Camera Recording

5.5.3.3.2.1 Administrator
CWR-935M also can record the pictures from Webcam; only Administrator can do the settings. Select
Web Camera Server from main Menu and Enable this function, click on Record setting button for

further setting.

= Router =

One Button Setip ‘Vebcam Servel
BE Step Setup = w :
B 1P Confia You can enakled or disabled WebCAM server function in this page.
B Wirsless
: WAz Enable Webcam: @ Enabled O Disabled

Firewall i
) Aceess from WAN; @ Enabled O Disahled

Image format: A20x240

B s=mba Server
B Fre server

B WebCain Ssver [ Preview J Record Setting ] Apply Change ] [ Reset J

l Erint Server
B system Management
i Log and Status
i Logout
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To setup the Webcam Advanced Configuration for each blank and the image from webcam will be
recorded into your USB HDD or Remote FTP.

Webcam Advanced Configuration

Snapshot Record Settings.

Save image interval: 5 ec (default: 5)

Save Locarion: ®UsSBE O Remote FIP
Remote FTP URL: |

Remote FTP port: I:I

Eemote FTP user:

|
Remote FTP password: | |
Remote FTP Directory: |

[Eiack][ Apply Changes ][ Reset

For administrator, you may view all the images from webcam recording, please select Folder
Management and click on Disk Explorer to view entire folder inside the disk including webcam record

files.

Folder Management

You can specify which USB storage to be System Disk

USE Device NMame

- SysDisk  Disk  TYPE  Capacity =~ Free Space ~  Function
® USBA Unknown 63MB 39MB

Dizk Explover

Partition / Format SysDisk

All existing data and partitions on the HDOD will be DESTORYED ! Make sure you really need to do this !

TYPE: O FAT16/32 ® NTFS O EXT3
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After click on Disk Explorer , you will see the folder screen appear including all the folders.

Other Places
webcam_recorded_files

& Internet Explorer
[E] My Documents

Mame & Type Modified

[Eifcam2008_11 24 03 05 30.jpg |  18.4KB IPEG Image 11/24/2007 3:05 AM
Other Places [Ecam2008_11_24_03_05_35jpg  18.5KB IPEG Image 11/24/2007 3:05 AM
§) 1o2.165.1.1 [ cam2008_11_24 03 05 40.jpg  18.6KE IPEG Image 11/24/2007 3:05 AM
= [ cam2008_11_24 03 05_45jpg  18.7KE IPEG Image 11/24/2007 3:05 AM
L RTEL RS [ camz008_11_24 03_05_50.jpg  18.3KB JPEG Image 11/24/2007 3:05 AM
| T s [ camz008_11_24 03_05_55.jpg  19.7KB JPEG Image 11/24/2007 3:05 AM

5.5.3.3.2.2 Personal Application

All the users under administrator’s setting can view entire webcam recording images from My
Document . Please login by your own personal account. For viewing your own folder, please click on

“My Document .

Anonymous

After click on “My Document ”, you will see below folder screen appeared. You can save files
here.

Other Places

& Internet Explorer
[ My Documents

== harad Plao mandc
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Note : If you can’t open the folder inside the FTP server, please check with administrator to setup your
FTP & Webcam'’s privileges.

5.5.4 Printer Server

The two USB ports on CWR-935M are for connection with printers to be shared on the local area

network. Follow the below steps to setup your PC to connect to a Printer server.

= pouter
‘ One Button Setup
M Step Setup

Print Server

i 1P Config You can enabled or disabled print server function in this page.
B wireless:
i naT Enable Printer Server: & Fnabled O Disabled
: Z;::_ﬂ Enable Printer Access from WAN: (%) Enabled ) Disabled
. Samba Server Printer Model:
B Fre Server Printer Name: ||p

B webCam Server

B Svystem Management
M Log and Status [ Apply Change ] [Reset]

[ 1
Printer Description: | |

B Logout

Item Description

Enable Printer Server Check Enable for applying printer server.

Enable Printer Access Allow printer can access from WAN side by checking on Enable for this
from WAN item.

Printer Model The printer model will be shown when plug the USB printer.

Printer Name Input the name of printer you like.

Printer Description Input the description of printer as your demand.

Apply & Channel Click on Apply button to continue. Click on Cancel button to clean the

setting on this page.

Besides above setting finished, the printer setting on PC also needs to be set as follows.

5.5.4.1  Printer Setting on PC

After Enable Printer Server in Quick Setup and Printer Server Configuration, please follow below steps

to set the detail LPR settings in your PC. (Below example is for Windows XP platform.)
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Step 1:

Please go to Start > Printers and Faxes to add a printer.

.@ Tour Windows Xp & Conneck Ta E
=

- Files and Settings Transfer & Printers and Faxes
F5 wizard =

w Bt @) Help and Sup| Shows installed b
p Search

All Programs b T Run...

lﬁl Log off r@ | Turn S Compuker

] 2 ctart - 14 - Paint = 5 Windows Explo

Step 2:
Click “Add a printer .

"8 Printers and Faxes

Eile

€8 5ack & ) search | Folders =
| P M i

Address '{'Q Printers and Faxes

Edit  Wiew Favorikes  Tools  Help

—

Printer Tasks

HF Laserlet 2200 Serwes FCL;

Add a printer
2 Setup Faxing
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Step 3:
Click “Next”.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps vou inztall a printer ar make printer
connechions.

- [f wou have a Plug and Play printer that connects:

\1?) through & ISE port [or any ather hot pluggable
port, zuch az [EEE 1394, infrared, and =0 on), you
do not need o uge this wizard. Click Carncel to
cloze the wizard, and then plug the printer's cable
into pour computer or point the prinker toward wour
computer's infrared port, and turn thie prinker on.
YWindows will automatically inztall the printer for you,

To continue, click Mext.

< Back uexb | [ Cancel
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Step 4.

Click the “Local printer attached to this computer ", and then click “Next”.

Add Printer Wizard

Local or Hetwork Printer
The wizard needs to knaw which bope of printer to zet up.

Select the option that describes the printer pau want to use;

i#)iLocal printer attached to this computer

Automatically detect and install my Flug and FPlay printer

(3 A netwark printer, ora printer attached to another computer

i To zet up a network: printer that iz hot attached o a prink gerver,
“"\l‘) uze the "Local printer’ option,

< Back H Mest s l [ Cancel
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Step 5:
Click the “Create a new port " and select the “Standard TCP/IP Port ", and then click “Next”.

Add Printer Wizard

Select a Printer Port
Computers commuricate with printers through parts,

Select the part you want pour printer to use - If the port iz not listed, pow can create a
new port.

3 Usze the following port; [T (Fecommended Frinte: Pit]

(%) Create a new port;
Type aof part:

Stardaid TERAP Pait v

< Back H Mest s ][ Cancel ]

Step 6:
Click “Next”.
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Add Standard TCP/IP Printer Port Wizard E|

Welcome to the Add Standard
TCRP/IP Printer Port Wizard

'ou use thiz wizard to add a port for a netwark printer.
Before continuing be sure that:

1. The device is tumed on.
2. The network iz connected and configured.

To continue, click Mext,

< Back uexb | [ Cancel

Step 7:
Input the IP address of CWR-935M: 192.168.1.1 (Router Mode), and then click “Next”.

Add Standard TCPSIP Printer Port Wizard

Add Port
Faor which device do you want to add a port?

Erter the Printer Mame or |P addrezs, and a port name for the desired device.

Frinter Mame or IP Address: 192.168.1.1|

Fart Mame: ' II_:'_1 E|-2 'IEE 1_1

< Back ” Hest s ][ Cancel
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Step 8:

Select the “Custom ” and click the “Settings ", and then click “Next”.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified.

The detected device iz of unknowr tupe: Be sure that;
1. The device iz properly configured.
2. The address on the previous page is carect,

Either cormect the addresz and perform another search on the network. by returning ko the
presious wizard page-or select the device tupe if you aré zure the address iz correct,

Device Type
() Standard: | Senstc Mebwork Eard
(%) Custom

< Back H Mest s l [ Cancel
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Step 9:
Select “LPR” and give it the same “Queue Name” as USB Printer Name as shown, and mark “LPR

Byte Counting Enabled . Finally, click on “OK” button.

Configure Standard TCP/IP Port Monitor,

Port Settingz
Part Mane; |_IF'_1 592.168.1.1 |
Printer Mame or [P Address: | 192.168.11 |
Protocal

Ofan

Faw Settingz

(R T x o
Farfumber: |-:i ftl |

LPR Settings

1 Must as same as printer
I Lueus Mame: | | p Nustas as l2+ |
. nanrtirc, 'JICGDC 1T U
I [#]iLPE Byte Counting Enablet “3.2.10 Printer Server Setup [
[ 1 5MMP Status Enabled
Comirnupity Hame | public |
SHMP Device Indes | 1 |

[ ] J[ Caticel ]
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Step 10:
Click the “Finish ".

Add Standard TCP/IP Printer Port Wizard g|

Completing the Add Standard
TCRP/IP Printer Port Wizard

You have selected a port with the following characteristics.

SHMP: Mo

Pratocal: LPR. 1000
Device: 19216811
Part Marne: [P_192.168.1.1
Adapter Tope:

To complete thiz wizard, click Finizh.

< Back ]| Finizh  { [ Cancel

Step 11:
Select the “Manufacturer ” and “Printers ”. If your printer doesn't listed in the table, please install its
driver CD and then click on “Have Disk... " button for installation. Or click on “Next” button to finish the

setting.
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Add Printer Wizard

Install Printer Software
The manufacturer and model determing which printer software to use

'_‘- B ‘Select the manufacturer and madel of your prinker. |f your printer came with an ingtallation
bz “dizk, click Have Digk. IF wour printer iz not listed, consulk vour printer docunentation for
compatible printer sofbware,

| Marufacturer Lt || Priters T I
GLC _ 53 Hewlett-Packard HP-GL/2 Flotter B
S S HP 20000
re S HP 2500C Series
| v e i i 3|

_:é' Thiz drivver iz digitally zsigned. [ Windows pdate ] [ Have Dizk... ]

Tell mie whi driver sighing i irmporkat

[ < Back ][ Mest s ][ Cancel ]

Step 12:

Click on Finish button and all steps of setting printer server are completely.

Add Printer Wizard

Completing the Add Printer
Wizard

You have successfully completed the Add Printer ‘Wizard.
ou zpecified the follmwing printer zettings:

t arme: Hewlett-Fackard HP-GL/2 Plotter
Share name;  <Mot Shared»

Port: IP_192168.1.1

todel Hewlett-Fackard HP-GL/2 Plotter
D efault: ez

Testpage: Mo

To cloge thiz wizard, click Finigh.

< Back ]| Finizh  § [ Cancel
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5.6 System Management

It has 6 sections: Change Password, Firmware Upgrade, Profiles Save, Time Zone Setting, UPnP

Setting, and Language Setting. It is easy and helpful for users making more detailed settings.

= Router
. One Button Setup
B step Setup
B 1F Config
B Wirsless
i naT
B8 Firewall

B cerver

= System Management

Change Fassword
Upgrade Firmware
Profiles Save

Time Zone Setting
LPnP Setting
Language Sething
User Account Manage
Folder Management
B Log and Status

B Logout

5.6.1 Change Password

Users can set or change their password in this section.

= Router

B One Button Setup

B Step Setup

M 1P Config

i wireless

i nAT

B Firewall User Name: admin

B server New Passward: | | Please enter the password

= m Management
& _ Confirmed Password: | | and Conﬁrm |t
B Upgrade Firmware
. Profiles Save

Password configuration

This page is used to set the account to access the web server of Access Point. Empty username
and password will disable the protection.

[ Apply Change | [Resst |

B Time Zone Setting

B uPne Setting

B Language Setting

. User Account Managem

B rolder Management
M Log and Status
B Logout
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Click on Apply Changes to save the setting data. Or you may click on Reset to clear all the
input data.

5.6.2 Firmware Upgrade

This function can upgrade the firmware of the router. There is certain risk while doing firmware
upgrading. Firmware upgrade is not recommended unless the significant faulty is found and published
on official website. If you feel the router has unusual behaviors and is not caused by the ISP and

environment. You can check the website (http://www.cnet.com.tw) to see if there is any later version of

firmware. Download the firmware to your computer, click Browser and point to the new firmware file.
Click Upload to upgrade the firmware. You can’t make any move unless the machine reboot

completely.

T Router

B One Button Setup
+ . Step Setup

- @8 1P Config
+ - Wirslass

B naT
. 8 Firewsll Select File: | I[ Browse... ]I
- Server

& System Managerment
‘ Change Password
& agetermware
B Profiles Save
B Time Zone Setting
B upnp seiting
I Language Setting
B User Account Manage
B Folder Management
B Log and Status
. Lagout

Upgrade Firmware

This paze allows vouupgrade the Access Point fitmware to new version. Please note.do not
power off the device during the upload because it mav crash the svstem.

Caution: To prevent that firmware upgrading is interrupted by other wireless signals and causes

failure. We recommend users to use wired connection during upgrading.

Caution: The firmware upgrade will not remove your previous settings.

*Reset button:

On the back of this router, there is a reset button. If you can not login the administrator page by
forgetting your password; or the router has problem you can’t solve. You can push the reset button for 5
seconds with a stick. The router will reboot and all settings will be restored to factory default settings. If
the problem still exists, you can visit our web site to see if there is any firmware for download to solve

the problem.
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LAMN Port  WAN Port
i . WPS Button

lfr y— —a  — — —

= ||

E o+ Reboot /Reset Button
~

uspB Port

5.6.3 Profile Save

Users can save or restore the setting profile, and reset the setting to factory default.

= T 1 -
el Save/Reload Settings
‘ Orie Button Setup
- ':n?tup This page allows vou save current settings to a file or reload the settings from the file which
pagzi b = g
B 1P Config was saved previously. Besides, vou could reset the current confisuration to factory default.
B Wireless
- I NAT
B Fircwall Save Settings to File: Save... || Save to computer
o B server
&5 Systemn Management Load Settings from File: | “. Browse... ] Upload
i Change Passward i i
Reser Settings to Defanle: | | Reset
K sl g Reset to default. Upload the file from
T rofilasSave PC to router

B Time Zone Setting
B uPnP Setting

‘ Larnguage Settirig

i User Account Manage
B Folder Management
M Log and Status
B togout
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a. Save Configuration
(1) Click Save

Fl Save/Reload Settings
‘ One Button Sctap =

- Step Setup
1P Config
B Wirsless

This page allows vou save current seftings to a file o reload the settings from the file which
was saved previously, Besides, vou could resat the current configuration to factory default.

o I NAT
B Firewall Save Settings to File: -
- Server
& System Management Load Settings from File: | “_ Browse. . ] Upload
. S T Reset Settings to Default:

‘ Upgrade Firmwars
& Pinlssal
. ime Zane Setting
B uenP setting
B Language Setting
i User Account Manage!
B Folder Management

- M Log and Status

B Logout

(2) Please click Save to save configuration to your computer.

File Download

Do you want to save thiz file, or find a program online to open
it?
7 Marme: - config.dat
Type:  Unknown File Type, 16,2KE
From: 192.168.1.1

—_

Find ][ Save ]L Cancel g

harm vour computer. [f you do niot trust the zource; do not find &

|@ “while files from the Intermet can be useful, some files can potentially
program ko open this file or zave this file. What's the risk?
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(3) Select the location which you want to save file, then click Save.

Save jn; |@Desktup V| o o O

e [}ty Dacuments
@ ﬂ My Computer
My Fecent qr'-’ly Metwork Places
Drocuments

L
Dreszktop

ty Documents

iy

by Computer
g File pame: | V-l| Save
Py M etwork, Save as lype: |.|:|at Drocument v_| [ Cancel ]

b. Load configuration file
(1) Click Browser

Fl Save/Reload Settings
‘ One Button Sctap =

- Step Setup
I 1P Config
B Wirsless
o I NAT
B Firewall Save Settings to File: Save..
B Server ]

&% 5yctam Mansgsment Load Settings from File: | I[ Browse.. ||| Upload
: B —
I Change Password Reset Settings to Default:

‘ Upgrade Firmwars
& Pinlssal
B Time Zone Setting
B uPnP Setting
B Language Setting
i User Account Manage
B Folder Management

- M Log and Status

B Logout

This page allows vou save current seftings to a file o reload the settings from the file which
was saved previously, Besides, vou could resat the current configuration to factory default.
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(2) Select configuration file then click Open

=5

Choose File to Upload
Lack ir: r@ Desktap _:j D i ® -

_ IE]M‘;.# Documents
@ lﬂ My Camputer

My Fecent gMy Mekwork Places
..wﬂts_. EB-GDDQIE Chrarie

[ =
@ £9Mobile Partner
- SR REALTEK RTLE187 Wirsless LAN Uity
: Deszktop %35}‘1‘.-"!33

i & Smart Setup

’} @ config
L _ T polphins_720

@Dulphin =
B endpoin Date Created:; 752009 12:54 PM

[ Size: 82,5 MEB

. BB 1P wiz

; £pbwindows Media Player
- E

@wrarSED
My Metwork. File name: Iu:u:unfig __TJ Open I
Flaces
Files of type: l,&.ll Files [*7] _:I Cancel i

e

(3) Click Upload to upload configuration file to CWR-935M.

O uter
B One Button Sstup
B Step Setup
B 1P Config
B Wwircless

Save/Reload Settings

This page allows you save current settings to a file or reload the settings from the file which
was saved previously. Besides, vou could reset the current confizuration to factory default.

- NAT

B Eirewall Save Settings to File: Save...
I Server : ;
&0 System Management Load Settings from File: I |C"~D0cuments and Settings\s | Browse.. || Upload
W' Change Password Beset Settings to Default:

i Upgrade Firrmware
B Time Zane Setting
B uenp setting

i Language Setting

ﬁ User Account Manage
B Folder Managemerit
-1 Log and Statis:
E Logout
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(4) After 90 seconds, CWR-935M will finish process and reboot. Please click Administrator to login

T1CNet
kel Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/

(C) Reload factory default setting

1. Please click Reset

Fl Save/Reload Settings
E One Button Sctap =

B Step Setup
B 18 Config
B8 Wirsless

o I NAT

B Firewall Save Settings to File:
B Server

= System Manage: t Load Settings from File: | “_ Browse... ] Upload
B Chang ¥ Reset Settings to Default:

i Upgrade Firmwars
& Pinlssal
B Tim ne Setting
B uenP setting
B Language Setting
E User Account Manage
B Folder Management
B Log and Status
B Logout

This page allows vou save current seftings to a file o reload the settings from the file which
was saved previously, Besides, vou could resat the current configuration to factory default.
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(2) Please click OK to start reload factory default setting to CWR-935M

Message from webpage |E|

\ ? ) Do you really want to reset the current settings to defaul?

i Ok ﬂ[ Cancel J

(3) After 90 seconds, CWR-935M will finish process and reboot. Please click Administrator to login

T1CNet
kel Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/

138




5.6.4 Time Zone Setting

This function allows users to select their time zone and NTP server. Users can adjust the time manually

or through the NTP server.

B . 4 a
G e , Time Zone Setting
- Orie Button Setup
b You can maintain the system time by svnchronizing with a public time server over the
. W 1P Config Internet.
. B Wirsless
< ) NAT
B Firewall r r
v 2000 1 | Day 1 o 4 ;
 BE Server Gavrent e I}r, : |11c||l| | Day | Hr| |I\Iﬂ, |‘5ec
= System Management {33 | . |
3 jE— - Plea
- Change Pa_ssword Time Zone Select: | (GNIT+08-00]Taipes — vfse select
B upgrade Firmware t thetime zone
B profiles Save
.'- _ Enable NTP client update
-. UPRR SEtting O Automatically Adjust Davlight Saving
B tanguage Setting NTP server: ® 19264141 - North America |
B User Account Manage =
B Folder Managemerit O | | { Manual I Setting)
. I Log and Status.
B Logout [ Apply Change ] [Reset] [ Refresh ]
Item Description
Current Time Users can input the time manually.
Time Zone Select Please select the time zone.
Enable NTP client update Please select to enable NTP client update or not.
Automatically Adjust Please select to enable Automatically Adjust Daylight Saving  or not.
Daylight Saving
NTP Server Please select the NTP server from the pull-down list, or you can enter
the NTP server IP address manually.
Apply Changes & Reset & | Please click on Apply Changes to save the setting data. Or you may
Refresh click on Reset to clear all the input data. Or you may click on Refresh
to update the system time on the screen.

5.6.5 UPNP Setting

Universal Plug and Play (UPnP) is a set of networking protocols promulgated by the UPnP Forum.
The goals of UPnP are to allow devices to connect seamlessly and to simplify the implementation of
networks in the home (data sharing, communications, and entertainment) and in corporate
environments for simplified installation of computer components. CWR-935M supports UPnP function,
and can cooperate with other UPnP devices. When you activate UPnP, please click My Network
Places . Users will see an Internet Gateway Device icon. By click the icon, users can enter the GUI of

3.5G server router. If you do not wish to use UPnP, you can disable it.
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"= Router UPnP Setﬁllg

E One Button Satup
Bl Step Setup

8 1F Config In this page.you can turn on or turn off the UPNP feature of your router.

B Wireless
- NAT Enahle/Disable UPNP: @ Enabled ) Disabled
BE Firewall
B Server
= System Management
B change Password [ Apply Change ] [RES&L]
i Upgrade Firmware
B Profiles Save
B Time Zone Setting
B UenpSetting

B tanguage Setting

E User Account Manage|

B Folder Managemert
M Log and Status
B tooout

8 My Network Places
Eile

Edit Mew Favortes Tools  Help

'\\k;) Back {‘J [ﬁ‘ ‘}_r_j Search’ [E_, Folders

: fiddress |‘1§ My Mebwork Places

Metwork Tasks

Q fidd & petwork place
& view network

Formasbhams
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5.6.6 Language Setting

CWR-935M provides users with 12 languages to choose. Users can change the language of the

interface configuration. Please click Apply Changes after selecting a language.

Language Setting
This page allows you setup the GUI languags.

| Lpply Change ]

Select language:

BA4E
Pyvcorun
Dientsch

FramiGais

gy el

Espatiol
Portugnés
Eh=H

Ialiamo

Using Korean as an example, the screen will display on the chosen language after the countdown is

finished.

rTERERER

Caution: After countdown, you can press Ctrl+F5 forcing the page to refresh. This can avoid any

translation uncompleted situation.
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5.6.7 User Account Management

Personal users can use each individual application such as My Status, My Webcam and My Document.
This section is to set the user’s right. Also, all the users right will be showed in User Account List and

can do the edit or delete by clicking the meaning text.

= Router
T . User Account Management
. One Button Setup
s Setup . .
e You can add user account in this page.
M Wirslezs
ol .~ UserName  Passwod  AccessRign
W Firevall — - - e - = =
@ Server Luis luis [¥]webCam Server  [¥|FTP Server =
&0 System Mansgement i . [Tl WebCam Server [CIFTP Server T

h e P d
W change Passver [ClwebCam server  [CIFTP Server

=leme oo - [ -

. Upgrade Firmware

s eset
S
I Language Setting

. Folder Management
B Log and Status
. Logout

Item Description
User Name Create the user name in this blank.
Password Setup the user’s password.
Access Right Enable the use to Webcam, FTP server.
Apply & Cancel Click on Apply button to add the settings into the list table. Click on
Cancel button to clean the setting on this page.

5.6.8 Folder Management

Easy to check all the USB storage devices connected to your CWR-935M, view the entire data folder

inside each storage devices, and you can do the disk formatting/partition via click on the button in this

page.
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== FRouter

. Ore Button Setup
B step Setup

B 1P Config

B Wirzless

i naT

B Firevall

- Server

= Systemn Management
I Change Password
I Upgrade Firmware
. Profiles Saw

. Time Zone Setting
B upnp satting
I Langu=sge Setting

. Usar Account !-a1ar|a:1.=

M Log and Status
. Logout

Folder Management

You can specify which USB storage to be System Disk.

USE Device Name
[ sysbisk [ Disk |[ TYPE [ Capacity ||  FreeSpace ||  Function |
® USBA  NTFS 160.0 GB 156278972

Partition / Format SysDisk

All existing data and paritions on the HDD will be DESTORYED ! Make sure you really need to do this !

TYPE: (0 FAT16/32 @ NTFS © EXT3

Select the USB Disk and click on Mount button for refresh all disks before you do disk partition,

and the Unplug button will appear.

To partition/format the disk, please select the disk and click on Format button.

If you want to view the data inside the disk, please click on “Disk Explorer ” to view all the disks

folders inside the device.

|Note : You have to click on “Unplug” button before remove the USB devices.

5.7 Log & Status

The category provides Network Config and Event Log status for users to know the operation status.

- Log -E|r||:| =
i fletwork Co
E Exvent Log

ﬁ Eogout
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5.7.1 Network Config

Users can check the Internet status under this category, including Firmware version, Wireless setting,

Connecting Time, WAN, TCP/IP ...information.

ﬁccess Pnlnt .éi.:at-us

This page shows the current status and some basic settings of the device,

Uptime 2day: 20h:45m: 385
Firmware Version Werl 0.5

Build Time Thu Jul 30 17:11:33 CST 2009
WirelessEonfiguration

Mode AP

Band 2.4 GHz (B+G+N)
SSID CTR-935M

Channel Number i

Encryption WEP 64bits

MAC 00:d0:41:b3:6e:f3
Associated Clients 0

5.7.2 EventLog

You may enable the event log feature here.

System Log

This page can be used to set remote log server and show the system log.

[0 Enable Loe —> Please select to enable log function.

system all wireless | DoS
Enable Remote Log Log Server IP Address:
Apply Change |
Item Description

Enable Log

You may choose to enable Event Log or not

System all, Wireless, DoS

Please select the event you want to record.

Enable Remote Log

You may choose to enable the remote event log or not.

Log Server IP Address

Please input the log server IP Address.

Apply & Cancel

Click on Apply button to add the settings into the list table. Click on
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Cancel button to clean the setting on this page.

*The following figure is an example when users click Apply Changes to record the event log.

Enable Log
s¥ystem all wireless DoS
[] Enable Remote Log Log Server IP Address:
| Apply Changes |
ot TaCK =3
Oday 00:00:17 FPTF netfilter commection tracking: reglstered )
Oday 00:00:17 FPTF netfilter AT helper: registered
Oday 00:00:17 1p_takles: () 2000-2002 Wetfilter core team
Oday 00:00:17 NET4: Unilx domaln sockets 1.0/3MP for Limmz NET4.0.
Oday 00:00:17 NET4: Ethernet Bridgze 008 for NET4.0
Oday 00-:00:17 VF3: Mounted root (sguashfs filesystem) readonly,
Oday 00:00:17 Freeing ummsed kermmel wemory: édk freed
Oday 00:00:17 mount fproc file swstem okl
Oday 00:00:17 mount fvar file swstem okl
Oday 00:00:17 device eth0 entered promiscucus mode
Oday 00:00:17 device wlanl entered promiscuoms mode
Oday 00-:00:17 TPT: unreasconable target TERI 0
Oday 00:00:17 be0: port Z{wland)y entering listening state N
Oday 00-:00:17 be0: port 1iethld) entering listening state 3
nl [ I I P A T | n R I | (WS L H 1 H L d
[REﬂ'ESh] [ Clear ]
5.8 Logout

This function provides users to logout.

Logout

This page iz used to logout.

Do yon want to logout ?
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Chapter 6. Advanced Configuration for AP Mode

6.1 IP Config

In this category, you can setup the IP rules under AP Mode.

6.1.1 LAN Setup

ﬁ Cne Button Setup
] Step Setoup
= 1P Eorfig

B LAN

B wircless

B corver

] System Management
By Log and Status

E Logout

Please click on LAN of IP Config and follow the below setting.

6.1.2 LAN Interface Setup

This page is used to configure for local area network which connects to the LAN port of your Access

Point. Here users may change the setting for IP address, Subnet Mask, DHCP, etc.

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the
LAN port of vour Access Point. Here voumay change the setting for IP address, subnet
mask, DHCP, etc..

B Server

BB System Management Device Name: CWR-935M |

— Lag and Status IP Address:
B Logout
Subnet Mask:

Default Gateway:

DHCP:

DHCP Client Range:

Static DHCP: | ed Set Static DHCP
802.1d Spanning Tree: |asabled ‘:,|

Clone MAC Address: Q00000000000

Apply Change ] [Reaet ]
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Item

Description

Device Name

Name of CWR-935M

IP Address

The default IP address is 192.168.1.254 (recommend).

Subnet Mask

Please enter the Subnet Mask address; it should be 255.255.255.0 for

the most time.

Default Gateway

Please enter the Default Gateway address. If you don’t know the

address, please contact your ISP.

DHCP

Users can choose to enable DHCP service or not. The DHCP server
will give an unused IP address to a computer which is requesting for
one. That computer must be a DHCP client, and then it can obtain an

IP address automatically.

DHCP Client Range

The default value is 192.168.1.100 - 192.168.1.200. The DHCP server
will assign an IP to a computer from this range. The Show Client will

display every assigned IP address, MAC address, and expired time.

802.1d Spanning Tree

IEEE 802.1d Spanning Tree Protocol (STP) is a link layer network
protocol that ensures a loop-free topology for any bridged LAN, This

function is optional.

Clone MAC Address

If your ISP asks you to enter a specific MAC Address, please input the

correct info at the column.

Apply Changes & Reset

Click on Apply Changes to save the setting data. Or you may click on

Reset to clear all the input data.
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6.2 Wireless Setup

The category includes Basic Settings , Advanced Settings , Security , Access Control , WDS

settings , and WPS. Please read below for the setting instruction.

AP

E Gne-Bution Setup

B Step Setup

B IF Config

= Wireless
Basic Settings
Advanced Setfings
Senurity
Access Control
WES settings
WES
rver

o

L) Tt 1

vetem Management
and Status

ECO
]
I

(o}

gout
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6.2.1 Wireless Basic Setting

The basic settings related to the wireless are specified as following.

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which mayv connect to
wour Access Point. Here vou may change wireless encryption setiings as well as wireless

network parameters.

[] Disable Wireless LAN Interface
Band: |24 GHz (B+G+N) |

Mode: [AP

Nemwork Tvpe:

v Multiple AP

s |CWR-835M
Channel Width: l-1[]l'.-'|H2 v
Control Sideband: 'I_Jpper v_'
Channel Number: . {ic] \_f
Breadcast S5ID: élEnabled \;,
VWAL

Data Rate: ;.ALITD v

Associated Clients: Show Active Clients

Enahle Mac Clone (Single Echernet Client)

[l Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface: | :

L Apply Change ] [Reset]

Item

Description

Disable Wireless LAN Interface

Disable Wireless LAN Interface

Please select the frequency. It has 6 options: 2.4 GHz

Band
(B/G/N/B+G/G+N/B+G+N).

Please select the mode. It has 3 modes to select: (AP, WDS,
AP+WDS).

Mode Multiple APs can provide users another 4 different SSID for
connection. Users can add or limit the properties for each
connection
(Please check Note 1).

SSID Service Set identifier, the default SSID is CWR-935M, users can
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define to any.

Please select the channel width, it has 2 options: 20MHZ, and
40MHZ.

Channel Width

) Enable this function will control your router use lower or upper
Control Sideband

channel.
Channel Number Please select the channel; it has Auto, 1, 2~11 options.
Broadcast SSID User may choose to enable Broadcast SSID or not.
Data Rate Please select the data transmission rate.
Associated Clients Check the AP connectors and the Wireless connecting status.

Enable MAC Clone (Single | Clone the MAC address for ISP to identify.
Ethernet Client)

) Allow to equip with the wireless way conjunction upper level,
Enable Universal Repeater

] ) provide the bottom layer user link in wireless and wired way in the
Mode (Action as AP and Client

meantime.

simultaneously )
((Please check Note 2).

While linking the upper level device in wireless way, you can set
SSID of Extended Interface )
SSID to give the bottom layer user search.

Click on Apply Changes to save the setting data. Or you may
Apply Changes & Reset

click on Reset to clear all the input data.

Note.
1. Multiple APs
Multiple APs can provide users another 4 different SSID for connection. Users can add or limit the

properties for each connection.

Multiple APs

This page shows and updates the wireless setting for multiple &Fs,

| 24 GHa B+G+M) v | [MultipledP | | [ Auto ]| |Enabled (| | Fokled

| LAN+WAN & ||

sp2| B [24CHa G v | [MultpeAP 3 | [Avo v | [Buablsd v | [LANAWAN v | [Shov]
laps | 24 GHa (B+GN) | [MutiglesP 3 | [Awo o | [Embled w| fociet - [LAMSWAN v | [Shov)

Lcsa]| | 24 GHa (B+GY v] {Mulu_pleAP_ﬂ ffAEto_Ji:]

I’ Apply Change ]I[Rﬁset] [Cloeel

[ (5]
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ltem Description

Enable Please choose to enable it or not.

Band Please select the frequency.

SSID Please enter the SSID.

Data Rate Please select the data transmission rate.

Broadcast SSID User may choose to enable Broadcast SSID or not.

Enable this function can let clients use 2 access types: a. LAN+WAN:

the client can access to the Internet and connect to 3.5G server

Access )
router’s GUI to setup. b. WAN: the client can only access to the
Internet.

Active Client List Display the properties of the client which is connecting successfully.

Click on Apply Changes to save the setting data. Or you may click on
Apply Changes & Reset

Reset to clear all the input data.

Take the client side of wireless network card as an example:
The Client can search for MultipleAP_1 (LAN+WAN) and connect to it. If the client connects to it

successfully, it will display message to notify users.

%" Wireless Network Connection x|

| Network Tasks |” Choose a wireless network

g Refresh network list | Click an itemn in the list below ko connect to a wireless network in range of to gek more

infakmation,
:._L], Set up & wireless netivork ({ )) KISOMLAB i)
far a hiomie or small offize: ﬁ
: L_FJ Security-enabled wireless netwark (WRA] iuul][l
| Related Tasks {{ﬁ}} PAEIE
i) Learn about wireless L_ij Security-enabled wireless network (WP iﬂul][l
ristworking o) MultipleAP_1
i:-l? ZHanas the arder of ﬁ _ !
preferred networks Unsecured wireless network ili!
S Change advanced {{e})] MILIRE AL =
© =eftings
Unsecured wireless nebwork il!!!
Multiple AP 3
({ﬁ:} RES
Unsecured wireless nebwork ili!! =
MultipleAP_4
({ﬁ:} REE
Unsecured wireless network i.!!! |
Eonnect
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2. Enable Universal Repeater Mode (Acting as AP and  Client simultaneously)
Allow to equip with the wireless way conjunction upper level, provide the bottom layer user link in

wireless and wired way in the meantime. (The IP that bottom layer obtains is from upper level.)

Ex: When users enable the Universal Repeater to connect to the upper level device, please input
the channel and SSID of the upper level device on router’s GUI. Click on Apply Changes to save

the settings. (The DHCP in IP config needs to be disabled.)

Channel Numher: g W
Broadeast 351D _[_}isahlea_vl
VWAL Enablad

Diata Rare: _:‘E'tUtU_-;]

Associated Clients: [ Show Active Clients ]

Enable Mae Clone (Single Echerner Client)
Enahble Universal Eepeater Mode
SSID of Extended Interface: ; ESSID_CWR-335M |

Acting as AP and client simultaneculy)

I.[- Apply Changs :l [Reset]

Users can go to the network Config section and check the information of upper level in Wireless

Repeater Interface Configuration.

L
e ;P Encryption Disabled
. Gne bt Loby MAC 00:0:41:b9:6e:3
Step Set
op et Assodated Clients 0

B P Config
B wireless
B Server

WirelessRepeater Interface Configuration
Mode Infrastructure Client
ESSID ESSID_CWR-935M

B8 System Management
&' Log and Status

B Eventlog
. Logout

Encryption Disabled
MAC 00:00:00:00:00:00

State Scanning
TCP/IP Configuration
Attain IP Protocol DHCP

If the bottom layer device is trying to make a connection, users must input the SSID of this router as a

relay station. The IP that the bottom layer device gets is from the upper level device.
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6.2.2 Wireless Advanced Settings

Please complete the wireless advanced settings as following instructions.

Wireless Advanced Settings

These settings are ondy for moore echnically advanced wsers whe have a sufficient knowledze about
wircless LA, These setings should not be changed unless won noes what effect the changes will have

om your Access Point,

Fragment Threshold:
RTS Threshold:
Beacon Interval:
Preamble Type:
LAPP:

Protection:
Aggregation:

Short GI:

RF Output Power:

2346 (256-2346)
247 (0-2347)
100 (01004 1m3)

& Leng Preamble © Short Preamble

& Enahled O Disabled

O Enakled @ Disabled

® Enabled O Disabled

& Enakled O Disabled

@1ms One Osos Os O15%

(Ao G ) (P |

Item

Description

Fragment Threshold

To identify the maxima length of packet, the over length packet will be
fragmentized. The allowed range is 256-2346, and default length is
2346 Bytes.

RTS Threshold

This value should remain at its default setting of 2347. The range is
0~2347. Should you encounter inconsistent data flow, only minor
modifications are recommended. If a network packet is smaller than
the present RTS threshold size, the RTS/CTS mechanism will not be
enabled. The router sends Request to Send (RTS) frames to a
particular receiving station and negotiates the sending of a data frame.
After receiving an RTS, the wireless station responds with a Clear to
Send (CTS) frame to acknowledge the right to begin transmission. Fill

the range from 0 to 2347 into this blank.

Beacon Interval

Beacons are packets sent by an access point to synchronize a wireless

network. Specify a beacon interval value. The allowed setting range is
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20-1024 ms.

Preamble is the first subfield of PPDU, which is the appropriate frame
format form transmission to PHY (Physical layer). There are two
Preamble Type options, Short Preamble and Long Preamble. The Short Preamble
option improves throughput performance. Select the suit Preamble as

Short or Long Preamble.

Inter Access Point Protocol. Allow seamless roaming between Access

IAPP o )
Points in your wireless network.
Protection Please select to enable wireless protection or not.
) Enable this function will combine several packets to one and transmit
Aggregation ) N
it. It can reduce the problem when mass packets are transmitting.
Short G Users can get better wireless transmission efficiency when they enable
ort Gl

this function.

Users can adjust the RF output power to get the best wireless

RF Output Power )
connection. Users can choose from 100%, 70%, 50%, 35%, and 15%.

Click on Apply Changes to save the setting data. Or you may click on
Apply Changes & Reset

Reset to clear all the input data.

6.2.3 Wireless Security Setup

Four encryption types could be selected here, please follow below instruction for the setting.

Wireless Security Setup

This page allows vou setup the wireless security. Turn on WEP or WPA by using Encryption Kevs could
prevent any unauthorized access to yvour wireless network.

Select SSID: | Root AP - CWR-035M v [_Aepycrange | [Reset]
Encryption: Ncne o
802.1x Authentication: El
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a. Encryption — WEP
a. Set WEP Key
This section provides 64bit and 128bit WEP encryptions for wireless network. Users can also

choose ASCII and Hex shared Key format to protect data.

Wireless Security Setup

This page allows vou setup the wirsless security. Turn on WEP or WPA by using Encryption Kevs could
pravent anv unauthorized access to vour wirgless nerwork.

Select SSID: | Root AP - CWR-035M v Apply Change ] [ Reset ]
Encryption: '_-WEF' ~
802.1x Authentication: |

Authentication: O Open System O Shared Kev & Auro

oit_ix]

Key Length: :

;Hex

Key Format: {10 characters) -

Encryption Key: [srenrnmnre

b. 802.1x Authentication
It is a safety system by using authentication to protect your wireless network. Please choose
between WEP 64bits and WEP 128bits.

ii. Encryption — WPA, WPA2, and WPA2 Mixed
a. Enterprise (RADIUS)
Please input the Port, IP Address, and Password of Authentication RADIUS Server.

Wireless Security Setup

This page allows vou setup the wireless security. Turn on WEP or WPA by using Encryption Keys could
prevent anv unauthorized access to vour wirsless network

[ Apply Change ] [ResetJ

Select SSID: | Ro0t AP - CWR-935M

|

M
|

Encryption:

[WPA_

Authentication Mode:

WPA Cipher Suite:

& Enterprize (RADIUS) O Personal (Pre-Shared Kav)
TKIP []aFs

RADIUS Server IP Address: |
RADIUS Server Port: |1 612 |

RADIUS Server Password:
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b. Personal (Pre-Shared Key)
Pre-Shared Key type is ASCII Code; the length is between 8 to 63 characters. If the key type is Hex,
the key length is 64 characters.

Wireless Security Setup

This page allows vou setup the wireless security. Turn on WEP or WPA by using Encryption Keys could
prevent any unauthorized access to vour wireless network.

Select SSID: | Ro0t AP - CWR-935N ~| [ _Applychange | [Reset |
Encryption: i VWPA v !
Authentication Mode: ) Enterprise (RADIUS) @ Personal (Pre-Shared Kev)
WPA Cipher Suite: TXIP [ 4Fs
Pre-Shared key Format: lElSEpPrase _v|

Pre-Shared Key: | |

Click on Apply Changes to save the setting data. Or you may click on Reset to clear all the input data.

6.2.4 Wireless Access Control

The function of access control is to allow or deny users to access 3.5G server router by according MAC

address, it is optional. If you select Allowed Listed , then only those clients whose MAC address is

listed on access control can connect to your base station. If you select Deny Listed , those clients

whose MAC address is listed on access control can’t connect to your base station.

Wireless Access Control

If vou choose 'Allowed Lizted', onlv those clients whose wireless MAC addreszes are in the access
confrol list will be able to connect to your Access Pont. When Deny Listed' ts selected. these
wireless clients on the list will not be able to connect the Access Point.

=
2

Wireless Access Control Mode: [DiSEmE vw| —— Users may enable

or disable this

MAC Address: | | Comment: | £ R
ction.

| Apply Change | [ Reset |

Current Access Control List:

© MACAddress  Commemt  Select
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Take the wireless card as the example.

(1) We will use Deny Listed as an example. Please select Deny Listed in Wireless Access Control
Mode first, and then input the MAC address of wireless card in MAC Address field. Click Apply
Changes to save the setting data.

Wireless Access Control

If vou choose ‘Allowed Listed’, only those clients whose wireless MAC addresses are in the access
control list will be able to connect to your Access Point. YWhen Deny Listed is selected, these wireless
clients on the list will not be able to connect the Access Point.

Wireless Access Control Mode: Deny Listed -V>|

MAC Address: |03DCH11B0D11? | Eumment:|

Apply Changes

[ Reset ]

Current Access Control List:
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(2). You will find out that the MAC address appears on Current Access Control List , it means the

initiation is completed.

Wireless Access Control

If vou choose “‘Allowed Listed . only those clients whose wireless MAC addresses are in the access control list will be
able to connect te your Access Point. YWhen Deny Listed is selected, these wireless clients on the list will not be able

to cohnect the Access Point.

Wireless Access Control Mode: iDﬁnY Listed we

MAC Address: i | Comment: | |

l Apply Changes ] [Rgfaet]

Current Access Control List:

Dralete All Reset

158



(3) Please open wireless card Ul and try to connect to this router. You will find out that the connection

Request will be denied.

Wireless Network Connection

Metwork Tasks

o

= Refresh mietwork lisk

;f-i Set up a wireless retwatk
for a home or small office.

Related Tasks

i) Learn about wireless
netwarking

ﬁi’ ‘Change the order of
preferred netivorks

i Change advanced
J’A— settings

Choo

Click. ari i
informat

({i}

Wireless Metwork Connection

Please wait while Windows connects to the 'TWR-935M" network,

[

‘Waiting Far the netwark. .,

[

-

Zancel

((T)
((T)

((?}J

CWR-935M

Ursecured

TL-INTERMET

't Security-enabled wireless netwark (WPA)

Wireless_g-tl

! : ;
'i. Security-enabled wireless network

KISOMLAB

Automalic ?ﬂi’

aallll

|
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6.2.5 WDS Setting

Wireless basic settings must enable WDS first. This function can communicate with other APs by

adding MAC address into the same channel.

WDS Settings

Wireless Distribution Swstern vaes wirless media o comrounicate with other 2Fs, like the Ethemet
deoes, Todo this, ywon must set these AFs in the same channel and set MAC address of other £AFs which
won want o corroomicate With in the table and then enable the WDE,

[] Enable WDS

MAC Address: | |

Data Rate:

Comment: | |

[ Apply Changes ] [Reset] [ St Security ] [ Show Statistics ]
Current WDS AP List-

[ Delete Selected ] [De]&heﬁ-.]l] [Reset]

* The following figure is the explanation.

Wireless Connection

AP Router AP Router
WDS WDS

N %
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* Please follow the instructions to setup the connection.

(1). Please check the MAC address and Channel number of the upper level device.

WirelessConfiguration

Mode AP
Band 2.4 GHz (B+G+M)
551D CWRE=535M

| Channel Number 9|
Encryption Disabled
MAC O0:d0:41:b%:6e:f3
Associated Clients ]

TCP /1P Configuration

Attain IP Protocol Fixed IP

IP Address 192.168.1.200
Subnet Mask 255.255.255.0
Default Gateway 182.168.1.200
DHCP Server Enzhled

IMAC Address 00:d0:41:h0:6F:0b |

(2). Enter the Wireless Basic Settings page, select AP+WDS mode, and then select the Channel
Number . Click Apply Changes to save the setting data.

== Router

. One Button Setup g
B Step Setup [ srode: [spowps v| | [(Hutipieap |
R 1P Config
& Wireless Network Type: nifrasiructura
i Basic Settings SSID: [CWR-935M |

B Advanced Settings

Bl secunity Channel Wideh: 40MHz V|
Lt Control Sideband: Upper v|

. WDS settings
B wes ICImmlel.\'umher: LQ w l
Be MAT
Broadease SSID: Enabled &
M Firevall \—‘
M Server WAL Enabled
I System Management ||
W Log and Status B e Ml

B Logout Arzociated Clients: [_ Show Active Clients ]

Enable Mac Clone (Single Ethernet Client)

[ Enable Universal Repeater Mode (Acting as AP and client simultanesuly)

S5ID of Extended Interface: |"::. |

| Apply Change | [Reset]
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(3.) Enter the WDS Settings page, select Enable WDS, and then input the MAC address of the

upper level device. Click Apply Changes to save the setting data.

WDS Settings

Wireless Distribotion Swstemmn nses wireless media to commmunicate with other AFs, like the Ethemet
does, Todo this, wou mnst st these AP in the same chinne] and set MAC address of other AF5 which
o want o oormnronnicate With in the table and then enable the WDE,

Enable WDS

IMAC Address: | O00FRF05CS
Data Rate: -

Comment: | |

[ erly Chingss ]l[R‘ESEt] [ Seteonity | [ Show St |

Current WDE AP List:

’ Delete Selected ] ’Delﬂhaf-‘-.]l] ’RESEt]
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(4). When the time counts down to 0, you will see the MAC address of the upper level device

displaying on Current WDS AP List .

WDS Settings

Wireless Distiibotion System nses wirless media 1o comnmunicate with other AFs, like the Ehermet
does, To do this, you must set these AFs in the same channe] and set MAC addess of other AFs which
yom, Want 0 cornroumicat With in the fable and then enable the WS,

Enable WDS

MAC Address: | |

Data Rate: St vi

Comment: | |

[ Apply Changes ] [RESE.'t] [ St Security ] [ Show Statistics ]

Current WDS AP List:

—___
00:0e:68:£1:05:08 Auto

[ Delete Selected J [ DE]EhE:f—‘s]l] [RESE‘.'t]
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(5). Head back to LAN Interface , disable DHCP option, and then click Apply Changes to save the

setting data.

==—

Band: (2.4 GHz (B+G+N) V|

Mode: AP+NDS | [ Hultiple 4P|
Network Tvpe:

SSID: ICWR-935M |
Channel Width: [ 40HHz v

Control Sideband: | Upper v |
Channel Number: |_':| W

[ Broadeast SSID: | Disabled |

VWAL

Data Rate: Auto W

Associated Clients: | Show Active Clients

Enahle Mac Clone (Single Ethernet Client)

[l Ewmable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface: |==

| Apply Change | | Reset |
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(6.) The MAC address of the upper level device is going to setup like the MAC address of the router.
Enter the upper level device’'s WDS settings page, and input router’'s MAC address. Click Apply

Changes to save the setting data.

WDS Settings

Wircless Distribotion System nses wireless media to commmonicate with other 2Fs, like the Ehemet
does, To do this, you munst set these AFs in the same channe] and set MAC addess of other AFs which
yon, Want o cormrounicats With in the table and then enable the WS,

Enable WDS

MAC Address: [000e68fi05d0

Data Rate: | Anto _"-’_E \Please input the MAC
Comment: | | address.

[ Apply Changes ] [RESE't] [ St Security ] I Show Statistics

Current WDS AP List:

Dielete Selected ] [Delﬁheﬁ.]l ] [RESEt]
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(7) After initiating the upper level device, please check Local Area Connections. Click Supports to

check out the IP address which is assigned by upper level device.

" Wireless Network Connection Status E][ﬁ__(]

Gerneral IE Lpport |

Connechion statuz

@ Addrezs Tupe: Azzigned by DHCF
L IP Address: 132168.1.153
Subriet Mazk: 255.265.255.0
Drefault Gateway: 19216811

[ Details...

windows did not detect problerms with thiz
cohnection. |f you canhat connect, click

Repair.

Cloze

(8) You can input http://192.168.1.1 in IE browser to enter the GUI page of the upper level device and

make sure the connection.

]
J—JCNEf 3. 5G+Wireless-N

Router | AP | Wi-Fi AP

Username :

Password

=
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6.2.6 WPS

Wi-Fi Protected Setup, it can simplify the procedures of wireless encryption between CWR-935M and
wireless network card. If the wireless network card also supports WPS function, users can activate

WPS auto-encryption to speed up the procedures.

WPS supports 2 models: PIN (Personal Information Number) and PBC (Push Button Configuration).

These models are approved by the Wi-Fi Alliance.

PIN model, in which a PIN has to be taken either from a sticker label or from the web interface of the
WPS device. This PIN will then be entered in the AP or client WPS device to connect.

PBC model, in which the user simply has to push a button, either an actual or a virtual one, on both
WPS devices to connect.

*The following figure is the display of the front of CWR-935M

LAMN Port  WARN Port
WPS Button

¥ | ¥ |4

E oH Reboot /Reset Button

When users select a specific model on wireless base station, the clients can connect to the base by
selecting the same model.

The connection procedures of PIN and PBC are almost the same. The small difference between
those two is:

Users input the PIN of wireless card in the base station first; it will limit the range of the clients. It is
faster to establish a connection on PIN model.

On PBC model, users push the WPS button to activate the function, and then the wireless client must
push the WPS button in 2 mines to enter the network. The client will search to see if there is any
wireless base station which supports WPS is activating. If the client finds a matching base, the
connection will be established. The speed of establishing a connection is slower than the PIN model
because of this extra step.

On the other hand, users need to input the information of the wireless card into the register interface.
It might lead to the failure of connection, if users make mistakes on inputting. On PBC model, users

only need to click the WPS button on both sides to make a connection. It is easier to operate.
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This page supports Start PBC and Start PIN ; please follow the instructions to operate.

* Start PBC:

(1) Please click Start PBC to connect to the wireless network card.

Wi-Fi Protected Setup

This page allows vou to change the setting for WES (Wi-Fi Protected Setup). Using this
feature could let vour wireless client automatically synchronize its setting and connect to the
Access Point in a minute without any hassle.

[] Disable WPS

WPS Status: * Confizured Un-Configured
Self-PIN Number: 23032195

Push Button Configuration: I Start PBC

[ Apply Change ] [Reset]

Cuarrent Key Info:

Open [Mone n“_\. A

(2) Please click OK to start WPS process..

== Router Start PBC Successfully You have to run Wi-Fi Protected Setup in Client within 2 minutes.
B oOne Button Setup

B8 Step Setup oK.
BE 1P Config -
= Wireless

B Basic Settings

B Advanced Settings
B Security

B Access Control

B wDs settings
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(3) Open the configuration page of the wireless card which supports WPS. Click the Wi-Fi Protect
Setup, and then click PBC to make a WPS connection with AP from the WPS AP list
(PBC-Scanning AP).

REALTEK RTLB1B7 Wireless LAN Uitility
RefreshiRY  Set Wizard(S)  ModeiM)  Wiew(¥)  AboutfA)

= ‘:J My Computer | General-fé _F'lofile-i, #ieailable Metwark | -.t’-'«dvanced-ii Status | Statistics | Wi-Fi Frotect Setup |
o Realtek RTLE1ET Wir :
Wi-Fi Protected Setup
An easy and secure setup solution for Wi-Fi network
P
After pushing the PIM button.Please enter the PIM code into your
AR,

PIN Code : 70070538

PIM

Push Button

After pushing the PBC buttan.Please push the physical button on
your &P-or wisual button on the WPS config page.

I[ PEC
Shizw Tray Icon [ Disable sdapter
[radio off [windows Zero Config:
Peady

(3) Dongle starts WPS process.

Wi-Fi Protected Setup - PBC method

Wi-Fi Protected Setup - PBC method

If there is more then one AP on the PEC mode, there will be
"Session Owverlap” Flease using PIN method or wait for 2
while push the button again.

Status ; Initial WPS ...

Complete : |y ]

PBC [ Zanicel ]
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(3) After finish WPS configure successful, Wireless USB Dongle will get network information from

CWR-935M. It means the WPS connection between wireless card and CWR-935M is established.

REALTEK RTLB187 Wireless LAN Utility
RefreshiRy  Set Wizard(S) Mode(M) View(y) Abouk(a)

= jfi Mysorpaer General i.Prnfile ..-’-‘wailable Netwolk._:..ﬁ.dvancedi .Status .Statistics .\.u\r"i-Fi Frotect Setup-;
-2 Realsk RTLE187 Wir -

Status: Assorigted Throughput:

Speed: 54 Mbps
Type: Infrastructure

Encryption. Norie Tx:0,05%, Total:0, 14%

=510 CWR-935M

sigral strenatic | WRRNNRRNNANNRRNRRNNANNRRNNNNN | oo

Link quaiey: (NNNMEANBNNNERNDRNNNRNRNNINNY | o,
Metwork Address,

Mac Address: 00:1A:EF03:09:54
IP Address: 192,168.1,131

Subnet Mask: 255.255.255.0
Gateway: 192.168.1.1

ReMNew IP
Sl e
[#lshow Tray Icon [Disable Adapter
[ IRadia Off [Iwindows Zero Config
ﬁeaay
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* Start PIN:

(1.) Please open the configuration page of the wireless card to get a PIN number, and write it down.

REALTEK RTLB1 87 Wireless LAN Utility
RefreshiR)  SebWizard(S) Mode(M)  viewds) About{a)

= Ii_i My Computer [ Generaigf Prafile Available Metwark | Advanced Status | Statistics | i-Fi Protect Setup L
il Riealtek RTLE1ET Wi

Wi-Fi Protected Setup

An easy and secure setup solution for Wi-Fi network

PIN
After pushing the PIN button.Please enter the PIM code into your
fA=R

PIN Code = 48130745

PIM

Prsh Button

After pushing the PBC button.Please push the physical button on
your AP or wisual button on the WPS config page. '

PBC
[¥]5howe Tray Icon [IDisable Adapter
[C1Rradio off [Clwindows Zera Config
.Reaéi.y
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(2) Open the Wi-Fi Protected Setup configuration page of CWR-935M, input the PIN number from the
Wireless card then click Start PIN.

== Router This page allows vou to change the setting for WPS (Wi-Fi Protected Setup). Using this
B one Button Setup feature could let vour wireless client automatically synchronize its setting and connect to the
B Step Setup Access Point in a minute without any hassle.
B8 IP Config
= Wirgless [] Disable WPS
B Basic settings
B Advanced Settings WEs Status: Configured Un-Confizured
B security Self- PIN Number: 13932195

I s Skl Push Button Configuration: Start PBC
B wDs settings y
g WS [_ Apply Changs ] [ Reset ]

B Firewall Current Key Info:
B Server

B System Mandgement ; T —_—
: en MNone A
B Log and Status O 1 | |

i Logout

Client PIN Number: (48130745 | | StartPm |

(3) Click OK to starts process.

Applied client's PIN successfully! You have to run Wi-Fi Protected Setup in Client within 2 minutes.
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(4) Open the configuration page of the wireless card which supports WPS. Click the PIN to make a
WPS connection with AP from the WPS AP list (PIN-Begin associating to WPS AP).

REALTEK RTLB1 87 Wireless LAN Utility
RefreshiR)  SebWizard(S) Mode(M)  viewds) About{a)

= aj My Computer Generaiif Profle Aowailable Metwark | Advanced Status | Statistics | Wi-Fi Protect Setup lL
il Riealtek RTLE1ET Wi

Wi-Fi Protected Setup

An easy and secure setup solution for Wi-Fi network
PIN
After pushing the PIN button.Please enter the PIM code into your
AP,
PIN Code = 48130745

PIM

Prsh Button

After pushing the PBC button.Please push the physical button on
your AP or wisual button on the WPS config page. '

PBC
[¥]5howe Tray Icon [IDisable Adapter
[C1Rradio off [Clwindows Zera Config
.Reac-i.y

(5) Click No, then USB Dongle starts WPS Process.

Wi-Fi Protected Setup

Lo J[
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(5) WPS process. .

Wi-Fi Protected Setup - PIN method X

Wi-Fi Protected Setup - PIN method

Flease enter the following PIM code into your AF

FIN Code : 48130745
Status ¢ Initial WPS ..,

[TITTITIT |

Canicel

6.3 Server

CWR-935M provides Samba Server, FTP Server, Web Camera Server, and Printer
Server Application.

6.3.1 Samba Server

Support NetBIOS Protocol, the consumer sharing file or printer which provides as the “My Network
Places”. Please make sure storage devices and printers are connecting to USB ports on the router and

already mounting.

== Router
B One Button Setup
B® step Setup

Samba Server Setting

You can enabled or disabled samba server function in this page.

B 1F Confin

| Wireless

i naT Enable Samba Server: & Enabled C Disabled

B Firewall

& sorvar Workgroup Name: |'u"-.-’0r|<gr0up |
& W Server Name: |C‘J"\:"R-E|35['u’| |
. FTP Server =
B Webcam Server Server Description: CWR-935M Mobile Router

. Print Server
B System Management [ Apply Change J [Reset ]

B Log and Status
I Logout
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Iltem Description

Enable Samba Server Enable or disable this function.
Workgroup Name Input the workgroup name, default is “Workgroup ".
Server Name Input the server name, default is “CWR-935M".

You can input description of the server, default is “CWR-935M Mobile

Server Description
Router”

Click on Apply Changes to save the setting data. Or you may click on
Apply Changes & Reset

Reset to clear all the input data.

6.3.1.1  How to Enter the Sharing Folder

Please follow below steps.

Step 1.

Please click the “start”, and select “Run”.

LA T R L P ——

Set Program Access and Defaulks

W Windows Catalog

% indows Lpdate

._ Programs L4
S Documents 3
. S

E?,f Settings b
jJ Search 3

Help and Suppork

Log OFF sdministratar. .

Windows XP Professional

iﬂ'l Turn OFf Computer., .

wie

f} siart i Wiy
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Step 2:
In the Address blank input the IP address: \\192.168.1.1.

- Type the name of a program, Folder, document, or
Internet resource, and Windows will open it Faor you,

[ oK ][ Zancel H Browse, ., J

Step 3:
Appear following menu, can open following to share internal data.

T 192.168.1.1

File  Edit “iew Faworibes  Tools  Help

@Back - \_}l -:'32‘ f',«._ﬁ] Search I;,_i Folders

Address (W8 192,168.1.1

3

Metwork Tasks

i Add 5 network place
ﬂﬁu_l Wiew nebwork conneckions

£ Set upa home or smal
T affice netwark

Note :

1. If connected USB flash or HDD, and then enable samba server function, it will appear a samba
folder.

2. If connected USB printer, and then enable printer server function, it will appear a printer icon.

6.3.2 FTP Server

FTP Server utility allows both local and remote users to upload or download files, pictures or MP3
music form the same storage device. Before configure FTP Server, please make sure the storage

device is properly plug into any USB port on the router and make sure this USB storage device is
detected by the router.
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= Router FTP Server

B One Button Setup
B Step Setup

You can enabled or disabled FTP server function in this page.

B 1r Config
B Wircless
B AT Enable FTP Server: @ Enabled O Disabled
B Firewall i
& ey Enable Anonymous to Login: @ Enahled O Disahled
. Samba Server Enable FTP Access from WAN: & Enabled O Dizabled
. _ FTP Server Port: 21 |
B webcam Server
. Brint Server Idle Connection Time-Out: 300_ !Semnds(l\[l'_\': 60 defanle: 300)
B system Management
: tog E:d St [ Apply Change ] [ Reset ]
ogou
Iltem Description
Enable Samba Server Select to “Enable” or “Disable ” FTP server.

Enable Anonymous to Login | Allow anonymous to login after check on Enable.

The default is 21. Define the FTP command transfer service port. If
FTP Server Port you want to change this port number, remember to change the

service port setting of your FTP client, also.

When a specific time value is added, FTP Server will be de-activated
Idle Connection Time-Out if it has no activity within the time limit. The default is 300 seconds;

the minimum is 60 seconds.

Click on Apply button to continue. Click on Cancel button to clean
Apply & Changes . .
the setting on this page.

) User Name, Status, and Opened Directory/File can be shown on the
User Account List i
ist.

Note : FTP server is compatible with FAT32 or EXT3 format USB storage device. In case you need to
format your USB storage device. Please always make sure the device is formatted with FAT32
or EXT3 standard.

6.3.3 Webcam Server

By connecting web camera to the router, it allows user to monitor their home or office from remote

locations.
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6.3.3.1

Webcam Server Basic Setting

g |
‘ Lagout

WebCam Server

You can enabled or disabled WebCAM server function inthis page.

Enable Webcam: @ Enabled C Disabled
Access from WAN: @ Enabled O Disabled
Image format: 320=240

(B | [ Beeeiiege | oot | [Ben]

Item

Description

Enable Webcam Server

Select to “Enable ” or “Disable ” webcam server.

Image format

The format is 320X240 pixels.

Preview

Click on this button, you can preview the image from webcam.

Record Setting

Please see the detail advance setting in “6.3.3.2 Webcam Advanced

”

Configuration

Apply & Changes

Click on Apply button to continue. Click on Cancel button to clean

the setting on this page.
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6.3.3.2  Webcam Server Advanced Setting

Click on “Record Setting " button, and the screen will appear as below.

Webcam Advanced Configuration

Snapshot Record Settings

Save image interval: 5 sec (default: 5)

Save Location: ®1UsB O Remote FTP
Eemote FTP UEL:

Eemote FTP port:
Remote FTP user:
Eemote FTP password:

Eemote FTP Directory:

Back Apply Changes Reset
[Back ]| J

Item Description

Save image interval )
is 5 seconds.

For saving image, you can set the save interval time, the default value

Set the save location for webcam image, you may save into USB HDD

Server Location or Remote FTP; if select save to Remote FTP, please continue

following remote FTP setting.

Remote FTP URL Input the FTP URL for saving webcam image.

Remote FTP port Input the FTP port number under URL to save image.

Remote FTP user ) ]
image into the FTP server.

Remote FTP password Input the remote password.

Remote FTP Directory ]
image.

Input the users name you like and it will be used to save the webcam

To provide option of which folder should be used for saving webcam

Back Click on Back button for returning to Webcam Basic Setting screen.

Apply & Changes

setting on this page.
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6.3.3.3  Application of Webcam

6.3.3.3.1 Web Camera Monitoring Application
Monitor your home with a Webcam via CWR-935M. Take pictures via CWR-935M, also can do the
monitoring or recording all images into the USB HDD for reviewing. Often marketed as surveillance
tools for home or office security, network Webcams are now being employed by early adopters for
more personal matters, such as watching kids and monitoring pets. The Webcam can be remotely
accessed and controlled via a browser. Besides, to record and monitor live action with USB webcam,

also can view the image through Internet browsers or 3G mobile phones.

6.3.3.3.1.1 Web Camera Monitoring WAN connecting
Users must config with Visual Server or DMZ settings. Input 192.168.1.254 into browser blanks, and
you will see the personal account login screen appear then input your own user account and password.
After login by personal, your will see the personal control panel screen as below, please click on “My

Webcam”.

| JCNG’ Mobile Mini N Router with More Power Freedom

Router / AP / WiFi AP

Administrator Personal Panel
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Click on Personal Panel to enter

i' Start VWebcam Record ] | .-':7-:-;:- .'.'_-'-zt-:e.'r- Record

6.3.3.3.2 Web Camera Recording

6.3.3.3.2.1 Administrator
CWR-935M also can record the pictures from Webcam; only Administrator can do the settings. Select
Web Camera Server from main Menu and Enable this function, click on Record setting button for

further setting.
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- WebCam Server

B one Button Setup

M Step set
s You can enabled or disabled WebCAM server function in this page:

M ir coniig
B Wirsless
w Server Enable Webcam: @ Enabled O Disabled
Samba Server o
B Access from WAN: & Enabled O Disabled
l FTP Server
I‘- m Image format: 320x240
i' Print Server ——
8 system Management Preview ]I Record Setling ][ Apply Change ] [Reset]

i iog and Status
- Logout

To setup the Webcam Advanced Configuration for each blank and the image from webcam will be
recorded into your USB HDD or Remote FTP.

Webcam Advanced Configuration

Snapshot Record Settings.

Save image interval: 5 ec (default: 5)

Save Location: ®USBE O Remote FIP
Remote FTP URL: |

Remote FTP port: I:I

Eemote FTP user:

|
Remote FTP password: | |
|

Remote FTP Directory:

[Elack][ Apply Changes ][ Reset
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For administrator, you may view all the images from webcam recording, please select Folder
Management and click on Disk Explorer to view entire folder inside the disk including webcam record

files.

Folder Management

You can specify which USB storage to he System Disk.

USB Device Name

- SysDisk ~ Disk  TYPE  Capacity =~ Free Space ~ Function
® USBA Unknown 63MB 19MB

Disk Brrplorer

Partition / Format SysDisk

All existing data and partitions on the HOD will be DESTORYED ! Make sure you really need to do this !

TYFE: (O FATI6/32 ©NTFS O EXT3

Foumnat

After click on Disk Explorer , you will see the folder screen appear including all the folders.

Other Places

@& Internet Explorer
£} My Documents
I3 Shared Documents
i_‘j My Metwork Places

Ciwebcam_recorded_files
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All the image files will be saved in the folder “webcam_recorded_files . Please open the file for

checking.

EEX

®fcam1570 01 01 04 53 3ljpg
& cam1970_01_01_04_53_36.pg
5 cam1970_01_01_04_53_41.jpg
B cam1970_01_01_04_53_46.ipg
¥ cam 1570_01_01_04_53_51.jpg
& cam1970_01_01_04_53_56.jpg
& cam1970_01_01_04_54_01.jpg
5 cam1970_01_01_04_54_06.jpg
[E) cam1970_01_01_04_54_11.jpg
¥ cam2008_11_24_03_05_30.jpg
& cam2008_11_24_03_05_35.jpg
K cam2008_11_24_03_05_40.jpg

)

Other Places #

($1 192.168.1.254
[Ej My Documents
I Shared Documents
.'3 My Metwark Places

Details

6.3.3.3.2.2 Personal Application

All the users under administrator’s setting can view entire webcam recording images from My
Document . Please login by your own personal account. For viewing your own folder, please click on

“My Document ”.

Other Places

& Internet Explorer
[ My Documents

== harad Plao mandc
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Note : If you can’t open the folder inside the FTP server, please check with administrator to setup your
FTP & Webcam'’s privileges.

6.3.4 Printer Server

The two USB ports on CWR-935M are for connection with printers to be shared on the local area

network. Follow the below steps to setup your PC to connect to a Printer server.

Print Server

You can enabled or disabled print server function in this page.

Enable Printer Server: ®Enabled  Disabled

Enable Printer Access from WAN: & Enabled (& Disabled

Printer Model: USB Printer

Printer Name: Ip |

Printer Description: | |

(Hb e | (R

Item Description
Enable Printer Server Check Enable for applying printer server.
Printer Model The printer model will be shown when plug the USB printer.
Printer Name Input the name of printer you like.
Printer Description Input the description of printer as your demand.
Click on Apply button to continue. Click on Cancel button to clean the
Apply & Changes ) ]
setting on this page.

Besides above setting finished, the printer setting on PC also needs to be set as follows.

6.3.4.1  Printer Setting for PC

After Enable Printer Server in Quick Setup and Printer Server Configuration, please follow below steps

to set the detail LPR settings in your PC. (Below example is for Windows XP platform.)
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Step 1:
Please go to Start > Printers and Faxes to add a printer.

| Tour Windows xP '
@ \ Connect To K

=
&T_ Printers and Faxes

- Files and Settings Transfer
T Wizard

w Bt @) Help and Sup| Shows installed b
p Search

All Programs b T Run...

lﬁl Log off r@ | Turn S Compuker

] 2 ctart - 14 - Paint = 5 Windows Explo

Step 2:
Click “Add a printer .

"8 Printers and Faxes

File Edit “iew Favorites Tools  Help

€8 5ack & ) search | Folders =
| P M i

Address '{'Q Printers and Faxes

—

Printer Tasks

HF Laserlet 2200 Serwes FCL;

Add a printer
2 Setup Faxing
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Step 3:
Click “Next”.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helpz pou install a printer or make printer
connections,

through a LISB port [ar any other hat pluggable
port, zuch az IEEE 13934, infrared. and =0 on), pou
do not need to uze this wizard. Chck Caricel ta
cloge the wizard, and then plug the printer's cable
intoyour computer or point the printer bowveard your
computer's infrared port, and turn thie printer on.
Windows will autornatically install the printer for you.

‘j}) If pou have a Plug and Play printer that connects

To continue, click Mest

cBack  F Mewts | [ Cancel

Step 4.

Click the “Local printer attached to this computer ", and then click “Next”.

Add Printer Wizard

Local or Metwork Printer
The wizard needs to know which type of printer to zet up.

Select the option that dezcribes the printer you want bo wse:

(%) Local printer attached to thiz computer

Automatically detect and install my Plug and Plap printer

3 A network printer, ora printer attached to another computer

s To zet up a netwark: printer that iz nat attached oo a prink zerver;
‘EJ’) uze the ""Local printer’’ option,

< Back ][ Mest > ][ Cancel
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Step 5:
Click the “Create a new port ” and select the “Standard TCP/IP Port ", and then click “Next”.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports,

Select the part you want vour printer to uze |f the part iz niot listed, pou can create a
newy pork.

3 Usze the following port;

() Create-a new port: .
Type of park: S tandard TERAR Pt

< Back ”_ Mext » ][ Cancel ]

Step 6:
Click “Next”.

Add Standard TCP/IP Printer Port Wizard E|

Welcome to the Add Standard
TCRP/IP Printer Port Wizard

'ou use thiz wizard to add a port for a netwark printer.
Before continuing be sure that:

1. The device is tumed on.
2. The network iz connected and configured.

To continue, click Mext,

< Back uexb J[ Cancel
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Step 7:
Input the IP address of CWR-935M: 192.168.1.254, and then click “Next”.

Add Standard TCPAP Printer Port Wizard

Add Port
Faor which device do vau want to add a port?

Erter the Printer Mame or IP addrezs, and a port name for the desired device.

Printer Mame or IP Address: | 192.168.1 254 |

Bt Hame:; |11;_1921681 254 |

< Back ” Mewxt = ][ Cancel
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Step 8:

Select the “Custom ” and click the “Settings ", and then click “Next”.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified.

The detected device iz of unknowr tupe: Be sure that;
1. The device iz properly configured.
2. The address on the previous page is carect,

Either cormect the addresz and perform another search on the network. by returning ko the
presious wizard page-or select the device tupe if you aré zure the address iz correct,

Device Type
() Standard. | Genedic Mebwark Eaid
(%) Custom

< Back H Mest s l [ Cancel
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Step 9:

Select “LPR” and give it the same “Queue Name” as USB Printer Name as shown, and mark “LPR
Byte Counting Enabled . Finally, click on “OK” button.

Configure Standard TCPSIP Port Monitor.

Part Settings

ForHane, (TP_192 1681254
Printer Mame or IF Address: (152.168.1 254
Protocal

Ofan

Faw Settings

Fort Mumber: | 100 |

LPR Settings

[ — | ] Must—as—f.ame—as—ppinter
Hueue Hame: , name, please refer to

: : "6.3.4 Printer Server
¥[iLPR Byte Counting Enabl

[ Biute Counting Ena ec‘f Setup”
[] 5MMP Status Enabled
Eommmupity Hame oubilie
Cormuri P |
SHIMP Devies Indes | 1 |

L oK J[ Canicel ]
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Step 10:
Click the “Finish ".

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

Y'ou have selected a port with the following characteristics.

SHMF: Mo

Protocal: LPR. 1000
Device: 1921681 254
Port Marme:; IF_192.168.1 254
Adapter Type:

To complete thiz wizard, click Finizh.

< Back ]| Firizh J[ Cancel
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Step 11:
Select the “Manufacturer ” and “Printers ”. If your printer doesn't listed in the table, please install its
driver CD and then click on “Have Disk... " button for installation. Or click on “Next” button to finish the

setting.

Add Printer Wizard

Install Printer Software
The manufacturer and model determing which printer software to use

L Y ‘Select the manufacturer and madel of your prinker. |f your printer came with an ingtallation
“dizk, click Have Digk. IF wour printer iz not listed, consulk vour printer docunentation for
compatible printer sofbware,

b anifacturer Lt il Printers ol
GEL ‘ S Hewlett-Packard HP-GL/Z Flatter =
Ee”f’t": || S HP zo00C
E et S HP 2500C Series
|| 3 1 2500 e LS :
_’5&' Thiz drivver iz digitally zsigned. [ Windows pdate ] [ Have Dizk... ]

Tell mie whi driver sighing i irmporkat

[ < Back H Mest s ][ Cancel ]

193



Step 12:

Click on Finish button and all steps of setting printer server are completely.

Add Printer Wizard

Completing the Add Printer
Wizard

You have successfully completed the Add Printer ‘Wizard.
You gpecified the following printer zettings:

Marne: Hewlett-Fackard HP-GLA2 Plotter
Share name:  <Mot Shared:

Port: [P_192.168.1.254

M odel Hewlett-Fackard HP-GLAZ Plotter
Default: es

Testpage: Mo

To cloge thizs wizard, click Finizh.

l < Back ]| Firizh JI Cancel

6.4 System Management

It has 6 sections: Change Password, Firmware Upgrade, Profiles Save, Time Zone Setting, UPnP

Setting, and Language Setting. It is easy and helpful for users making more detailed settings.
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I &ne Button Sefup
B Step Setup

M 1P config

B wirsless

B Scrver

- System Management

Change Password
B uparade Firmware

B rrofiles save

B Time Zone Setting

B uenp setting

B 1 5nguzage Setting

l User Account Manage
. Folder Management

Log and Status

L
I Logout

6.4.1 Change Password

Users can set or change their password in this section.

== Ap .
& o i Password configuration
Step Sefy

| Step setp This page is used to set the account te access the web server of Access Point. Empty user name and

B 1P config password will disable the protection.
B Wwireless
stem Management User Name: admin Please in put the
. _ New Password: | |
B upgrade Firmware new password
. Profiles Save Confirmed Password: | |
B Time Zone Setting and Conflrm it.
B upnP Setting [ Apply Change ] [ Reset ]

I Language Setting
I User Account Manage

. Folder Management
B8 1og and Status
i Logout

Click on Apply Changes to save the setting data. Or you may click on Reset to clear all the input data.
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6.4.2 Firmware Upgrade

This function can upgrade the firmware of the router. There is certain risk while doing firmware
upgrading. Firmware upgrade is not recommended unless the significant faulty is found and published
on official website. If you feel the router has unusual behaviors and is not caused by the ISP and

environment. You can check the website (http://www.cnet.com.tw) to see if there is any later version of

firmware. Download the firmware to your computer, click Browser and point to the new firmware file.
Click Upload to upgrade the firmware. You can’t make any move unless the machine reboot

completely.

iy Upgrade Firmware

B Step Setup
. IF Config
B Wireless

- Il Server
= System Management Select File: | Browse... Jl Please download
2 Anne Password the firmware to

B Wpgrasda Eimiare your pc first, and
B Profiles Save then upload’it to

& Time Zone Setting router
B upnp setting

This page allows vou upgrade the Access Point firmware to new version. Please note do not
power off the device duting the upload because it may crazh the svsten.

- Language Setiing
B User Account Manage
& rolder Managemerit
- 8 Log and Status
B Logout

Caution: To prevent that firmware upgrading is interrupted by other wireless signals and

causes failure. We recommend users to use wired connection during upgrading.

Caution: The firmware upgrade will not remove your previous settings.

* Reset button:

On the back of this router, there is a reset button. If you can not login the administrator page by
forgetting your password; or the router has problem you can’t solve. You can push the reset button for 5
seconds with a stick. The router will reboot and all settings will be restored to factory default settings. If
the problem still exists, you can visit our web site to see if there is any firmware for download to solve

the problem.
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WPS Button

LAMN Port  WANMN Port

lfr y— —a  — — —

= ||

E o+ Reboot /Reset Button
S I

uspB Port

6.4.3 Profile Save

Users can save or restore the setting profile, and reset the setting to factory default.

= ap Save/Reload Settings

‘ Gne Button Setup
i Step Setup

B IP Config

B wireless

B Server

& System Management Save Settings to File: | Save to computer

B change Password

BB lsciate Bniviars Load Serrings from File: | |[ Browse... || Upload
& Reset Settings to Default: Reset to default. Upload the file|from

B Time Zope Setting
PC to router

Thiz page allows vou fave current settings to a file or reload the settinss from the file which
was saved previoushy. Besides, vou could teset the current confisuration to factory default

B uPnP setting
B Language Sstting

i User- Account Manage!
B rolder Management
B Log and Status
ﬁ Logout

a. Save Configuration
(1) Click Save
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Save/Reload Settings

‘ Cne Button Setup
Bl Step Setup

B 15 Conf This paze allows vou save current settings to a file of reload the settings from the file which
i Qg was saved previously. Besides, vou could reset the current confizuration to factory default.
B Wirsless

M Server
= Systemn Managemeant Save Settings to File: | Save...

B change Password

B Uporade Firmware Load Settings from File: | |[ Browse... ] Upload
& _ Reser Settings to Default:

& Time Zone Setting
B upnP setting
B Langusge Setting

. Uiser Account Manage!
8 Folder Management
I8 Log and Status
i Logout

(2) Please click Save to save configuration to your computer.

File Downlead

Do you want to save this file. or find a program online to open
it?

| M arme: - config.dat
Type: Unknown File Type, 16.2KE
From: 192.168.1.254

Find JL Cancel J

F tathile files from the Interet can be uzeful, some files can potentially
harri your complter, |F yau do not trust the source, da not find a
pragram o opet thiz file or zave this file. What's the risk?
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(3) Select the location which you want to save file, then click Save.

Save jn; |@Desktup V| oy i o i

s Ly Documents:
i b d My Computer

ky Recent ‘-jr\’lv Metwork Places
Dacuments config

T

Deskiop

ty Documents

3

by Computer
g File name: | config V-_| Save
Py Metwork Save as lype: |.|:Iat Docurnent v_| [ Cancel ]

b. Load configuration file
(1) Click Browser

= Save/Reload Settings
. Cne Button Setup -

B Step Setu _ : J :
& A This paze allows vou save current settings to a file of reload the settings from the file which

: . IP_ Cpnhg was saved previously. Besides, vou could reset the current confizuration to factory default.
e Wireless

| Server

= System Management Save Settings to File: | Save. ..
B change Password

Upgrade Eirmware Load Settings from File: | I[ Browse.. Il Upload

& _ Reser Settings to Default:

& Time Zone Setting
B upnP setting
B Langusge Setting
. Uiser Account Manage!
8 Folder Management
I8 Log and Status
i Logout
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(2) Select configuration file then click Open

Choose File to Upload
Lok in: @Desktup __'_j Ly i A T T

IE]M‘;.# Documents
\ﬁ lj My Camputer

My Fecent gMy Mekwork Places

BT EE-GDDQIE Chrome

@ £9Mobile Partner

- SEAREALTEK RTLE18T Wireless LAM Litiity
Deszktop &aSk‘.-"DE

& Smart Setup

’} @ config
: T polphins_720

by O nts |
Ll S, Dolphinr—=2
B endpoin Date Created:; 752009 12:54 PM

i Size: 62.8 MB
3;! BB 1P wiz

My.EDmputer £pbwindows Media Player

@wrarSED
My Metwork. File name: Iu:u:unfig __TJ Open I
Flaces
Files of type: ],&.II Files [*7] _:I Cancel

e

(3) Click Upload to upload configuration file to CWR-935M.

e Save/Reload Settings
B One Button Setup

i Siep Setup
B8 1P Confia
5 Wireless

Thiz page allows vou save current settings to a file or reload the settings from the file which
was saved previously. Besides, vou could reset the current configuration to factory defaule.

= R Server

& Systemn Mansgement Save Settings to File:

B change Password e
] Upgrade Firmmware Load Settings from File: |C"»Ducuments and Settings\Al | Browse... Upload

‘ FrofilesSave Reset Settings to Default: | Reset
B Time Zane Sefting u
B upnp zetting

E Langiiage Setting

‘ User Account Manage
B rolder Management
. 8 Log and Status
i togout
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(4) After 90 seconds, CWR-935M will finish process and reboot. Please click Administrator to login

T1CNet
kel Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/

(C) Reload factory default setting

1. Please click Reset

Fl Save/Reload Settings
E One Button Sctap =

B Step Setup
B 18 Config
B8 Wirsless

o I NAT

B Firewall Save Settings to File:
B Server

= System Manage: t Load Settings from File: | “_ Browse... ] Upload
B Chang ¥ Reset Settings to Default:

i Upgrade Firmwars
& Pinlssal
B Tim ne Setting
B uenP setting
B Language Setting
E User Account Manage
B Folder Management
B Log and Status
B Logout

This page allows vou save current seftings to a file o reload the settings from the file which
was saved previously, Besides, vou could resat the current configuration to factory default.
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(2) Please click OK to start reload factory default setting to CWR-935M

Message from webpage |E|

\ ? ) Do you really want to reset the current settings to defaul?

i Ok ﬂ[ Cancel J

(3) After 90 seconds, CWR-935M will finish process and reboot. Please click Administrator to login

T1CNet
kel Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/
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6.4.4 Time Zone Setting

This function allows users to select their time zone and NTP server. Users can adjust the time

manually or through the NTP server.

. One Bution Setup
B Step Setup

Time Zone Setting

You can maintain the system time by svnchronizing with a public time server over the Internet.

i 1> Config -
B wircless
B server ! ; | | T |
o System Management T Yr|2005? | Mon |8 |Da}'|11 ,Hr|1b |Mn 5 | Sec
. Change Password 44
B upgrade Firmware Time Zone Select: | (GMT+08:00)Taipei — Please seleet
l Profiles Save the time
: W Enable NTP client update Zohe.
. Language Setting [0 Automatically Adjust Daylight Saving
B User Account Manage NTP server : ® | 192.5.41 41 - North America |
B Folder Management o i ( Nanual TP Setting)
B 1 0g and Status
. Logout
[ Apply Change ] [Reset ] [ Refresh ]
Item Description

Current Time

Users can input the time manually.

Time Zone Select

Please select the time zone.

Enable NTP client update

Please select to enable NTP client update or not.

Automatically Adjust Daylight | Please select to enable Automatically Adjust Daylight Saving  or not.

Saving

NTP Server

Please select the NTP server from the pull-down list, or you can enter

the NTP server IP address manually.

Apply Changes & Reset &
Refresh

Please click on Apply Changes to save the setting data. Or you may
click on Reset to clear all the input data. Or you may click on Refresh

to update the system time on the screen.

6.4.5 UPNP Setting

Universal Plug and Play (UPnP) is a set of networking protocols promulgated by the UPnP Forum.

The goals of UPnP are to allow devices to connect seamlessly and to simplify the implementation of

networks in the home (data sharing, communications, and entertainment) and in corporate

environments for simplified installation of computer components. 3.5G server router supports UPnP

function, and can cooperate with other UPnP devices. When you activate UPnP, please click My
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Network Places . Users will see an Internet Gateway Device icon. By click the icon, users can enter

the GUI of 3.5G server router. If you do not wish to use UPnP, you can disable it.

= Ap UPnP Setting

B one Button Setup

i Step setup

i 1P Config

B Wireless

i server Enable/Disable UPNP: @ Enabled O Disabled

& System Management
I Change Password
B Upgrade Eirmware
B profiles save [ Apply Change ] [RESEt ]
B Time Zone Setting
& UpneSetting

B ianguage Setting

In this page you can turn on or turn off the UPNP feature of yvour router.

. User Account Manage
B rolder Management
8 1og and Status
. Logout

8 My Network Places
Eile

@ Back {‘J [? /':__j Search’ [{:-’ Folders

: Address |ﬁ My Mebwork Places

Edit Mew Favortes Tools  Help

#! Local Network

Metwork Tasks

g fidd & petwork place
& view netiwark

Formasbhams
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6.4.6 Language Setting

CWR-935M provides users with 12 languages to choose. Users can change the language of the

interface configuration. Please click Apply Changes after selecting a language.

== Ap =
e e Language Setting
B Step Setup .
B8 Config This page allows you setup the GUI language
B wircless : —
B8 server Setect nigusge: English | +] E Apply Change
- System Management
. Change Password
B upgrade Firmware :
. Profiles Save Pyccruii
prEisis - Deutsch
B Time Zone Setting Erancois
B uenp setting O
B aRgusgeseEng Espaiol
B User Account Manage: :E%L’éﬁues
. Folder Management IEIIiano

B Log and Status
Logout

Using Korean as an example, the screen will display on the chosen language after the countdown is

finished.

= 4BHo= HFS HMABUCH
. One Button Setup
B Step Setup A" ZF RO =

B P Config
i wireless
i server

Caution: After countdown, you can press Ctrl+F5 forcing the page to refresh. This can avoid any

translation uncompleted situation.

6.4.7 User Account Management

Personal users can use each individual application such as My Status, My Webcam and My Document.
This section is to set the user’s right. Also, all the users right will be showed in User Account List and

can do the edit or delete by clicking the meaning text.
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o= Ap
B one Button Setup
B Step Setup
i 1P config
B wireless

i server C o UsetMame  Passerd  AscessRigh
.

Ly System Management
[ webCam Server CIFTP Server
. Change Password

| ||
B upgrade Firmware ! | |
| | |
I 1T

User Account Management

You can add user account in this page.

i

B Profiles Save
B Time Zone Setting
. UPnP Setting

. Language Sething ADD B :
& [Usar KosotinE Mairaged

. Folder Management
B 1og and Status
B togout

[0 webCam Server  [IFTP Server

TR AV e e 2 [t S

\
| [] WebCam Server [ FTP Server
\
|

<

ltem Description
User Name Create the user name in this blank.
Password Setup the user’s password.
User Right Enable the use to Webcam, FTP server.

Click on Apply button to add the settings into the list table. Click on
Apply & Changes . .
Cancel button to clean the setting on this page.

6.4.8 Folder Management

Easy to check all the USB storage devices connected to your CWR-935M, view the entire data folder

inside each storage devices, and you can do the disk formatting/partition via click on the button in this

page.

= AP
B one Button Setup
M Step Setup
B P Config

M wireless USB Device Name
I Server

& System Management [ sysbisk  |[ Disk [ TYPE || Capacity ([ FreeSpace [ Function |

= Change sasswod ® USBA  FAT32 4026 MB 3818604 Unplug
Upgrade Firmware

B profiles save

B Time Zone Setting
B uroe setting

B 1snguage Setting

. User Account Manage

& FoiderMansgament

M Log and Status

B Logout Partition / Format SysDisk

Folder Management

You can specify which LUSB storage to be System Disk

1. Select the USB Disk and click on Mount button for refresh all disks before you do disk partition,
and the Unplug button will appear.

2. To partition/format the disk, please select the disk and click on Format button.

3. If you want to view the data inside the disk, please click on “Disk Explorer ” to view all the disks

folders inside the device.
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Note : You have to click on “Unplug” button before remove the USB devices.

6.5 Log & Status

The category provides Network Config and Event Log status for users to know the operation status.

2rie Button Setup
Step Setup

IP Config
Wireless

Server

System Management

T ap
|
#
i
i
B
3
-

Log and Status
B network config
I Event Log

. Logout

6.5.1 Network Config

Users can check the Internet status under this category, including Firmware version, Wireless setting,
Connecting Time, WAN, TCP/IP ...information.

= AP Access Point Status
. One Button Setup

This page shows the current status and some basic settings of the device.
B Step Setup

B 1P Config
B Wircless
B server
M System Management
& Log and Status Uptime Oday:4h:9m:33s
B m Firmware Version Verl.0.5
B event Log Build Time Thu Jul 30 17:11:33 CST 2009
B Logout WirelessConfiguration
Mode AP
Band 2.4 GHz (B+G+N)
SSID CWR-235M
Channel Number 11
Encryption Disabled
MAC 00:d0:41:59:6e:f3
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6.5.2 Event Log

You may enable the event log feature here.

== AP

B one Button Setup S}IStem Lﬂg
~ Ste? Feh This page can be used 1o set remote log server and show the svstem log.
M 1P Corifig
B wireless
B Server [l Enable Log
M system Management
& Log and Status system all wireless Dos
B network Config Enable Remote Log Log Server IP Address: | i
B Entieg _
B Logout —> Please select to enable log function.
Item Description
Enable Log You may choose to enable Event Log or not.

System all, Wireless, & DoS Please select the event you want to record.

Enable Remote Log You may choose to enable the remote event log or not.

Log Server IP Address Please input the log server IP Address.

Apply Changes & Refresh & | Click on Apply Changes to save the setting data. Click on Refresh to

Clear renew the system time, or on Clear to clear all the record.

* The following figure is an example when users click Apply Changes to record the event log.

system all wireless DoSs
[l Enable Remote Log Log Server IP Address:
Jan 1 $0:00:3% sr 0:0:0:1: Attached scsi1i generac =gl type 5 P
Jan 1 00:00:3% wusb-storage: device scan complete ==
Jan 1 00:00:3% FAT: utff 1s not a recommended IC charset for FAT
filesystems, filesystem will be case sensitive!
Jan 1 00:00:39 =======stp port dev mapping reinit=—=====
Jan 1 $0:00:3% mapping: lan phyecisal [portl] <==—=Zpseudo [portl]
Jan 1 00:00:35% mapping: lan phycisal [portl] <====>pseudo [portl]
Jan 1 D0:00:3% mapping: lan phycisal [port2] <= [port2]
Jan 1 D0:00:2% mapping: lan phycisal [port3] <====bpseudo [port3]
Jan 1 00:00:3% mapping: lan phycisal [port4] <====>pseudo [porté]
Jan 1 00:00:3% mapping table iz O 1 2 3 4
Jan 1 00:00:39 -
Jan 1 ©00:00:3% RTL 8STP disabled T
Jan 1 00:00:39 RTLBEESX. Fort { State=DISABLEDYWwwwwkw]
Jan 1 00:00:2% device ethl entered promiscucus mode -
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6.6 Logout

= aAp
. One Button Setup
i Step Setup
B 1P Config
im wireless

Logout

This page 1s used to logout.

i server Do you want to logout ?

B8 system Management -

W e Applychange | Click on Apply Change to logout.
B nNetwork Config
. Event Log

Chapter 7. Advanced Configuration for Wi-Fi AP Mode

7.1 IP Config

This section can let users add route rules of 3.5G server router; it includes configuration of LAN.

7.1.1 IP Config -- LAN

= WIFL AP
I &ne Button Setfup
B Step Setup
w IP Config
B wan
B wireless
M server

B System Management
B Log and Status
. Legout
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7.1.2 LAN Interface Setup

This page is used to configure for local area network which connects to the LAN port of your Access

Point. Here users may change the setting for IP address, Subnet Mask, DHCP, etc.

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port
of vour Access Pomt Here vou may change the setiing for [P address, subnet mask DHCP, eic..

Device Name: C‘n.-"y’R935 [,1
IP Address:

Subnet Mask:

Default Gateway: _

DHCP: (Client v

DHCP Client Range: f _ 3 . !

Static DHCP:
802.1d Spanning Tree: Disabled +
Clone MAC Address: 000000000000
| Apply Change | [Reset |
Item Description
Device Name The name of device
IP Address The default IP address is 192.168.1.254 (recommend).

Please enter the Subnet Mask address; it should be 255.255.255.0 for
Subnet Mask

the most time.

Please enter the Default Gateway address. If you don't know the
Default Gateway

address, please contact your ISP.

Users can choose to enable DHCP service or not. The DHCP server
DHCP will give an unused IP address to a computer which is requesting for
one. That computer must be a DHCP client, and then it can obtain an

IP address automatically.

The default value is 192.168.1.100 - 192.168.1.200. The DHCP server
DHCP Client Range will assign an IP to a computer from this range. The Show Client will

display every assigned IP address, MAC address, and expired time.

IEEE 802.1d Spanning Tree Protocol (STP) is a link layer network
802.1d Spanning Tree protocol that ensures a loop-free topology for any bridged LAN, This

function is optional.
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If your ISP asks you to enter a specific MAC Address, please input the

Clone MAC Address )
correct info at the column.

Click on Apply Changes to save the setting data. Or you may click on

Apply Change & Reset )
Reset to clear all the input data.

7.2 Wireless Setup

The category includes Basic Settings , Advanced Settings , Site Survey , Security , Access Control

and WPS. Please read below for the setting instructions.

== WIFL AP

. &ne Button Setup

i Step Setup

B ir Config

= Wireless
Basic Settings
Advanced Setiings
Site Survey
Security
Access Control

| WPS
B Server

d System Management
M Log and Status
. Logout
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7.2.1 Wireless Basic Setting

The basic settings related to the wireless are specified as following.

Wireless Basic Settings

This page is used o confizure the parameters for wireless LAN clients which mayv connect to vour
Access Point. Here vou mav change wireless encryption sefings as well as wireless network

parameters.

[0 Disable Wireless LAN Interface

Band:
Mode:
Network Type:
SSID:

Channel Width:

Control Sideband:

Channel Number:

Broadcast S5ID:
WAIM:

Data Rate:

Associated Clients:

|24 GHz (B+G+N) v |

| Client »

| Infrastructure |~ |

| CWR-935M

| 40WHz ¥ |

:U_pp_er v_:

| Enabled v

[Ato |

Enable Mac Clone (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface: ;_ESS|D_C‘-'"'~"R-935I'-J

I Apply Change | [ResetJ

Item Description

Disable  Wireless LAN | Turn off the wireless function.

Interface

Band Please select the frequency. It has 6 options: 2.4 GHz
(B/G/N/B+G/G+N/B+G+N).

Mode In Wi-Fi AP mode only support Clint mode

Network Type Please select the network type, it has 2 options: Infrastructure or Ad
hoc.

ssiD Service Set identifier, the default SSID is CWR-935M, users can define

to any.

Channel Width

Please select the channel width, it has 2 options: 20MHZ, and 40MHZ.
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Control Sideband

Enable this function will control your router use lower or upper channel.

Broadcast SSID

User may choose to enable Broadcast SSID or not.

Data Rate

Please select the data transmission rate.

Associated Clients

Check the AP connectors and the Wireless connecting status.

Enable MAC Clone (Single
Ethernet Client)

Clone the MAC address for ISP to identify.

Enable Universal Repeater
Mode (Action as AP and

Client simultaneously )

Allow to equip with the wireless way conjunction upper level, provide
the bottom layer user link in wireless and wired way in the meantime.

(Please check Note 1).

SSID of Extended Interface

While linking the upper level device in wireless way, you can set SSID

to give the bottom layer user search.

Apply Changes & Reset

Click on Apply Changes to save the setting data. Or you may click on

Reset to clear all the input data.

Note.

1. Enable Universal Repeater Mode (Acting as AP and

Client simultaneously)

Allow to equip with the wireless way conjunction upper level, provide the bottom layer user link in

wireless and wired way in the meantime. (The IP that bottom layer obtains is from upper level.)

Ex: When users enable the Universal Repeater to connect to the upper level device, please input

the channel and SSID of the upper level device on router’s GUI. Click on Apply Changes to save

the settings. (The DHCP in IP config needs to be disabled.)

Broadcast $51D: | Enabled |+
WM
Data Rate: g.ﬁxuto b

Associated Clients:

Enable Mac Clone (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

ISS]ID of Extended Interface: ;ESS|D=C'&"\"R-935F«1 I

| Apply Change I [ Reset ]

213




Users can go to the network Config section and check the information of upper level in Wireless

Repeater Interface Configuration.

= WIFLAP Encryption Disabled
B oOne Button Setup MAC 00:00:00:00:00:00
M Step Setup State Disabled
BE 1» Config WirelessRepeater Interface Configuration
B Wircless Mode AP
M Server ESSID ESSID.CWR-935M
B System Management Encryption Disabled
®.Log and Status MAC 00:d0:41:b9:66:73
B HiexaotiCanty Associated Clients 0
B eventiog
i Logout Attain IP Protocol DHCP
IP Address 192.168.1.152
Subnet Mask 55355 7554
Default Gateway 197.168.1.1
DHCP Server Client
MAC Address 00:d0:41:b9:6F:0b

Caution: when users enable the wireless encryption. The upper level and lower devices can

connect to each other even if their encryption types are not the same.

7.2.2 Wireless Advanced Settings

Please complete the wireless advanced settings as following instructions.

Wireless Advanced Settings

These settings are ondy for oore echnically advanced vsers whe have a sufficient knowledze about
wircless LA, These setings should not be changed unless won know what effect the changes will have
om your Access Point,

Fragment Threshold: 2346 (256-2346)

RTS Threshold: 2347 (O-2347)

Beacon nterval: (201034 o)

Preamble Type: ® Long Preamble O Shert Preambile

IAPP: ® Enabled O Disabled

Protection: ' Enabled @ Disabled

Aggregation: (® Bnahled O Disahled

Short GI: (® Enahled O Disahled

RF Output Power: @1ms Omng Oss O O15%

(ot G [ e

214




Item

Description

Fragment Threshold

To identify the maxima length of packet, the over length packet will be
fragmentized. The allowed range is 256-2346, and default length is
2346 Bytes.

RTS Threshold

This value should remain at its default setting of 2347. The range is
0~2347. Should you encounter inconsistent data flow, only minor
modifications are recommended. If a network packet is smaller than
the present RTS threshold size, the RTS/CTS mechanism will not be
enabled. The router sends Request to Send (RTS) frames to a
particular receiving station and negotiates the sending of a data frame.
After receiving an RTS, the wireless station responds with a Clear to
Send (CTS) frame to acknowledge the right to begin transmission. Fill

the range from 0 to 2347 into this blank.

Beacon Interval

Beacons are packets sent by an access point to synchronize a wireless
network. Specify a beacon interval value. The allowed setting range is
20-1024 ms.

Preamble is the first subfield of PPDU, which is the appropriate frame

format form transmission to PHY (Physical layer). There are two

Preamble Type options, Short Preamble and Long Preamble. The Short Preamble
option improves throughput performance. Select the suit Preamble as
Short or Long Preamble.
Inter Access Point Protocol. Allow seamless roaming between Access
AP Points in your wireless network.
Protection Please select to enable wireless protection or not.
) Enable this function will combine several packets to one and transmit
Aggregation
it. It can reduce the problem when mass packets are transmitting.
Short G Users can get better wireless transmission efficiency when they enable

this function.

RF Output Power

Users can adjust the RF output power to get the best wireless

connection. Users can choose from 100%, 70%, 50%, 35%, and 15%.

Apply Changes & Reset

Click on Apply Changes to save the setting data. Or you may click on

Reset to clear all the input data.
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7.2.3 Wireless Site Survey

This function provides users to search existing wireless APs or wireless base stations from ISP. You
can connect to a wireless AP manually in Wi-Fi AP mode. The designed AP will appear on SSID column

in Wireless Basic Setup page.

Please click on Refresh to refresh the list. Click Connect after select an existing AP to connect.

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you could
choose to connect it manually when WiFi AP mode is enabled.

Encryption: | Mone Y|

7.2.4 Wireless Security Setup

4 encryption types could be selected here, please follow below instructions for the setting.

Wireless Security Setup

This page allows vou setup the wireless security. Turn on WEP or WPA by using Encryption Kevs could
prevent any unauthorized access to yvour wireless network.

Select SSID: | Root AP - CWR-9351 «| [ Applychange | [Reset]
Encryption: |_ﬁ_oma | |
802.1x Authentication: O
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1. Encryption — WEP
1.1 Set WEP Key
This section provides 64bit and 128bit WEP encryptions for wireless network. Users can also

choose ASCII and Hex shared Key format to protect data.

Wireless Security Setup

This page allows vou setup the wirsless security. Turn on WEP or WPA by using Encryption Kevs could
pravent anv unauthorized access to vour wirgless nerwork.

Select SSID: | Root AP - CWR-035M v Apply Change ] [ Reset ]
Encryption: '_-WEF' ~
802.1x Authentication: il
Authentication: O Open System O Shared Kev & Auro
Key Length: | & blt V

Key Format: Hex (10 characters) | # |
Encryption Key: e

1.2 802.1x Authentication
It is a safety system by using authentication to protect your wireless network.
Please choose between WEP 64bits and WEP 128bits.

2. Encryption - WPA (WPA ~ WPA2 & WPA2 Mixed )
WPA Authentication Mode
2.1 Enterprise (RADIUS)
Please input the Port, IP Address, and Password of Authentication RADIUS Server.

Wireless Security Setup

This page allows vou setup the wireless security. Turn on WEP or WPA by using Encryption Keys could
prevent anv unauthorized access to vour wirsless network

Select SSID: | Root AP - CWR-935H | [CaepyChange ] [Reset]
Encryption: ‘l‘fF'A i \: .
Authentication Mode: & Enterprize (RADIUS) © Personal (Pre-Shared Kev)
WPA Cipher Suite: TEIP []AES

RADIUS Server IP Address: |
RADIUS Server Port: |1 612 |

RADIUS Server Password:
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2.2 Personal (Pre-Shared Key )
Pre-Shared Key type is ASCII Code; the length is between 8 to 63 characters. If the key type is Hex,

the key length is 64 characters.

Wireless Security Setup

This page allows vou sefup the wireless secunty. Turn on WEP or WPA by using Encryption Kevs could

prevent any unauthorized access to vour wireless network.

Select SSID: | Root AP - CWR-935M v Apply Change | [Reset |
Encryption: VWPA v |
Authentication Mode: O Enterprise (RADIUS) & Personal (Pre-Shared Kev)
WPA Cipher Suite: TKIP [ AES
Pre-Shared key Format: '_F'assphrase v

Pre-Shared Key:

3. Apply Changes & Reset
Click on Apply Changes to save the setting data. Or you may click on Reset to clear all the input

data.

7.2.5 Wireless Access Control

The function of access control is to allow or deny users to access 3.5G server router by according MAC
address, it is optional. If you select Allowed Listed , then only those clients whose MAC address is
listed on access control can connect to your base station. If you select Deny Listed , those clients

whose MAC address is listed on access control can’t connect to your base station.
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Wireless Access Control

If wou chooze 'Allowed Lizted', onlv those clients whose wireless MAC addreszes are in the access
control list will be able to connect to your Access Point. When Deny Listed' is selected, these
wireless clients on the list will not be able to connect the Access Point.

Wireless Access Control Mode: —— Users may enable

or disable this

MAC Address: | | Comment: | f"nri-Jon.

| Apply Change | [ Reset |

Current Access Control List:

Take the wireless card as the example.

(1) We will use Deny Listed as an example. Please select Deny Listed in Wireless Access Control
Mode first, and then input the MAC address of wireless card in MAC Address field. Click Apply
Changes to save the setting data.

Wireless Access Control

If vou choose ‘Allowed Listed’, only those clients whose wireless MAC addresses are in the access
control list will be able to connect to your Access Point. YWhen Deny Listed is selected, these wireless
clients on the list will not be able to connect the Access Point.

Wireless Access Control Mode: Deny Listed -V>|

MAC Address: |03DCH11B0D11? | Eumment:|

Apply Changes

[ Reset ]

Current Access Control List:
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(2) You will find out that the MAC address appears on Current Access Control List , it means the

initiation is completed.

Wireless Access Control

If vou choose “‘Allowed Listed . only those clients whose wireless MAC addresses are in the access control list will be
able to connect te your Access Point. YWhen Deny Listed is selected, these wireless clients on the list will not be able

to cohnect the Access Point.

Wireless Access Control Mode: iDﬁnY Listed ?|

MAC Address: i | Comment: | |

L Apply Changes ] [Reset]

Current Access Control List:

(3) Please open wireless card Ul and try to connect to this router. You will find out that the connection

request will be denied.
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Wireless Metwork Connection

[

Please waik while Windows connects to the 'CWR-335M' network,

5! Wireless Network Connection

Choo

Metwork Tasks

r‘".. Refresh netwrk lisk Click. ari i

nformaty  wsiting For the network. ..,

({ﬁ} [ [T =

,—,'_"f, Set up a wireless retwatk
for & home or small office

Zancel

CWR-935M

Related Tasks

A Learn about wireless
netwarking

3‘}? ‘hange the order of
preferred netivorks

Ig&l_{hang.e advanced

 settings (“«@)) TL-INTERNET Automatic g
 (— - ¢ all
+ Security-enabled wireless netwaork (WRA) ofl
({ }) Wireless_g-tl
oy il
'+ Security-enabled wireless netwark alll
KISOMLAB
({?}) |
nll 25

7.2.6 WPS Setting

Wi-Fi Protected Setup, it can simplify the procedures of wireless encryption between CWR-935M and
other Wireless Router or Access Point. If your Wireless Router or Access Point also supports WPS

function, users can activate WPS auto-encryption to speed up the procedures.

WPS supports 2 models: PIN (Personal Information Number) and PBC (Push Button Configuration).

These models are approved by the Wi-Fi Alliance.

PIN model, in which a PIN has to be taken either from a sticker label or from the web interface of the

WPS device. This PIN will then be entered in the AP or client WPS device to connect.

PBC model, in which the user simply has to push a button, either an actual or a virtual one, on both

WPS devices to connect.
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*The following figure is the display of the front of CWR-935M.

LAMN Port  WANMN Port

- ~

= [ V|
E o+ Reboot /Reset Button

uspB Port

WPS Button

When users select a specific model on wireless base station, the clients can connect to the base by

selecting the same model.

The connection procedures of PIN and PBC are almost the same. The small difference between

those two is:

Users input the PIN of wireless card in the base station first; it will limit the range of the clients. It is
faster to establish a connection on PIN model.

On PBC model, users push the WPS button to activate the function, and then the wireless client must
push the WPS button in 2 mins to enter the network. The client will search to see if there is any
wireless base station which supports WPS is activating. If the client finds a matching base, the
connection will be established. The speed of establishing a connection is slower than the PIN model
because of this extra step.

On the other hand, users need to input the information of the wireless card into the register interface.
It might lead to the failure of connection, if users make mistakes on inputting. On PBC model, users
only need to click the WPS button on both sides to make a connection. It is easier to operate.

This page supports Start PBC and Start PIN; please follow the instructions to operate.

* Start PBC:
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(1) Please click Start PBC to connect to the other Wireless Router.

Wi-Fi Protected Setup

This page allows vou to change the setting for WES (Wi-Fi Protected Setup). Using this
feature could let vour wireless client automatically synchronize its setting and connect to the
Access Point in a minute without any hassle.

[] Disable WPS

WPS Status: * Confizured Un-Configured
Self-PIN Number: 23032195

Push Button Configuration: I Start PBC

[ Apply Change ] [Reset]

Cuarrent Key Info:

el

N/A

Op [Xone P
(2) Please click OK to start WPS process.
== Router Start PBC Successfully You have to run Wi-Fi Protected Setup in Client within 2 minutes.

B oOne Button Setup

B8 Step Setup oK.
BE 1P Config -
= Wireless

B Basic Settings

B Advanced Settings
B Security

B Access Control

B wDs settings
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(3) Open the configuration page of the Wireless Router, like CWR-935 which supports WPS. Click the
WPS page, and then click Start PBC to make a WPS connection.

Wi-Fi Protected Setup

This page allows wom 10 change the setting for WES (Wi-Fi Protecied Setmp), Tiing this festoe conld et
your Wireless client autornatically symchronize it setting and connect o the Access Foint in 4 minofe

Wwithout any hassle,

[] Disable WPS

WPS Status: Confizoed  Un-Configored
Self PIN Number: TI2AI0E

Push Button Configuration: I

(ot | (R

Cuorrent Eey Info:

T

E_Clpm

Client PIN Humber: | [ Start PIN

(4) Click OK to start WPS process.

Start PEC Successfully You have to rum Wi-Fi Protected Setup in Chent within 2 minutes.

(5) When WPS process finish, please check the Wireless Configuration of CWR-935M, you can find
CWR-935M already connect to CWR-935 via WPS.

WirelessConfiguration

Mode Infrastructure Client
Band 2.4 GHz (B+G+N)
[5SiD SRR |
Channel Humber 438

Encryption Disabled

MAC 00:do:41:h9:22:83

tate Connected
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* Start PIN:
(1) Please open the WPS configuration page of the CWR-935M to get a PIN number, and write it

down.

Wi-Fi Protected Setup

This page dllows you to change the setting for WS (Wi-Fi Protected Setup). Using this
feamure could ler vour wireless client automarically svynchronize its setting and connect to the
Access Point in a minute without any hassle:

] Disable WPS

I Seli-PIN Number: 23032135

| start PIN ||
Push Button Configuration: Start PBC

Apply Change ] [ Feset ]

PIN Configuration:

(2) Please click OK to start WPS process..

Applied client's PIN successfolly! You have to run Wi-Fi Protected Setup in Client within 2 minuates.

225




(3) Open the configuration page of the Wireless Router, like CWR-935 which supports WPS. Click the
WPS page, fill the WPS PIN code.

Wi-Fi Protected Setup

Thiz page allows yon 10 change the seting for WES (Wi-Fi Frotected Setup), Using this featoe conld et
your Wireless client autornatically synchronize its seting and connect o the Access Point ina minute

without anw hassle,
[l Disable WPS
WPS Status: Configmed  Un-Confiznred
Self-PIN Number: 7320398
Push Button Configuration: St PBC

(ot ][R

Current Eey Info-

[N

Client PIN Number: 125932195 | [ SaePIN

(4) Click OK to starts process.

Applied chient's PIN successtully! You have to run Wi-Fi Protected Setup in Chent within 2 minutes.
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(5) When WPS process finish, please check the Wireless Configuration of CWR-935M, you can find
CWR-935M already connect to CWR-935 via WPS.

Mode Infrastructure Client
Band 2.4 GHz [BHG+HN)
o STESEEER
Channel Humber 11
Encryption Dizabled
\ 00:di:41:b09:23:85
ﬁt& Connected I
7.3 Server

CWR-935M provides Samba Server, FTP Server, Web Camera Server, and Printer Server Application.

JETAETE

B Log and Status
ﬁ Liogaut

7.3.1 Samba Server

Support NetBIOS Protocol, the consumer sharing file or printer which provides as the “My Network
Places”. Please make sure storage devices and printers are connecting to USB ports on the router and

already mounting.
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Samba Server Selting

You can enabled or disabled samba server function in this page.

Enable Samba Server: () Enabled O Disabled

Workgroup Mame: ﬁifbrkgroup |
Server Name: [cWR-935M |
Server Description: |CW B350 Mokile Router

g3

B Logout

(o) [Fee]

ltem Description
Enable Samba Server Enable or disable this function.
Workgroup Name Input the workgroup name, default is “Workgroup .
Server Name Input the server name, default is “CWR-935M".
Server Description You can input description of the server.
Click on Apply Changes to save the setting data. Or you may click on
Apply Changes & Reset )
Reset to clear all the input data.

7.3.1.1  How to Enter the Sharing Folder

Please follow below steps.
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Step 1:

Please click the “start”, and select “My Computer .

Administrator

Internet J My Documents.
Internet Explorer

B i bMv Recent Documenkts F
E-mail

Dutlook Express f) My Pictures

S
M :
MSH __J My Music
e :I My Computer
i
E’ Contral Panel 2
3

@. Set Program Access and
Defaults

o i
':f._:__j,l Tour Windows <P *_} Conneck Tao 4

Windows Media Playver

{ Windows Messenger

s | Files and Settings Transfer @ Printers and Faxes
T Wizard

‘g Paint @ Help and Support
‘,Q Search

&ll Programs D =7 pun...

@l T |16| Turn OFf Computear

.-I.: start i 12-Paint & 4 Windows Explo

Step 2:
In the Address blank input the IP address: \\192.168.1.254.

Address |‘j 11192.168.1.254
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Step 3:

Appear following menu, can open following to share internal data.

: My Metwork Places

File  Edit “iew Favaorikes  Toaols  Help

@Eack - l\__;] lf pSearch [L_j Faolders

Address |'l§ 11192.168.1.254

Metwork Tasks

»

,_2 Add 3 network place.
@ Wiew nebwork connections

£} Set upa home or small
" office metwork

Note :

1. If connected USB flash or HDD, and then enable samba server function, it will appear a samba
folder.

2. If connected USB printer, and then enable printer server function, it will appear a printer icon.

7.3.2 FTP Server

FTP Server utility allows both local and remote users to upload or download files, pictures or MP3
music form the same storage device. Before configure FTP Server, please make sure the storage
device is properly plug into any USB port on the router and make sure this USB storage device is

detected by the router.

= yIFL AP . FTP .SCI'VEI'

You can enabled or disabled FTP server function in this page.

Enable FTP Server: (%) Enabled O Disabled
Enable Anonymous to Login: (%) Enabled O Disabled
Enable FTF Access from WAN: (%) Enabled ) Disabled
: 7 FTP Server Port: o
: : ::'f“i _-EI;“ Idle Connection Time-Out: [300 Seconds(MIN: 60 default: 300)

(b | (R
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Item

Description

Enable FTP Server

Select to “Enable” or “Disable ” FTP server.

Enable Anonymous to Login

Allow anonymous to login after check on Enable.

FTP Server Port

The default is 21. Define the FTP command transfer service port. If
you want to change this port number, remember to change the

service port setting of your FTP client, also.

Idle Connection Time-Out

When a specific time value is added, FTP Server will be de-activated
if it has no activity within the time limit. The default is 300 seconds;

the minimum is 60 seconds.

Apply & Changes

Click on Apply button to continue. Click on Cancel button to clean

the setting on this page.

User Account List

User Name, Status, and Opened Directory/File can be shown on the

list.

Note : FTP server is compatible with FAT32 or EXT3 format USB storage device. In case you need to
format your USB storage device. Please always make sure the device is formatted with FAT32

or EXTS3 standard.

7.3.3 Webcam Server

By connecting web camera to the router, it allows user to monitor their home or office from remote

locations.

7.3.3.1  Webcam Server Basic Setting

WebCam Server

fou can enabled or disabled WWebCAM server function in this page.

Enable Webcam: @) Enabled ) Disabled
Access from WAN: @ Enabled O Disabled
Image format: 3202240

R e )
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Iltem

Description

Enable Webcam Server

Select to “Enable” or “Disable ” webcam server.

Image format

The format is 320X240 pixels.

Preview

Click on this button, you can preview the image from webcam.

Record Setting

Please see the detail advance setting in “6.3.3.2 Webcam

Advanced Configuration

Apply & Changes

Click on Apply button to continue. Click on Cancel button to clean

the setting on this page.

7.3.3.2

Webcam Server Advanced Setting

Click on “Record Setting " button, and the screen will appear as below.

Webcam Advanced Configuration

Snapshot Record Settings

Save image interval:
Save Location:

Eemote FTP UEL:
Remote FTP port:
Remote FTP user:
Eemote FTP password:

Eemote FTP Directory:

] sec (default: 5)

®1UsB O Remote FTP

[Eiau:k” Apply Changes ][ Reset

Iltem

Description

Save image interval

For saving image, you can set the save interval time, the default value

is 5 seconds.

Server Location

Set the save location for webcam image, you may save into USB HDD
or Remote FTP; if select save to Remote FTP, please continue

following remote FTP setting.

Remote FTP URL

Input the FTP URL for saving webcam image.
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Remote FTP port Input the FTP port number under URL to save image.

Input the users name you like and it will be used to save the webcam
Remote FTP user ) ]
image into the FTP server.

Remote FTP password Input the remote password.

_ To provide option of which folder should be used for saving webcam
Remote FTP Directory )
image.

Back Click on Back button for returning to Webcam Basic Setting screen.

Click on Apply button to continue. Click on Cancel button to clean the
Apply & Changes

setting on this page.

7.3.3.3  Application of Webcam

7.4.3.3.1 Web Camera Monitoring Application
Monitor your home with a Webcam via CWR-935M. Take pictures via CWR-935M, also can do the
monitoring or recording all images into the USB HDD for reviewing. Often marketed as surveillance
tools for home or office security, network Webcams are now being employed by early adopters for
more personal matters, such as watching kids and monitoring pets. The Webcam can be remotely
accessed and controlled via a browser. Besides, to record and monitor live action with USB webcam,

also can view the image through Internet browsers or 3G mobile phones.

7.4.3.3.1.1 Web Camera Monitoring WAN connecting
Users must config with Visual Server or DMZ settings. Input 192.168.1.254 into browser blanks, and
you will see the personal account login screen appear then input your own user account and password.
After login by personal, your will see the personal control panel screen as below, please click on “My

Webcam”.
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71CNet
= = Mobile Mini N Router with More Power Freedom

Router / AP | WiFi AP

Administrator Personal Panel

There will be a pop-up screen showing the image from web camera as below example.

i' Start VWebcam Record ] [ stop Webcam Record




7.4.3.3.2 Web Camera Recording

7.4.3.3.2.1 Administrator
CWR-935M also can record the pictures from Webcam; only Administrator can do the settings. Select
Web Camera Server from main Menu and Enable this function, click on Record setting button for

further setting.

o= 2P WebCam Server

B one Button Setup

B Step Setup ; e
You can enabled or disabled WebCAM server function in this page:

M ir coniig
B Wirsless
w Server Enable Webcam: @ Enabled O Disabled
Samba Server o
B Access from WAN: & Enabled O Disabled
Image format: 320x240
i Brint Senier ——
B8 system Management Preview ]I Record Setting ][ Apply Change ] [Reset]

i iog and Status
- Logout

To setup the Webcam Advanced Configuration for each blank and the image from webcam will be
recorded into your USB HDD or Remote FTP.

Webcam Advanced Configuration

Snapshot Record Settings.

Save image interval: 5 ec (default: 5)

Save Locarion: ®UsSBE O Remote FIP
Remote FTP URL: |

Remote FTP port: I:I

Eemote FTP user:

|
Remote FTP password: | |
|

Remote FTP Directory:

[Elack][ Apply Changes ][ Reset

For administrator, you may view all the images from webcam recording, please select Folder
Management and click on Disk Explorer to view entire folder inside the disk including webcam record

files.
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Folder Management

You can specify which USB storage to he System Disk.

USB Device Name

- SysDisk ~ Disk  TYPE  Capacity =~ Free Space ~ Function
® USBA Unknown 63MB 19MB

Disk Brrplorer

Partition / Format SysDisk

All existing data and partitions on the HOD will be DESTORYED ! Make sure you really need to do this !

TYFE: (O FATI6/32 ©NTFS O EXT3
Fernat

After click on Disk Explorer , you will see the folder screen appear including all the folders.

Other Places

g Internet Explorer
£} My Documents

i3 Shiared Documents
i_‘g My Metwork Places

Ciwebcam_recorded_files
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All the image files will be saved in the folder “webcam_recorded_files . Please open the file for

checking.

EEX

®fcam1570 01 01 04 53 3ljpg
& cam1970_01_01_04_53_36.pg
5 cam1970_01_01_04_53_41.jpg
B cam1970_01_01_04_53_46.ipg
¥ cam 1570_01_01_04_53_51.jpg
& cam1970_01_01_04_53_56.jpg
& cam1970_01_01_04_54_01.jpg
5 cam1970_01_01_04_54_06.jpg
[E) cam1970_01_01_04_54_11.jpg
¥ cam2008_11_24_03_05_30.jpg
& cam2008_11_24_03_05_35.jpg
K cam2008_11_24_03_05_40.jpg

)

Other Places #

($1 192.168.1.254
[Ej My Documents
I Shared Documents
.'3 My Metwark Places

Details

7.4.3.3.2.2 Personal Application

All the users under administrator’s setting can view entire webcam recording images from My
Document . Please login by your own personal account. For viewing your own folder, please click on

“My Document ”.

Other Places

& Internet Explorer
[ My Documents

== harad Plao mandc
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Note : If you can’t open the folder inside the FTP server, please check with administrator to setup your
FTP & Webcam'’s privileges.

7.3.3.4 Printer Server

The two USB ports on CWR-935M are for connection with printers to be shared on the local area

network. Follow the below steps to setup your PC to connect to a Printer server.

Print Server

You can enabled or disabled print server function in this page.

Enable Printer Server: ®Enabled  Disabled

Enable Printer Access from WAN: & Enabled (& Disabled

Printer Model: USB Printer

Printer Name: Ip |

Printer Description: | |

(Hb e | (R

Item Description
Enable Printer Server Check Enable for applying printer server.
Printer Model The printer model will be shown when plug the USB printer.
Printer Name Input the name of printer you like.
Printer Description Input the description of printer as your demand.
Click on Apply button to continue. Click on Cancel button to clean the
Apply & Changes ) ]
setting on this page.

Besides above setting finished, the printer setting on PC also needs to be set as follows.

7.3.3.5  Printer Setting for PC

After Enable Printer Server in Quick Setup and Printer Server Configuration, please follow below steps

to set the detail LPR settings in your PC. (Below example is for Windows XP platform.)
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Step 1:

Please go to Start > Printers and Faxes to add a printer.

| Tour Windows xP '
@ \ Connect To K

=
- Files and Settings Transfer & Printers and Faxes
=]

T Wizard
w Bt @) Help and Sup| Shows installed b
p Search

All Programs b T Run...

lﬁl Log off r@ | Turn S Compuker

] 2 ctart - 14 - Paint = 5 Windows Explo

Step 2:
Click “Add a printer .

"8 Printers and Faxes

Eile

€8 5ack & ) search | Folders =
| P M i

Address '{'Q Printers and Faxes

Edit  Wiew Favorikes  Tools  Help

—

Printer Tasks

HF Laserlet 2200 Serwes FCL;

Add a printer
2 Setup Faxing
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Step 3:
Click “Next”.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps vou inztall a printer ar make printer
connechions.

- [f wou have a Plug and Play printer that connects:

\1].) through & ISE port [or any ather hot pluggable
port, zuch az [EEE 1394, infrared, and =0 on), you
do not need o uge this wizard. Click Carncel to
cloze the wizard, and then plug the printer's cable
into pour computer or point the prinker toward wour
computer's infrared port, and turn thie prinker on.
YWindows will automatically inztall the printer for you,

To continue, click Mext.

< Back uexb | [ Cancel

Step 4.

Click the “Local printer attached to this computer ", and then click “Next”.

Add Printer Wizard

Local or Hetwork Printer
The wizard needs to knaw which bope of printer to zet up.

Select the option that describes the printer pau want to use;

i#)iLocal printer attached to this computer

Automatically detect and install my Flug and FPlay printer

(3 A netwark printer, ora printer attached to another computer

i To zet up a network: printer that iz hot attached o a prink gerver,
‘\I’) uze the "Local printer’ option,

< Back ][ Mest s ][ Cancel
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Step 5:
Click the “Create a new port ” and select the “Standard TCP/IP Port ", and then click “Next”.

Add Printer Wizard

Select a Printer Port
Computers commuricate with printers through parts,

Select the part pau want pour prinker to uze - |f the port iz not listed, pow can create a
new port.

{3 Use the following part;

(%) Create a new port; )
Type of port: |5 tandard TCPAR Part

< Back ][ Mest s ][ Cancel

Step 6:
Click “Next”.

Add Standard TCPJIP Printer Port Wizard X]

Welcome to the Add Standard
TCP/IP Printer Port Wizard

'ou uze thiz wizard to add a part far & nebwaork printer.
Before continuing be sure that:

1. The device iz turmed on.
2. The network iz connected and configured.

To continue, click Mext.

< Back ue:-:b J [ Cancel ]
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Step 7:
Input the IP address of CWR-935M: 192.168.1.254, and then click “Next”.

Add Standard TCPAP Printer Port Wizard

Add Port
Faor which device do vau want to add a port?

Erter the Printer Mame or IP addrezs, and a port name for the desired device.

Printer Mame or IP Address: | 192.168.1 254 |

Bt Hame:; iIl:T_lElElﬁBl 254 |

< Back ” Mewxt = ][ Cancel

Step 8:

Select the “Custom ” and click the “Settings ", and then click “Next”.
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Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified.

The detected device iz of unknowr tupe: Be sure that;
1. The device iz properly configured.
2. The address on the previous page is carect,

Either cormect the addresz and perform another search on the network. by returning ko the
presious wizard page-or select the device tupe if you aré zure the address iz correct,

Device Type
() Standard. | Genedic Mebwark Eaid
(%) Custom

< Back ” Mest s ][ Cancel
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Step 9:

Select “LPR” and give it the same “Queue Name” as USB Printer Name as shown, and mark “LPR
Byte Counting Enabled . Finally, click on “OK” button.

Configure Standard TCPSIP Port Monitor.

Part Settings

ForHane, (TP_192 1681254
Printer Mame or IF Address: (152.168.1 254
Protocal

Ofan

Faw Settings

Fort Mumber: | 100 |

LPR Settings

[ — | ] Must—as—f.ame—as—ppinter
Hueue Hame: , name, please refer to

: : “7.4.4 Printer Server
¥[iLPR Byte Counting Enabl

[ Biute Counting Ena ec‘f Setup”
[] 5MMP Status Enabled
Eommmupity Hame oubilie
Cormuri P |
SHIMP Devies Indes | 1 |

L oK J[ Canicel ]
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Step 10:
Click the “Finish ".

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

Y'ou have selected a port with the following characteristics.

SHMF: Mo

Protocal: LPR. 1000
Device: 1921681 254
Port Marme:; IF_192.168.1 254
Adapter Type:

To complete thiz wizard, click Finizh.

< Back ]| Firizh J[ Cancel

245




Step 11:
Select the “Manufacturer ” and “Printers ”. If your printer doesn't listed in the table, please install its
driver CD and then click on “Have Disk... " button for installation. Or click on “Next” button to finish the

setting.

Add Printer Wizard

Install Printer Software
The manufacturer and model determing which printer software to use

L Y ‘Select the manufacturer and madel of your prinker. |f your printer came with an ingtallation
“dizk, click Have Digk. IF wour printer iz not listed, consulk vour printer docunentation for
compatible printer sofbware,

b anifacturer Lt il Printers ol
GEL ‘ S Hewlett-Packard HP-GL/Z Flatter =
Ee”f’t": || S HP zo00C
E et S HP 2500C Series
|| 3 1 2500 e LS :
_’5&' Thiz drivver iz digitally zsigned. [ Windows pdate ] [ Have Dizk... ]

Tell mie whi driver sighing i irmporkat

[ < Back H Mest s ][ Cancel ]
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Step 12:

Click on Finish button and all steps of setting printer server are completely.

Add Printer Wizard

Completing the Add Printer
Wizard

You have successfully completed the Add Printer ‘Wizard.
You gpecified the following printer zettings:

Marne: Hewlett-Fackard HP-GLA2 Plotter
Share name:  <Mot Shared:

Port: [P_192.168.1.254

M odel Hewlett-Fackard HP-GLAZ Plotter
Default: es

Testpage: Mo

To cloge thizs wizard, click Finizh.

[ < Back ]L Finizh J[ Cancel

7.4 System Management

It has 6 sections: Change Password, Firmware Upgrade, Profiles Save, Time Zone Setting, UPnP

Setting, and Language Setting. It is easy and helpful for users making more detailed settings.
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7.4.1 Change Password

Users can set or change their password in this section.

Password configuration

This page is used 1o set the ancount 10 access the web server of Access Point, Eropty nser narne and

SR Please input the
User Name: sl new password
New Password: | || and confirm it.
Confirmed Password: || |

(Fasb i) (Rl

‘ Logout

Click on Apply Changes to save the setting data. Or you may click on Reset to clear all the input data.

7.4.2 Firmware Upgrade

This function can upgrade the firmware of the router. There is certain risk while doing firmware
upgrading. Firmware upgrade is not recommended unless the significant faulty is found and published
on official website. If you feel the router has unusual behaviors and is not caused by the ISP and

environment. You can check the website (http://www.cnet.com.tw) to see if there is any later version of

firmware. Download the firmware to your computer, click Browser and point to the new firmware file.
Click Upload to upgrade the firmware. You can’t make any move unless the machine reboot

completely.
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A AWIFT AP
ﬁ Gne: Button S=tup
i Stepn Setup
B 1P Config
o I Wireless
- IR Server
& Systemn Management Select File: | |[ Browse.. | Please download
B chanas Password el the firmware to
B pgrads Firmwars your pc first, and
B Profiles Save then upload it to
B Time Zone Setting router.
B uUPnP seiting

Upgrade Firmware

Thiz page allows vouupsrade the Access Point firmware to new version. Please note do not
power off the device during the upload because it may ctash the system.

ﬁ Language Setting

ﬁ User Account Manage
B rolder Management
. 8 Log and Status
i bogout

Caution: To prevent that firmware upgrading is interrupted by other wireless signals and causes

failure. We recommend users to use wired connection during upgrading.

Caution: The firmware upgrade will not remove your previous settings.

* Reset button:

On the back of this router, there is a reset button. If you can not login the administrator page by
forgetting your password; or the router has problem you can’t solve. You can push the reset button for 5
seconds with a stick. The router will reboot and all settings will be restored to factory default settings. If
the problem still exists, you can visit our web site to see if there is any firmware for download to solve

the problem.

LAMN Port  WARN Port
. . WPS Button

¥ | ¥ |4

E oH Reboot /Reset Button
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7.4.3 Profile Save

Users can save or restore the setting profile, and reset the setting to factory default.

== WIFT AP Save/Reload Settings
B One Button Sstup G

t Step Setup

This page allows vou save current seftings to a file or reload the settings from the file which

i 1P Config was saved previously. Besides, vou could reset the current configuration to factory default.
B Wircless
R Server

& System Mansgement Save Settings to File: Save to user pc.
B change Password
B UporsdeEirmware Load Sertings from File: | |[ Browse.. ||| Upload
& FrofilessaE 3 -
: Reset Settings to Defanle:
Bl Tirie Zone Satting g : Upload from user pc.

B uPnp Setting Reset to the
B Lsnguage Setting factory default
E User Account Manage settings_
B rFolder Management

B Log and Status

ﬁ bogout

a. Save Configuration
(1) Click sSave

== WIFT AP Save/Reload Settings
B One Button Sstup a

t Step Setup

B 1P Config

B Wireless
MR Server

= System Mansogement Save Settings to File:

B change Password

B Upgrade Firmware Load Sertings from File: | |[ Browse.. | | Upload
& Profiles Savs Reset Settings to Defanle:

B Time Zone Setting
B uPnP Setting
B Lsnguage Setting
B User Account Manage
B rFolder Management
B Log and Status
ﬁ bogout

This page allows vou save current seftings to a file or reload the settings from the file which
was saved previously. Besides, vou could reset the current configuration to factory default.
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(2) Please click Save to save configuration to your computer.

File Downlead

Do you want to save this file. or find a program online to open
it?

MHame:  config.dat
=]

Type: Unknown File Type, 16.2KE
From: 192.168.1.254

Find J[ Save ]L Cancel ,]

harri your complter, |F yau do not trust the source, da not find a

|®| wWw'hile files friom the Intermet can be uzeful, some files can potentially
pragram o opet thiz file or zave this file. What's the risk?

(3) Select the location which you want to save file, then click Save.

Savein: | (& Desktop vl 3T e
"2:. By Documents:
| j My Computer
by Fecent ‘th’ly Metwork Places
Dacuments config
€
Deskiop
1
o/
ty Documents
=
by Computer
- File name: ||:|:unfig b | [ Save l
MyMNetwork | Saveastype: | dat Document v [ Concel |
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b. Load configuration file
(1) Click Browse

== WIFL AP Save/Reload Settings
! Gne Button Sstup o

B step Setup
W 1P Config
I Wireless

This page allows you save current settings to afile or reload the settings from the file which
was saved previously, Besides, vou could reset the cutrent configuration to factory default.

W Server

w System Management Save Settings to File:

B change Password

B Upgrade Firmware Load Sertings from File: | |I Browse... ||| Upload
] _ Reset Settings to Defaunlt:

B 1imes Zone Setting
B UPnP Seiting
ﬁ Langiiage Satting

‘ User Account Manage
B rFolder Management
. Log and Status
i Logaut

(2) Select configuration file then click Open

Choose File to Upload
Lok in: @Desktup __'_j Ly i A T T

IE]M‘;.# Documents
\ﬁ lj My Camputer
My Fecent gMy Mekwork Places

BT EE-GDDQIE Chrome

@ ki Mabile Partner
- SR REALTEK RTLE187 Wirsless LAN Uity
Deszktop &aSk‘.-"DE

& Smart Setup

’} @ config
: Dolphins_720

by O nts |
Ll S, Dolphinr—=2
B endpoin Date Created:; 752009 12:54 PM

i Size: 62.8 MB
3;! BB 1P wiz

@Windnws Media Player

Py Computer
@wrarSED
by Metwork.  File name: Iu:u:unfig Opsn
Flaces

EANES

Files of type: ],&.II Files [*7] - Cancel
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(3) Click Upload to upload configuration file to CWR-935M.

SRt Save/Reload Settings

n One Button Setup

Setup
BE 1P Config
. B Wireless
- Server

" System Mansgement Save Settings ro File: Save...

This paze allows vou save cutrent settings to a file or reload the settings from the file which
was saved previously. Besides, vou could reset the current configuration to factory default.

B Change Password

B Upgrade Firmware Load Settings from File: |C:'Docun1ents and Settingsbﬂxl Browse... ill.'l;ip;f'crad J

‘ e — ; Reset Settings to Default: | Reset
B Time Zone Setting
B UenP Sething
B Language Setting
B User Account Manage
B Folder Management
B8 Log and Status
B Logout

(4) After 90 seconds, CWR-935M will finish process and reboot. Please click Administrator to login

T1CNet
kel Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/
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(C) Reload factory default setting

1. Please click Reset

== WIFL AP Save/Reload Settings
i Gne Button Sstup o

B step Setup
B 1 Config
B Wireless

This page allows you save current settings to afile or reload the settings from the file which
was saved previously, Besides, vou could reset the cutrent configuration to factory default.

W Server

w System Management Save Settings to File:

ﬁ hange Password
B Upgrade Firmware Load Sertings fram File: | |[ Browse.. | | Upload

= mm— Reset Settings to Defaunlt:
B UPnP Seiting

ﬁ Langiiage Satting

ﬁ User Account Manage

B rFolder Management
8 Log and Status
B togout

(2) Please click OK to start reload factory default setting to CWR-935M

—

&

Message from webpage

\ ? J Do you really wank bo 'r'ésegl: the current settings ko default?

£ Ok u[ Cancel J

254




(3) After 90 seconds, CWR-935M will finish process and reboot. Please click Administrator to login

T1CNet
kel Mobile Mini N Router with More Power Freedom

Router /| AP / WiFi AP

Administrator Personal Pane/

7.4.4 Time Zone Setting

This function allows users to select their time zone and NTP server. Users can adjust the time

manually or through the NTP server.

lial S Time Zone Setting

“om cam maintiin the system tire by svncheonizing with & poblic ire server over the Infemet,

ComentTime: vy 2009 [Mon (8 |Day |12 |Br 18 |Ma (7 | sec[*® |

Time Zone Select : | (GMT+08:00) Taipei — Please select
the time
Enable NTP client update zonhe.

[0 Automatically Adjust Daylight Saving
NTP server : @ | 19254141 - Norh Amedca v |

ol JiMmaPseing

(oG | (o) [P

ltem Description
Current Time Users can input the time manually.
Time Zone Select Please select the time zone.
Enable NTP client update Please select to enable NTP client update or not.
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Automatically Adjust Daylight

Saving

Please select to enable Automatically Adjust Daylight Saving  or not.

NTP Server

Please select the NTP server from the pull-down list, or you can enter

the NTP server IP address manually.

Apply Changes & Reset &
Refresh

Please click on Apply Changes to save the setting data. Or you may

click on Reset to clear all the input data. Or you may click on Refresh

to update the system time on the screen.

7.4.5 UPNP Sett

ing

Universal Plug and Play (UPnP) is a set of networking protocols promulgated by the UPnP Forum.

The goals of UPnP are to allow devices to connect seamlessly and to simplify the implementation of

networks in the home (data sharing, communications, and entertainment) and in corporate

environments for simplified installation of computer components. 3.5G server router supports UPnP

function, and can cooperate with other UPnP devices. When you activate UPnP, please click My

Network Places . Users will see an Internet Gateway Device icon. By click the icon, users can enter

the GUI of 3.5G server router.

If you do not wish to use UPnP, you can disable it.

T

UPnP Setting

In this page you can turn on or turn off the UPNF feature of your router.

Enable/Disable UPNP: (%) Fnabled ' Disabled

(] [Ree]
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8 My Network Places

File Edit Mew Favorites Tools  Help

'\m_:.;} Back \v_ﬁ [? /':_j search’ I‘{__, Folders -

: Address |‘1§ My Mebwork Places

#! Local Network
Metwork Tasks

H": fdd & fretwork place
e ?;'Tei-il.ng"twi:ifk'

Formasbhams

7.4.6 Language Setting

CWR-935M provides users with 12 languages to choose. Users can change the language of the

interface configuration. Please click Apply Changes after selecting a language.

E HF Language Setting

This page allows you setup the GUI language.

Select language:

‘ Logoiut

Using Korean as an example, the screen will display on the chosen language after the countdown is

finished.

R dadeg AFE HAFLCh
MaE = PEULCHS &

M Log and
‘ Logout

Caution: After countdown, you can press Ctrl+F5 forcing the page to refresh. This can avoid any

translation uncompleted situation.
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7.4.7 User Account Management

Personal users can use each individual application such as My Status, My Webcam and My Document.
This section is to set the user’s right. Also, all the users right will be showed in User Account List and

can do the edit or delete by clicking the meaning text.

User Account Management

You can add user account in this page.

‘ | | CIWebCam Server CIFTP Server 3
| | | | CIWebCam Server CIFTP Server
‘ | | CIWebCam Server CIFTP Server

Item Description
User Name Create the user name in this blank.
Password Setup the user’s password.
User Right Enable the use to Webcam, FTP server.
Click on Apply button to add the settings into the list table. Click on
Apply & Changes ) )
Cancel button to clean the setting on this page.

7.4.8 Folder Management

Easy to check all the USB storage devices connected to your CWR-935M, view the entire data folder

inside each storage devices, and you can do the disk formatting/partition via click on the button in this

page.
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== WIFL AP Folder Management

fou can specify which USE storage to be System Disk.

USB Device Name

® USBA FAT32 4026 MB 3918604
o _
5 D

. Logout

Partition / Format SysDisk

All existing data and partitions on the HDD will be DESTORYED | Make sure you really need to do this |

TYPE: (FAT1I6/32 @ NIFS CEXT3
¥ Foroat

1. Select the USB Disk and click on Mount button for refresh all disks before you do disk partition,
and the Unplug button will appear.
To partition/format the disk, please select the disk and click on Format button.
If you want to view the data inside the disk, please click on “Disk Explorer ” to view all the disks
folders inside the device.

Note : You have to click on “Unplug” button before remove the USB devices.

7.5 Log & Status

The category provides Network Config and Event Log status for users to know the operation status.

= TFL AR

E Event kog
i Lagout
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7.5.1 Network Config

Users can check the Internet status under this category, including Firmware version, Wireless setting,
Connecting Time, WAN, TCP/IP ...information.

Access Point Status

This page shows the current status and some basic settings of the device,

Systen

Uptime Oclery:9h: 16m: 385
Firmware Yersion Werl.0.5

Build Time. Thu 1ul'30 17:11:33 CST 2009
WirelessConfiguration

Mode Infrastructure Client
Band 2.4 GHz (BHGHN)
SSID

Channel Number

Encryption Disabled

MALC 00:00;00:00:00:00
State Disabiled

7.5.2 EventLog

You may enable the event log feature here.

System Log

This page can be vsed, 1o set remote log server and show the system log,

[ Eable Los — Please select to enable log function.

system all wircless || DoS
Enable Remote Log Log Sexvexr IP Address: |
Item Description

Enable Log

You may choose to enable Event Log or not.

System all, Wireless, & DoS Please select the event you want to record.

Enable Remote Log

You may choose to enable the remote event log or not.

Log Server IP Address

Please input the log server IP Address.

Apply Changes & Refresh & | Click on Apply Changes to save the setting data. Click on Refresh to

Clear

renew the system time, or on Clear to clear all the record.
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* The following figure is an example when users click Apply Changes to record the event log.

System Log

B ctep .
B 1 config This page can be uzed to set remote log server and show the system log.

Enable Log

.t > gsystem all wireless DoS
& kiEntisy [0 Enable Remote Log Log Server IP Address:
i Logout

Jan 1 00:01:07 pwc: Also supports the Askey WCOI0, warious Logitech
(uickcams, Samsung MPC-C10 and MPC-C30,

Jap 1 00:01:07 pwc: the Creative WebCam 5 & Pro Ex, S0TEC Afina Eve and
Vizionite W28-UCA00 and WOB-UMLOO0.

Jan 1 00:01:07 ushcore: registered new interface driver Philips webcam

|

Jan 1 00:01:07 uvcvideo: Found TVC 1.00 device <unnameds= {046d-0%9al)
Jan 1 00:01:08 ushcore: registered new interface driver uvovideo
Jan 1 00:01:0% USE Video Class driwer (+0.1.0)
Jan 1 00:01:14 ush_set interface alt = 3
Jan 1 00:01:1% wusbhcore: deregistering interface driver Philips webcam
Jan 1 00:01:18 pwc: Philips webcam module remowved.
7.6 Logout
Logout
BE sten
B F.:.r.ﬁ.; This page iz used to logout.

Do you want to logout ?

Click on Apply
Apply Change
Change to logout.

Chapter 8. DDNS Account Setup

DDNS is a service changes the dynamic IP to the static IP. For ADSL & Cable users, the settings of
DDNS can solve the problem of being given the different IP by router every time. After setting the

Router, your hostname would correspond to your dynamic IP.
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[Step 1]
Please visit the website http://www.dyndns.com/, and click on Sign Up Now .

) DynDNS

Lost Pasaward? - Sign Up How

About Services Account Support MNews
Custom DNS
DNS
- H Primary NS for your domain
E mall Wiatks with static or dynamic IPs
Network Monitnrin Easy-to-uze web interface
’ g Learn hic
Redirection
. Resources
Keep Connected with DynDNS _ _
Business Solutions
Home Saolutions
A Leader in DNS Services Domain Registration What is DNS?
DynDMS provides the flexible services and Why DynDNS?
support that you need to establish a strong d ; _
and reliable Internet presence. YWe provide v, | OUTEOMAIN, EOM Careers Wl'th D nDNS
full-featured managed DNS hosting, Developer's Connection
Dynamic DME, Static DNS, web MNews
directi -mail, and domai istration. .
ECITEELEN, &-matl, and tomain registration Select Patton Electronics Devices Now DynDNS Certified Premier Support ‘

[Step 2]

Please fulfill the requested information at the column, and click on Create Account when finished. (The

information shown on the screen is for your reference only)

Acceptable Use Policy

1. ALCENOWLEDGHMENT AWD ACCEPTANCE OF TERM3 OF SERVICE

A11 services provided by Dynamic Network Services, Inc. ("DynDN3™)
are provided to you (the "Member™) under the Terws and Conditions
set forth in this Acceptabhle Use Folicy ("AUP™)] and any other
operating rules and policies set forth by DynDNS. The AUP comprises
the entire agreewent between the Member and DynDN3 and supersedes
all prior agreements between the parties regarding the subject

| hawe read and agree to the Acceptable Use Policy above:

Username

Usemame navi

Y our username will be used to login to your account and make changes.

E-mail Address

E-mail Address havi@etopnetwork.comty Confirm E-mail Address: havi@etopnetwork.corm tw

The e-mmail address you enter must be valid. Instructions to activate your account will be sent to the e-mail address provided. Yoo rmust
keep this address current. Any accounts with invalid e-mail addresses are subject to remaval without warning. YWe do not sell our list to
anyone. Read more about our privacy policy.
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Password

Pagsword esssssss

Confirrm Paggword eessssss

The password you enter will be used to access your account. It must be maore than & characters and cannot be your username.

Optional Information

Howe did you hear about us: | — Details:

Praviding this infarmation will help us to better understand our customers, and tailor future offerings mare accurately to your needs.

Thanks for your help!

Create Account

[ Step 3]

When the below window appears, you already finish the registration. Please check your E-mail box,

and you will receive an e-mail from the DynDNS.

¢ DynDNS

Lost Pasaword? - Sign Up Naw
About Senices Account Suppart Mews

Wy Account

Create Account

Login

Lost Password?

Account Created

Your account, navi, has been created. Directions for activating your account have been sent to navi @etopnetwork. com.tw. To
complete registration, please follow the directions that you will receive. ¥ou must complete these steps within 48 hours to complete
your registration.

You should receive the confirmation e-mail within a few minutes. Please make certain that your spam filtering allows messages from
supportE@dyndns. com to be delivered. If you have not received this e-rmail within an hour or so, request a password reset.

Following the instructions in the password reset e-mail will 2lso confirm your new account. If you don't receive the password reset e-
mail either, you should check with your e-mail provider to determine why you are not receiving these messages.
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[Step 4]
Please open the email sent from DynDNS.

Click on the link to confirm your account.

* [1 @ From Subject
 #  DynDNS Support

Your DamDNE Acconnt Information

Your DynDNS Account Information
DynDNS Support [support @dyndns.com]

TO: navi@etopnetwork com

Y¥our D DB neer account ‘nawvi' has been created . ¥ om must wist the
confimmation addres below within 48 howrs of the time thiz e-medl was sent
to complete the account creation process.

ionr basic service offerings are free, but they are supported by onr premminm

srvices. mee httpetdeses dvmdns comdservices! for a foll listing of all of
onr avadlable mrvices.

To confirm your account, please go to the address below:

httpsitesewe dymdig comdaccomnteonfiode B s buse BrsS T g h- T

[Step 5]

Please click on login .

& DynDNS

Lost Pasaword™ - Sign Up How
About Services Account Support Mews

Wy Account .
Account Confirmed

Create Account

Login The account " navi " has been confirmed. ¥ou can now |ogin and start using your account.

Lost Password?

YWe have a systern announcements mailing list you may wish to subscribe to - this list is used for notifications

Search DynDNS of new services, changes to services, and important systern maintenance/status notifications. To subscribe,
simply send an e-mail to announce-subscribe@lists. dyndns. org.

264




[Step 6]

Please click on My Services under the Account Summary for the linkage.

Logged In User:nawi
Dyn D N S My Services - Settings - Log Out

About Services Account Support Mewrs

hly Account

Account Summary for navi
My Serices

Account Settings

My Services

Billing

Yiew, modify, purchase, and delete your services. My Services...
Search DynDNS yoF J

Account Settings
Update e-mail address, set preferences, and delete your account. Account Settings...

Billing

Update your billing information, view invoices, and view upcoming expirations. Billing...

[Step 7]

Please click on Add Host Services

Logged In User:nawi
Dyn D N S by Services - Settings - Log Qut

About Services Account Support MNews
tly Account .
Account Level Services
My Senices
Account Upgrades
. - Technical Support

MailHop Outhaund Credited Account (?) Mo echnical Suppo

Recursive DNS Account Upgrades (?) Mo Miew - Add

LA MailHop Outhound (2) Mone g - Add

Prerier Support

Wy Zones Recursive DNS (2) Mone Miew - Add

Add Zone Senices DNS Service Level Agreement () Mone Yiew - Add
iy Hosts
Add Host Services Premier Support Option (2) Mone Available Add Premier Support Cases
Account Settings
Biilling Zone Level Services Add Zone Senices
Search DynDNS o )
Mo zane level service items registered.
i Add Host Sen
Host Level Services £2d4 Host Services
Host DNS Service WebHop Network Monitoring

navi.ath.cx Dynamic DMS
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[ Step 8]

Please click on Add Dynamic DNS Host .

Premier Suppart MyWebHop ()
Wy Zones Network Monitoring (2}
add Zone Serices

Ahout Senvices Account Support Mews
My Account .
Add Host Services
My Semices
Account Upgrades ) )
) Dynamic DNS (2) Add Dynarmic DMS Host
MailHop Outhaund _
Recursive DMG Static DNS (2) Add Static DS Host
SLA WebHop (2) Add WebHop

Add MyWWebHop
Add Metwork Monitoring

[Step 9]
1. Please input the account you applied.

2. Please select the hostname preferred at the drop-down menu.

3. Please click on Add Host to add the name.

New Dynamic DNSSM Host

Hostname: 1 [na\n ]_Iath.cx
IP Address: 69.120.102.70
Enable Wildcard: .|

Mail Exchanger {optional): [ Backup hx?

3 [[ AddHost | [ Reset Form

[ Step 10])

When the below window appears, it means your hostname is created.

) DynDNS

About Semwices Account Support Newws
My Account
Hosthame Created
Wy Services
Account Uparades

MailHop Quthound
Recursive DNS

The hostname you have requested has been created. The information now in the database and DNS system is

Hostname:
SLA
) IP Address: 5312010270
Premier Suppart
My Zones Wildcard: il
Add Zone Senices Mail Exchanger: Mone
My Hosts Backup MX: il
Add Host Services
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Chapter9. Q&A

9.1 Installation

1. Q: Where can | find the IP and MAC address of my  computer?

A: (1) From the Start menu, select Run, an input box will appear with a flashing cursor.

i} Files and Settings Transfer ]lﬂ Printers and Faxes
8 Wizard 2

w Faint @ Help and Support
,:) Search

All Programs b — Bun. .,

@l Lo ©FF |‘-6‘| Turn OFF Compuker

. : ctart h 12 - Paink = 4 Windows Explo

Type "cmd" or "Command " in the Run box

Ll Type the name of a pragram, falder, document, ar
3 Internet resource, and Windows will open it For wou,

Dpen: | cmd| -v'|

L ] 4 _H Cancel H Browse, ., ]
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(2) An MS DOS Window will open, please input ipconfig /all , and then press Enter .

C D:AWINDOWSsystem32\cmd

icroszoft Windows HP [Uerzion 5.1.26081]
(GC» Copyright 1985-2001 Microsoft Corp.

D:~Documents and Settings“Administrator>ipconfig ~all

You will see information about Ethernet adapter for Local Area Connection.

Jindows IP Configuration

Hozt Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WIMS Proxy Enabled.

mulitxp—72679hT

Unknown
Mo
Mo

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix
Description . . . . . - - . . . Intel{R» PRO-188 UE HNetwork Connecti

BE-BD-61-37-37-68A

es

Yes

192 168 .1.2

2552552558

192.168.1.1

192 . 168.1.1

192 168 .1 .41

Thursday, July B2, 20609 4:34:51 PHM
Friday. July 83, 2809 4:34:51 PH

Phyzical Address
Dhcy Enabled. .
Autoconf iguratio
IP Address. . .
Subnet Mask . .
Default Gateway
DHCP Server . .
DME Serversz . .
Lease Obtained.
Leaze Expires .

T

T T

T
=

L T T TR T T T T
1]

e onon o1 B

D :~Documents and Settings“Administrator}

« |P address (192.168.1.100) :

This is the IP address of your computer.

 Default Gateway (192.168.1.1)

This is the Gateway IP address of your computer.
 Physical Address (00-0D-61-37-66-ED)

This is the MAC address of your network interface card.
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2. Q: Where should I install the XDSL Routerinan etwork environment?

A: In a typical network environment, the router should be installed between XDSL network and Local

Area Network.
3. Q: My network speed is very slow, why?

A: Please make sure your network cable is less than 100m. Or you can install a bridge between

your router and computer to keep the quality of signal. You can also try to...:

Please make sure the network traffic is less than 37% of bandwidth.
Please check to see there are no more than 10 broadcast messages in network traffic.

Please check the network topology and settings.

9.2 LED light

1. Q: The Power Indicator of my 3.5G server router  is not on, why ¢
A: Please check the power supply first.

2. Q: Even | confirmed the IP address and Local Net work are good, | still can’t connect to the

login page of 3.5G server router  ?

A: You could try to reset the 3.5G server router back to factory default settings. Please hold the
Reset button over 5 seconds. The STATUS light will be off, and then every LED indicator will

be on again. It means the 3.5G server router is back to factory default settings.
3. Q: My 3.5G server router will shut down automati  cally without any warning, why?

A: Please check the power adapter connection again, then check STATUS indicator. If the indicator

is still not on, the memory inside the router might be damaged, please contact the sales.

9.3 IP Address

1. Q: What is the default IP address of the 3.5G se rver router?

A: The default IP address is 192.168.1.1, and the Subnet mask is 255.255.255.0 -

2. Q: I don't know my WAN IP address?
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A: There are two ways to find it.

1: Please check with your ISP.
2: Please select Log & Status on the left menu of the 3.5G server router, and then select

Network Configuration , you will see the WAN IP address.
3. Q: How do | know that | have static IP addresso  n WAN?
A: Please check with your ISP, or select Network Configuration to check out.

4. Q: Can | use personal domain name on this router ? Or should | use the IP address which

provided by router?

A: Yes, you can use your own domain name on 3.5G server router.

9.4 Operating System Setting

1. Q: My computer can’t connect to the Internet aft  er installed the 3.5G server router, why?

A: Please follow the instructions : (Windows 2000 & XP ) Start > Settings > Network
Connections > double click Local Area Connections > select Properties > double click
Internet Protocol (TCP/IP) > select obtain an IP address automatically > click OK. Then

open your browser to try again. If you still can’t connect to the login page, please test the
following methods :

Make sure there is no one using the same IP address.
Turn off the computer, then ping the IP was given to that computer, make sure there is no other
device responding.

® Check the network cable connection condition, or use another cable to test again.
2. Q: Why can't | use the utility?
A: Solution 1: Check out your Ethernet connection and power adapter.

Solution 2: Make sure that the IP address of your computer is located between 192.168.1.2
and 192.168.1.254. The Subnet Mask should be 255.255.255.0. The default Gateway is

192.168.1.1. To confirm these settings, please follow the instructions below.
Windows 95 or 98:
1. Click Start > Run > input winipcfg > click OK.
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2. Check out the IP address, Subnet Mask, and Default Gateway. If the data is incorrect,

please input Release All , press enter, and then input Renew All .

Windows NT, 2000, or XP:

1. Click Start > Run > input cmd > click OK.
2. Please input ipconfig /all on Command Prompt.
3. Check out the IP address, Subnet Mask, and Default Gateway. If the data is incorrect,

please input ipconfig /release , press Enter, and then input ipconfig /renew .

Solution 3: Check the connection settings of your browser and make sure the HTTP Proxy is

disabled. Please open your browser.

Internet Explorer:

Select Tools > Internet Options > Connections .

Select Never dial a connection , and click on LAN settings .
Make sure no checkbox is selected. Press OK.

Press OK.

W Dd P

Netscape Navigator:

1. Select Edit > Preferences > select Advanced .

2. Select Proxies > Select Direct connection to the Internet > Click on OK.

3. Q: The webpage browsing is frozen, disconnection during downloading, or un-readable text

shown on my screen. What should | do?

A: Right click on My Computer > Properties > select Device Manager on Hardware tab > right
click on Network Adapters > select Properties > select Advanced tab > select Link

Speed/Duplex Mode on the left, and choose 10Mbps/Half Duplex > click OK.

4. Q: Why am | unable to connect to the website set  tings?

A: You may remove the proxy settings from your browser.
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9.5 3.5G Server Router Setup

1. Q: Why does the setting page of the 3.5G server  router will automatically shut down without

any warning?

A: Please click on Logout first > Close your browser > Re-open the browser > login the

administration page.
2. Q: How to setup DHCP?

A: DHCP is widely used on large local area network. The 3.5G server router can manage and
assign the IP address from 2 to 253. Without DHCP, users need to setup IP address for each
computer manually. Please login the administration page, you can setup DHCP under IP

Config > LAN.
3. Q: How can | upgrade the firmware of the 3.5G se  rver router?

A: You can visit the official website to download the firmware. Open the administration page; you

can upgrade the firmware under the section of System Management .
4. Q: My 3.5G server router can’t connectto ISP, w  hy?
A:

1. Please check the power of Cable/XDSL modem.
2. Please check the connection of Cable/XDSL modem.
3. Check the LED status of WAN to make sure Cable/XDSL modem is connecting with 3.5G

server router.

If your ISP requires username and password, please make sure they are correct. The ISP will

use there to identify users if the network service uses DHCP without authentication.
5. Q: | can ping the computer outside the local are  a network, but | can’'t use the Internet.

A: Check the DNS settings on your computer. If your computer is the client of DHCP, please

remove any DNS setting. Let the 3.5G server router assign DNS setting to clients.
6. Q: The 3.5G server router can't save settings af  ter | click the Apply button.

A: The 3.5G server router should save the settings immediately after the Apply button is clicked. If

the situation occurs, we suggest you to reboot the machine.
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9.6 Wireless Network

1. Q: After the inspection, | still can not use wir  eless connection with my notebook.

A:

Sometimes the wireless network settings are very complicated. Especial when you manage the
encryption system of different products. Any different password settings may cause the

disconnection with other clients. Let's see some possible situations.

For the first-time users, make sure your router and workstation using the same SSID name.
When a wireless device is trying to connect to wireless network, SSID is an access password.
SSID can be used for distinguish between different areas of wireless network. So when all the
base stations and equipments trying to connect to a specific area of the wireless network, they
must use the same SSID name; and workstations are not allowed to connect to the Internet,
unless it provide a specific name. It is similar to the network or workgroup name of the function

of the region.

When you encounter great difficulties in data transmission, it is better to keep the situation

simple. You can disable all WEP encryption settings.

The successful implementation of the encryption system includes a shared encryption key. The
hex encryption key is commonly used. Encryption keys will allow the router to confirm
workstations as trustable websites. Every manufacturer can use this encryption key technology.
To prevent different products may not function properly when use on each other. Please be

aware of the detail of encryption key settings.

Make sure that router and network adapter are using the same channel. You can check to see
if the DHCP of your router is enabled or not. The network adapter will not get an IP address if
the DHCP is disabled.

Finally, you may put the system which needs to be configured and the router on the same

space during the initiation. This will reduce the interference of the wall when the signal is sent.

2. Q: I can't setup a wireless station on my comput  er.

A:

Check out the following:

The SSID of your computer and wireless station must be the same. Please remember the SSID

is capital sensitive. E.g. “Workgroup” isn’t the same with “workgroup”.

The WEP settings of your computer and wireless station must be the same. The default for

wireless router is disabled, so should your client’s.

273



If the WEP of wireless router is enabled, your computer also needs to activate WP. The key

from both sides should match, too.

It might be interrupted by other radio frequency. Please check the status when close to the

wireless router. Bad communication environment is like 100 feet of normal situation.

3. Q: The speed of wireless connection is very slow

A

: For the best connecting speed, you can try to:

Location: Please adjust the location and direction of your router.
Channel: Change to another channel can avoid the interruption.

Interruption: It might be interrupted by other devices. You can turn off other devices first, and

then reconnect. Any noisy device should be avoided or relocated.

Shielding Effect: The speed might be impeded by your environment between wireless clients.

Close to station is the only way to improve the speed.

4. Q: When | use the wireless router, there are som e applications not functioned properly.

A: You may activate DMZ service to run these applications, but be aware of following issues.

It may cause security problem if the firewall is disabled.

Only one computer can use DMZ service.

5. Q: I can’'t make a connection with the wirelessr  outer.

A

: Check out the following:

Check out the installation of router, the connection of local area network, and the power.
Make sure your computer is located on the same network class with wireless router.

If your computer is set to Obtain an IP Address automatically = (DHCP client) , please reboot

it.

If your computer uses the static IP address, please confirm the IP address is located between
192.168.1.129 ~ 192.168.1.253. The default IP address for wireless router is 192.168.1.254.
The Subnet Mask is 255.255.255.0.
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6. Q: The wireless interface of WinXP is not compat  ible with 3.5G server router’s WEP interface.
A: The default WEP of WinXP is Authentication Open System — WEP , but 3.5G server router only
has Pre-Shared Key — WEP . Please change WEP of WinXP to Pre-shared Key — WEP .

9.7 Support

1. Q: What is the maximum value for 3.5G server rou ter to support IP address?

A: 3.5G server router supports 253 IP addresses under NAT mode.

2. Q: Is this Router compatible on different platfo ~ rm?

A: It is compatible to any platform supports Ethernet and TCP/IP.

9.8 Other

1. Q: | always get disconnected on PPPoE mode.
A: Games, music, and antivirus software might send packets to cause the disconnection. You can

close the programs, or you can set the idle time to 0.

2. Q: If there is a DHCP server in local network al  ready, what should | do?
A: Two DHCP servers located on the same network might cause problems. In this case, please

turn off the DHCP server on 3.5G server router and setup your computer manually.

3. Q: What is purpose for Extend SSID of 3.5G serve r router on Router and AP mode?
A: 1. The Router and AP mode use wired connection to link to the Internet. The SSID can let
wireless users search for this router by using site survey function. The Extend SSID is used to
extend the range of other access points. Wireless Users can connect to the access point by just
inputting its SSID.

3.  Wi-Fi AP mode uses Wireless to connect to the Internet. The SSID is from connecting Access

Point. The extend SSID can let wireless users search for this router by using site survey

function.
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Mode Router AP Wi-Fi AP

WAN Connect | Wire Wire Wireless
) ) From Connecting
SSID For User Connecting | For User Connecting ]
Access Point
For Extend other For Extend other )
Extend SSID For User Connecting

Access Point's Range| Access Point's Range

4. Q: | don't see anything in My Webcam  ?
A: This function needs Java support; you can go to the following URL to download the Java
application.

http://www.java.com/zh TW/download/index.jsp

Chapter 10. Appendix
10.1 Operation System

1. Microsoft : Windows 2000, XP, Vista 32bit and the following related versions.
2. Apple : Mac OS X 10.4.7, Leopard and the following related versions.
3. Linux : Redhat 9, Fedora 6 & 7, Ubuntu 7.04 and the following related versions.

10.2 Browser

1. Internet Explorer ver. 6 and 7 and the following related versions.
2. FireFox ver. 2.0.0.11 and the following related versions.3.

3. Safari ver. 3.04 and the following related versions.

10.3  Utility

1. Microsoft : Windows 2000, XP, Vista and the following related versions.
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